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ApXuUTeKTypa

CopepxaHue

BeepneHune B Alauda Container Platform
OCHOBHble apXUTEKTYPHbIE KOMMOHEHTHI
nob6asnbHbIl Knactep
KnacTtep pabounx Harpy3ok
BHellHne nHTerpaummn
MacLtabnpyeMocTb 1 BbiICOKast fOCTYNHOCTb
PyHKLMOHa/IbHasA nepcrekTuea
TexHnyeckasa nepcrnekTmea

MexaHN3Mbl BbICOKO/A OOCTYNHOCTU K/TKOYEBBLIX KOMMNOHEHTOB

BeBegeHue B Alauda Container Platform

Alauda Container Platform (ACP) npegocTtaBnseT koprnopatveHyto niatdopmMmy Ha 6ase
Kubernetes, koTopasi N03BO/ISIET OpraHM3aumamM co3asaTb, pa3BepTbiBaTb U yNpas/isTb
NPUIOXKEHUAMN NOCNeL0BaTeNbHO B TMOPUAHLIX 1 MyNbTMO6NaYHbIX cpegax. ACP
NHTEerpupyeT 6a3oBble BO3MOXHOCTU Kubernetes ¢ pacluMpeHHbIMU CepBrCamMU yrpaB/eHus,
HabntogaemocTn 1 6e3onacHoCTu, npegarasd eauHbI KOHTPOSIbHBIA YPOBEHb U TMBKMe

KnacTepbl A1 pabounx Harpysok.

Apxutektypa noctpoeHa no mogenu hub-and-spoke, coctosiwen ns global knacrtepamu

MHOXEeCTBa K/lacTepoB pabounx Harpy3ok. Takas KOHCTPyKUuMsi o6ecrnedvBaeT
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LEHTPa/IN30BaHHOE ynpaB/ieHNE MNMpn coxXpaHeHN HE3aBUCUMOTO BbINMOJ/THEHNA U

MacLLITabupyeMocTy paboumx Harpysok.
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OCHOBHbI€e APXUTEKTYPHbIE KOMIMOHEHTbI

Fno6anbHbIN KNnactep

global KnacTep CAYXWUT LEHTPa/IM30BaHHbLIM Y3/10M ynpaBneHus n koHTpons ACP. OH

npeaocTaBnseT nnaTQopPMEHHbIE CEPBUCHI, TAKME Kak ayTeHTUdMKaLMS, ynpaBneHme
NONUTUKAMMU, ONepaLMmn XM3HEHHOTO LIMKNA KNacTepoB 1 HAG/I0AaeMOCTb. Takke 3To

LIeHTPa/IbHbIN Y3en AN ynpaBneHus MynbTUKIacTepHoli cpefoit n o6ecneuvBaeTt

(PYHKLMOHANIBHOCTb MeXay Kractepamu.

KnoyeBblie KOMMNOHEHTbI BK/1KOYAlOT:




ApxuTekTypa - Alauda Container Platform

+ Gateway
BbINOMHAET po/ib OCHOBHOW TOUYKM BXoAa B nnatcopmy. Ynpaenset APl-3anpocamu oT Ul,
CLI (kubectl) n nHcTpymeHTOB aBTOMaTU3aLMN, MaPLUPYTU3NPYSA UX K COOTBETCTBYHOLLINM

backend-cepsucam.

e AyTeHTUdmkauusa n asropusaumsa (Auth)
NHTerpupyetca ¢ BHewHuMu Identity Providers (IdPs) ans obecneyeHus egmMHoro Bxoga

(SSO) n koHTponsa goctyna Ha ocHoBe RBAC.

e BebG-KOHCONb
MpepocTtaBnset Beb-nHTepdenc ansa ACP. Bzaumogelicteyet ¢ API nnatdopmbl vyepes

gateway.

e YnpaBrieHue Knactepamu
OTBeyvaeT 3a perucrpaumio, NOArOTOBKY U yripaBneHne Xn3HeHHbIM LIMK/I0M KnacTepos

pabounx Harpysok.
e CepBucoi ACP

¢ Operator Lifecycle Manager (OLM) u nnaruHbl Knactepa
YnpaBnstT YCTaHOBKO, 0OGHOBNEHNSIMU 1 XXU3HEHHbIM LIMK/I0M OMepaTopoB U

paclmpeHnii knactepa.

e BHyTpeHHNiA peecTp o6pasoB
MpepocTtaBnsAeT BCTPOEHHbI PENO3UTOPUIA KOHTENHEPHBIX 06Pa30B C ynpaBieHneM

[IOCTYNOM Ha OCHOBE POneii.

¢ HaGnwopaemocTtb
O6ecneunBaeT LeHTpan30BaHHbI CO0pP NOroB, METPUK N TPACCMPOBKM Kak Anst global ,

Tak 1 ons pabounx KnacTepos.

e lpokcu Knacrtepa
O6ecneynBaeT 6e30nacHyto CBA3b Mexay global knacTepom v kactepamy paboumnx

Harpy3oK.

Knactep pabounx Harpysok

KnacTepbl pa6ounx Harpy3ok — 310 Kubernetes-cpefibl, ynpasnsieMble global KiacTepoMm.
Kakablii Takoit knactep 3anyckaeT U30/IMPOBaHHbIE NPUNOXEHUS U HAC/EYeT yNpaB/eHne 1

KOHUIypaumio OT LLeHTPasIbHON KOHTPOJIbHOW M/I0CKOCTMU.
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BHelLHUe nHTerpauyuu

Identity Provider (IdP)
MoanepxvBaeT dpefepaTuBHYO0 ayTeHTUdIMKaLMio Yepes cTaHgapTHble npoTokonbl (OIDC,

SAML) ana yHNoMUMpPOBaHHOIO yrpas/ieHns Nosb30oBaTesamMu.

AocTtyn yepe3 API n CLI
Monb3oBatenn moryT B3anmogericteoBatb ¢ ACP uepe3 RESTful API, Be6-KOHCO/b Un

KOMaHAHbl€ NHCTPYMEHTbI, TakKne Kak kubectl v ac .

BanaHcuposlwmk Harpy3ku (VIP/IDNS/SLB)
O6ecneunBaeT BbICOKYIO AOCTYMNHOCTb 1 pacnpeneneHne Tpaduka ansa Gateway un ingress-

Toyek fgocTyna global u paboymx KnacTepos.

MacwwTabnpyeMocTb U BblCOKasi AOCTYMNHOCTb

ACP cnpoekT1poBaH A1 TopU30HTa/IbHOro MaclUTabrupoBaHKs 1 BbICOKOW A0CTYNHOCTY:

Kaxablii KOMNOHEHT MOXET ObITb pa3BEPHYT C PE3ePBMPOBAHNEM A1 YCTPAHEHUS €AVHON

TOYKM OTKa3a.

global KnacTep noaAepXuBaeT ynpas/ieHne AecATKamy U COTHSIMU KlacTepoB paboumx

Harpy3oK.

KnacTepbl pabounx Harpy3ok MoryT MacluTabrvpoBaTbCa HE3aBMCMMO B 3aBMCUMOCTU OT

HarpysKu.

Ncnonb3oBaHue VIP/DNS/Ingress obecneyvBaeT 6eCLLUOBHOE MapLUPYTU3NPOBaHNE 1

nepek/ryeHne npun cbosx.

dYHKUMNOHa/IbHaA nepcnekTuBa

MonHbI pyHKumoHan Alauda Container Platform (ACP) coctout ns ACP Core 1

pacLmMpeHnii, OCHOBaHHbIX Ha ABYX TEXHUYECKMX cTekax: Operator 1 Cluster Plugin.

ACP Core
MuHUManbHbIA nocTaBnaemblii Mmogyis ACP, npefocTaBNsALWMNA OCHOBHbIE BO3MOXHOCTMU,

TakKue Kak yrnpaB/ieHne knactepamm, OPKeCTpaLIMS KOHTEHEPOB, MPOEKTbI U
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aIMVHUCTPUPOBaHVE Mosib30BaTesei.

o COOTBETCTBYET CaMbIM BbICOKMM CTaHAapTaM 6e30nacHOCTH
o Ob6ecneunBaeT MakCMMaslbHYH CTabU/IbHOCTb
o [Mpeanaraet cambiii ASIUTENbHbIN XU3HEHHbIV LMK NOAAEPXKKN
e PacluuvpeHuns
PacwwmpeHuns B ctekax Operator n Cluster Plugin moryT knaccnguumpoBaTbCs Kak:
o Aligned — cTpaTerns >m3HeHHOro uukna ¢ HECKONbKUMM NOTOKaMn NOALEPXKKM,
corniacoBaHHasi ¢ ACP.
e Agnostic — cTparerus XnM3HeHHOro L1kia ¢ HECKO/IbKMMW NOTOKaMU NOALEPXKKMN,

Bblnyckaemas He3aBncmo ot ACP.

Moapo6Hee 0 paclupeHusx cM. B pasaerne Extend.

TexHU4yeckas nepcrnekrtuBa

BbINo/IHEHNE KOMMOHEHTOB N1aThopMbl
Bce KOMMNOHEHTbI NnaTopMbl paboTarT B KOHTEHEPAX BHYTPU Knactepa ynpasneHus

Kubernetes ( global knactep).
ApXUTEKTYypa BbICOKOW [OCTYMHOCTU

e global Knactep 00bIYHO COCTOUT MWHUMYM U3 TPEX Y3/10B KOHTpOﬂbHOVI NI0CKOCTN N

HEeCKO/IbKMX paboymx y3/oB

e BbIcoKasi JOCTYNHOCTb etcd sBNsieTcs KoyeBoit ans HA knactepa; noapo6HOCTU CM. B

pasgene Key Component High Availability Mechanisms

e basiaHcnpoBKa Harpysku MoxeTt obecneumBaTbCA BHELLIHMM 6aflaHCl/IpOBLIJ,I/IKOM nnn

cobcTBeHHbIM VIP BHYTpU Knactepa
MapLpyTusaLms 3anpocos

o KnMeHTCKMe 3anpochl cHavasia NnpoxoanT Yepes 6aslaHCUMPOBLLMK HArpy3ku 1im

cobCcTBEHHbIN VIP

e 3anpochkl nepeHanpasnatoTca Ha ALB (ctaHgapTHbin Kubernetes Ingress Gateway

nnaropMbl), paboTalowmii Ha BblAeNEHHbIX ingress-y3nax (Mnmn Ha y3nax KOHTPOsIbHO
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MOCKOCTU, €CNIN HACTPOEHO)

o ALB mapLupyTUsmMpyeT Tpadvik K Lie/IeBbIM NoAaM KOMMOHEHTOB COTMTAacHO HACTPOEHHbIM

npasunam
Crtparerusa penavkauyum

e OCHOBHbI€ KOMMOHEHTbLI PaboTalOT MUHUMYM C ABYMS pensivkamu

e KntoueBble KOMMNOHEHTBI (Hanpumep, registry, MinlO, ALB) pa6oTaloT ¢ TpemMsi peninkamm
OTKa30yCcTOMYUBOCTb U CaAaMOBOCCTaHOB/IEHNE

o [locturaetcs 3a CYET B3ammogencTeus kubelet, kube-controller-manager, kube-scheduler,

kube-proxy, ALB 1 opyrnx KOMNoHeHTOB

o BK/IHOYAET NPOBEPKM 300POBbLS, NEPEKIHEHNE NpK CO0AX 1 NepeHanpasneHne Tpaguka
XpaHeHne AaHHbIX U BOCCTAaHOB/IeHMWE

o KoHGpMrypaumsi KOHTPO/IbHOI M/IOCKOCTM 1 COCTOSIHME NNaTopMbl XpaHsiTcs B etcd Kak

pecypcbl Kubernetes

e [pu KaTaCTpO(*)I/I‘-IGCKVIX c605X BOCCTAHOB/IEHNE BO3MOXHO 13 CHMMKOB etcd
OcHoBHoe / pe3epBHOE aBapm‘/'u-loe BOCCTaHOB/1€eHUNe

e [Ba otaenbHbiXx global knactepa: Primary Cluster n Standby Cluster

e MexaHnsm aBapMVIHOFO BOCCTaHOB/1EHNA OCHOBaH Ha CUHXPOHU3aUMN aHHbIX etcd B

peasnibHOM BpeMeHu ¢ Primary Cluster Ha Standby Cluster

e B cnyuae HepocTynHocTu Primary Cluster n3-3a c60si cepBuCbl MOTyT GbICTPO

nepekntountbca Ha Standby Cluster

MexaHU3mMbl BblCOKOI7I ,qOCTyHHOCTI/I KnrueBbIX
KOMINOHEHTOB
etcd

o PasBepHyT Ha TPEX (MK NSATKN) y3n1ax KOHTPOSIbHOM M/I0CKOCTH

¢ licnonb3yet npotokon RAFT ansi Bblbopa nuaepa v pensimkaumm gaHHbIX
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e Pa3BépTbiBaHMA Ha TPEX y3nax BblAEPXVBAKOT OTKa3 OA4HOro y3na; Ha NATU — ABYX Y3/10B

o [MoaaepXuBaeT /loKasbHble U yaanéHHble S3-CHUMKM pe3epBHbIX KoMnuii
KOMMOHEeHTbI MOHUTOPUHTra

e Prometheus: Hecko/bko MHCTAHCOB, Aeaynnukaums ¢ Thanos Query u Kpocc-

pernoHasibHas N36bITOYHOCTb

 VictoriaMetrics: knacTepHblii pexunm ¢ pacnpeaenéHHbiMn kKoMmnoHeHTamu VMStorage,
VMinsert n VMSelect

KOMMNOHEHTHI nornpoBaHus

o Nevermore co6upaeT /101 1 JaHHble ayauta

» Kafka | Elasticsearch | Razor | Lanaya pa3BepHyTbl B pacnpefesiéHHOM pexume ¢

HECKOJIbKUMU pensivkamu
CeTteBble KOMnoHeHTbI (CNI)

o Kube-OVN / Calico | Flannel gocturator HA uepes ctareless DaemonSets uniu

TPEXKPaTHbIE PENJINKU KOMIMOHEHTOB KOHTpOI'IbHOVI MN1I0CKOCTU
ALB

o Onepatop pasBepHyT C TPEMS Pen/IMKamu, BK/IOUYEH BbIGOP Nngepa

o [1poBEpPKM 300POBbS HA YPOBHE MHCTAHCOB 1 GalaHCUPOBKA Harpy3ku
Cob6cTBeHHbIN VIP

» BbICOKOAOCTYMHbIN BUPTYasbHbIi IP Ha 6a3e Keepalived

o [logpepxmBaet o6HapyxeHue heartbeat n nepekntoueHne active-standby

Harbor

BanaHcmnpoBka Harpy3ku Ha 6a3e ALB

PostgreSQL c Patroni HA

Redis B pexume Sentinel

Cratniec-cepBucCbl pa3BepHyTbl C HECKObKMMY penvkamm



ApxuTekTypa - Alauda Container Platform

Registry u MinlO

o Registry pa3BepHyT C TpemMs penvkamm

e MinlO B pacnpeenéHHoOM pexnmMe ¢ KoAMPoBaHNEM C yaasieHNeM, N36bITOYHOCTLHO

AaHHbIX N aBTOMatn4eCkKknm BOCCTaHOB/IEHNEM
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Kubernetes Support Matrix

STOT AOKYMEHT COAEepXUT Matpuuy nogaepxku sepcuin Kubernetes ana ACP. 3ta
NHopMaLUA BaXKHA NP co34aHumn Knactepos, 06HoeneHun ACP 1 ynpas/ieHun CTOPOHHUMU

Knactepamu.

CopepxaHue

Overview
Version Support Matrix

Upgrade Requirements

Overview

ACP nogaepxmnBaeT HeCKo/bKO Bepcuin Kubernetes B pasHbIx Bbinyckax ACP. NoHuMaHune

noaaepXvBaeMbIx Bepcuii Heobxoanmo A/1s:

» Co3paHuna KnactepoB — Onpejaenexmne, kakme Bepcumn Kubernetes MoXHO 1CMosib30BaTh

npn co3gaHnn HOBbIX KNacTepoB

e OGHOBeHusa ACP — ObecrneyeHne COOTBETCTBUSA BCEX pabounx Knactepos TpeboBaHUAM

COBMECTUMOCTHU Mnepen 06HOB/IEHNEM [1106@/1bHOI0 K/acTtepa

¢ YnpaBneHus CTOPOHHUMU KnacTtepamu — lNposepka, 4to Knactepbl Kubernetes B
ny6/nyHbIX o6nakax nnun coorsetctayome CNCF HaxoasaTca B nogaepXxnsaemMom

AnanasoHe Bepcuii
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Version Support Matrix

B cnepytouleint Tabnuue nokasaHa nogaepxka sepcuii Kubernetes ans kaxagoro Bbinycka ACP.

I INFO

B Tabnuue ykasaHbl MMHOPHbIE Bepcun ACP 6e3 pa3nmuusi naty-Bepcuii. Marty-Bepcumn cogepxar
TO/IbKO UCNPaB/EHNSA OLLMGOK 1 0GHOBNEHUS 6E30MACHOCTM, NO3TOMY MUHOPHbIE BEPCUN

Kubernetes octatotcs OAVNHaKOBbIMW BO BCEX MaTt4y-BEPCUAX OAHOTO MMHOPHOIO BblMyCKa.

HauunHasa ¢ ACP 4.1, kaxablli Bbinyck ACP noaaepxvBaeT To/bko ogHy Bepcuto Kubernetes ans
co3faHus Knactepa. 9To obecneymBaeT COrnacoBaHHOCTb M YNpoLaeT npoLecc 06HOBNEHUS

HOBbIX K/1aCTEPOB.

ACP Version Supported for Cluster Creation Compatible Versions
ACP 4.2 1.33 1.33,1.32,1.31,1.30
ACP 4.1 1.32 1.32,1.31,1.30, 1.29
ACP 4.0 1.31, 1.30, 1.29, 1.28 1.31, 1.30, 1.29, 1.28

Upgrade Requirements

Ona ACP 4.2 n 6onee paHHuX Bepcuii Bce paboune knactepbl A0/DKHbI ObITb 0GHOB/IEHbI [0
nocnepgHen sepcum Kubernetes u3 cnicka coBMeCcTUMbIX BEPCUlA A0 OGHOB/IEHUS

rno6anbHoro knactepa ACP.

B 6yaywimx Bbinyckax paboumne kriactepbl 6yayT AO/MKHbI HAXOAUTLCS TO/TbKO B Anana3oHe

COBMECTUMbIX Bepcuii Ans 06HOBNEHNS rnobasibHoro knactepa ACP.
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0 Alauda Container Platform

MpruMeyaHus K BbIMyCKY

CopepxaHue

4.2.3
VcnpaBneHHble ownbKu
3BeCTHble NPOGIEMbI
4.2.2
VicnpasneHHble owmn6Kn
V13BecTHble nNpobriemsl
4.2.1
VicnpasneHHble owmn6Ku
V13BeCTHble Npobriembl
4.2.0
HoBble BO3MOXHOCTU 1 yNyuLLEeHUS
Moanepxka Kubernetes 1.33
ACP CLI (ac)
Hosted Control Plane (HCP)
YnydleHHoe ynpas/ieHne npasamu Nosib3oBatenei
PacwunpeHHble nonntnkn 6esonacHoctn Pod ¢ Kyverno
Cnepytouee nokoneHne Gateway APl Ha 6a3e Envoy Gateway
MpaBuia Ha ocHOBe fOMeHOB /15 Egress Firewall
HosebIili Endpoint Health Checker gns 6onee 66ICTPOro nepektoyeHus
HoBblin onepatop Local Storage anst ynpouwéHHoro ynpasnenus Ceph/TopoLVM
[pyrue knoueBble N3MEHEHNS

VI3MeHeHne XXN3HEeHHOro UyMKna naarMHoB SiormpoBaHns
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MoBbILWEHHbIA YPOBEHb 6E30MaCHOCTM N0 YMOIHaHUIO /15 NPOCTPaHCTB UMEH
MinlO B pexume 06cnyXnBaHus
Calico B pexunme ob6cnyxnsaHms
Ingress Nginx nepeBeféH Ha Operator
YctapesLlve v yaanéHHbole oyHKU MK
O6HoBNEHUE NONANTUKM 06HOBNEHNSA Bepcun Kubernetes
ALB ycTapen HaunHasa ¢ v4.2.0
Flannel nonHocTelo yaanéx
VcnpaBiieHHbIe oLWmnoKu

3BecTHble Npo6neMbl

4.2.3

McnpaBneHHble OLLNOKU

¢ Inversion 4.2.2, the platform was unable to automatically synchronize data from the

connected LDAP server. This issue has been fixed in version 4.2.3.

¢ Inversion 4.2.2, both creating project settings quotas and updating quotas for existing

projects failed to take effect. This issue has been fixed in version 4.2.3.

+ Fixed an issue where batch deletion operations on the container group list page failed due
to "insufficient permissions”. Restored missing RBAC permissions related to batch

operations in the core management component.
+ Enhanced Multus CNI security by enabling the service to run as a non-privileged user.

¢ Fix the deployment failure of the Argo Rollouts plugin in v4.2.2

N3BeCTHbIe Npobnembl

¢ When the platform interfaces with IDP user authentication login, if the user name has
capital letters, ArgoCD will not be able to get the permission information of the user. This

issue has been resolved in version 4.2.4.
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¢ When using Alauda Container Platform Monitoring for VictoriaMetrics with multiple clusters
sharing the same Storage, the alert rule cpaas-certificates-rule has two issues: alert
notifications do not differentiate between clusters when triggered, and the rule monitors

customer secrets instead of only platform certificates.

¢ In certain cases, users may find that the operations automatically recorded by the platform
in a ResourcePatch resource do not match the actual modifications they made to the
component. As a result, when the ResourcePatch controller applies the patch, the
component may undergo unexpected changes.
Workaround: Users should manually modify the ResourcePatch resource to ensure it

reflects the intended changes.

* When using violet push to upload a chart package, the push operation may complete
successfully, but the package does not appear in the public-charts repository.

Workaround: Push the chart package again.

+ Although the installation page provides form fields for configuring labels and annotations for

the global cluster, these configurations are not applied in practice.

¢ Fixed an issue where pushing images larger than 1GB would fail due to connection
interruptions caused by the default 30-second timeout of the Registry Proxy. Extended the
HTTP forward timeout of the Proxy component and enabled streaming to enhance

transmission efficiency and stability for large data volumes.

¢ If a Custom Application includes an alert resource whose metrics expression uses
customized metrics, deploying the application to a namespace whose name differs from the
original—whether after exporting it as a chart or application YAML, importing the chart into
the platform, or creating the application directly from the YAML — will cause the

deployment to fail.

This issue can be resolved by manually updating the metrics expression in the alert
resource within the chart or YAML file, changing the namespace tag value to match the

target deployment namespace.

e The default pool .mgr created by ceph-mgr uses the default Crush Rule, which may fail to
properly select OSDs in a stretched cluster. To resolve this, the .mgr pool must be created
using CephBlockPool. However, due to timing uncertainties, ceph-mgr might attempt to
create the .mgr pool before the Rook Operator completes its setup, leading to conflicts.

If encountering this issue, restart the rook-ceph-mgr Pod to trigger reinitialization.
If unresolved, manually clean up the conflicting .mgr pool and redeploy the cluster to

ensure proper creation order.
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¢ Application creation failure triggered by the defaultMode field in YAML.
Affected Path: Alauda Container Platform — Application Management — Application List —
Create from YAML. Submitting YAML containing the defaultMode field (typically used for
ConfigMap/Secret volume mount permissions) triggers validation errors and causes
deployment failure.

Workaround: Manually remove all defaultMode declarations before application creation.

¢ When pre-delete post-delete hook is set in helm chart.
When the delete template application is executed and the chart is uninstalled, the hook
execution fails for some reasons, thus the application cannot be deleted. It is necessary to

investigate the cause and give priority to solving the problem of hook execution failure.

4.2.2

McnpaBneHHble OWnNoKN

o Fixed etcd backup failure after installing Alauda Container Platform Cluster Enhancer
plugin. The issue was caused by BroadcastJobs created during upgrade missing the
scheduledTimeAnnotation, preventing the AdvancedCronJob from calculating the next
trigger time. The fix now uses the job creation timestamp as a fallback when the annotation

Is missing, ensuring scheduled backups continue to run properly.Fixed in ACP 4.2.2.

+ Fixed an issue where the olm-registry pod would continuously restart, preventing the
OperatorHub from functioning properly. This was caused by the “seccompProfile:
RuntimeDefault”™ security configuration added during CIS compliance hardening, which
blocked the “clone’ syscall required by CGO operations. The seccomp profile has been
adjusted to allow necessary syscalls while maintaining security compliance.Fixed in ACP
4.2.2.

+ Fixed a performance issue where the permission validation during native application
creation became extremely slow (10+ seconds) when the cluster had 60+ operators
installed.Fixed in ACP 4.2.2.

e Resolved an issue where the system failed to retrieve storage device DevicelDs, which

caused the web console to incorrectly display the device status as "Not Recommended.”

o Fix the issue where the egress gateway cannot route traffic from Pods in the same subnet

as the egress gateway.
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N3BeCcTHble NPo6GemMbl

e When the platform interfaces with IDP user authentication login, if the user name has
capital letters, ArgoCD will not be able to get the permission information of the user. This

issue has been resolved in version 4.2.4.

¢ Inversion 4.2.2, the platform was unable to automatically synchronize data from the

connected LDAP server. This issue has been fixed in version 4.2.3.

¢ Inversion 4.2.2, both creating project settings quotas and updating quotas for existing

projects failed to take effect. This issue has been fixed in version 4.2.3.

* When using Alauda Container Platform Monitoring for VictoriaMetrics with multiple clusters
sharing the same Storage, the alert rule cpaas-certificates-rule has two issues: alert
notifications do not differentiate between clusters when triggered, and the rule monitors

customer secrets instead of only platform certificates.

¢ In certain cases, users may find that the operations automatically recorded by the platform
in a ResourcePatch resource do not match the actual modifications they made to the
component. As a result, when the ResourcePatch controller applies the patch, the
component may undergo unexpected changes.
Workaround: Users should manually modify the ResourcePatch resource to ensure it

reflects the intended changes.

* When using violet push to upload a chart package, the push operation may complete
successfully, but the package does not appear in the public-charts repository.

Workaround: Push the chart package again.

» Although the installation page provides form fields for configuring labels and annotations for

the global cluster, these configurations are not applied in practice.

e Fixed an issue where pushing images larger than 1GB would fail due to connection
interruptions caused by the default 30-second timeout of the Registry Proxy. Extended the
HTTP forward timeout of the Proxy component and enabled streaming to enhance

transmission efficiency and stability for large data volumes.

o Fixed an issue where batch deletion operations on the container group list page failed due
to "insufficient permissions”. Restored missing RBAC permissions related to batch

operations in the core management component.
¢ Fix the deployment failure of the Argo Rollouts plugin in v4.2.2

« |If a Custom Application includes an alert resource whose metrics expression uses

customized metrics, deploying the application to a namespace whose name differs from the
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original—whether after exporting it as a chart or application YAML, importing the chart into
the platform, or creating the application directly from the YAML — will cause the

deployment to fail.

This issue can be resolved by manually updating the metrics expression in the alert
resource within the chart or YAML file, changing the namespace tag value to match the

target deployment namespace.

The default pool .mgr created by ceph-mgr uses the default Crush Rule, which may fail to
properly select OSDs in a stretched cluster. To resolve this, the .mgr pool must be created
using CephBlockPool. However, due to timing uncertainties, ceph-mgr might attempt to
create the .mgr pool before the Rook Operator completes its setup, leading to conflicts.

If encountering this issue, restart the rook-ceph-mgr Pod to trigger reinitialization.

If unresolved, manually clean up the conflicting .mgr pool and redeploy the cluster to

ensure proper creation order.

Application creation failure triggered by the defaultMode field in YAML.

Affected Path: Alauda Container Platform — Application Management — Application List —
Create from YAML. Submitting YAML containing the defaultMode field (typically used for
ConfigMap/Secret volume mount permissions) triggers validation errors and causes
deployment failure.

Workaround: Manually remove all defaultMode declarations before application creation.

When pre-delete post-delete hook is set in helm chart.
When the delete template application is executed and the chart is uninstalled, the hook
execution fails for some reasons, thus the application cannot be deleted. It is necessary to

investigate the cause and give priority to solving the problem of hook execution failure.

4.2.1

McnpaBneHHble OWNoOKN

+ When upgrading the Global cluster, there was an intermittent issue that caused the

Marketplace menu to be missing from the left navigation in the Web Console. This issue
has been fixed in ACP 4.2.1.

* When using the etcd backup feature provided by Alauda Container Platform Cluster

Enhancer, if users configure to back up etcd to S3 storage, the plugin fails to retrieve the
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Secret object referenced in secretRef. The root cause was that the plugin lacked the
necessary RBAC permissions to read Secrets, resulting in S3 authentication information

retrieval failure. This issue has been fixed in ACP 4.2.1.

e When using the Global Cluster Disaster Recovery solution, after installing Alauda Container
Platform etcd Synchronizer, the Web Console of the Standby Cluster was unable to login.
The root cause was that etcd Synchronizer did not properly ignore k8sadmin-* related
Secret objects, causing the authentication information of the Standby Cluster to be

overwritten. This issue has been fixed in ACP 4.2.1.

+ Fixed an issue where HTTPS certificate verification could not be skipped when connecting
to MinlO.

N3BeCcTHble NPo6GemMbl

e When the platform interfaces with IDP user authentication login, if the user name has
capital letters, ArgoCD will not be able to get the permission information of the user. This

issue has been resolved in version 4.2.4.

» Fixed etcd backup failure after installing Alauda Container Platform Cluster Enhancer
plugin. The issue was caused by BroadcastJobs created during upgrade missing the
scheduledTimeAnnotation, preventing the AdvancedCronJob from calculating the next
trigger time. The fix now uses the job creation timestamp as a fallback when the annotation

is missing, ensuring scheduled backups continue to run properly.Fixed in ACP 4.2.2.

e Fixed an issue where the olm-registry pod would continuously restart, preventing the
OperatorHub from functioning properly. This was caused by the “seccompProfile:
RuntimeDefault™ security configuration added during CIS compliance hardening, which
blocked the "clone’ syscall required by CGO operations. The seccomp profile has been
adjusted to allow necessary syscalls while maintaining security compliance.Fixed in ACP
4.2.2.

o Fixed a performance issue where the permission validation during native application
creation became extremely slow (10+ seconds) when the cluster had 60+ operators
installed.Fixed in ACP 4.2.2.

* When using Alauda Container Platform Monitoring for VictoriaMetrics with multiple clusters
sharing the same Storage, the alert rule cpaas-certificates-rule has two issues: alert
notifications do not differentiate between clusters when triggered, and the rule monitors

customer secrets instead of only platform certificates.
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¢ In certain cases, users may find that the operations automatically recorded by the platform
in a ResourcePatch resource do not match the actual modifications they made to the
component. As a result, when the ResourcePatch controller applies the patch, the
component may undergo unexpected changes.
Workaround: Users should manually modify the ResourcePatch resource to ensure it

reflects the intended changes.

* When using violet push to upload a chart package, the push operation may complete
successfully, but the package does not appear in the public-charts repository.

Workaround: Push the chart package again.

+ Although the installation page provides form fields for configuring labels and annotations for

the global cluster, these configurations are not applied in practice.

¢ Resolved an issue where the system failed to retrieve storage device DevicelDs, which

caused the web console to incorrectly display the device status as "Not Recommended.”

¢ Fix the issue where the egress gateway cannot route traffic from Pods in the same subnet

as the egress gateway.

¢ If a Custom Application includes an alert resource whose metrics expression uses
customized metrics, deploying the application to a namespace whose name differs from the
original—whether after exporting it as a chart or application YAML, importing the chart into
the platform, or creating the application directly from the YAML — will cause the

deployment to fail.

This issue can be resolved by manually updating the metrics expression in the alert
resource within the chart or YAML file, changing the namespace tag value to match the

target deployment namespace.

e The default pool .mgr created by ceph-mgr uses the default Crush Rule, which may fail to
properly select OSDs in a stretched cluster. To resolve this, the .mgr pool must be created
using CephBlockPool. However, due to timing uncertainties, ceph-mgr might attempt to
create the .mgr pool before the Rook Operator completes its setup, leading to conflicts.

If encountering this issue, restart the rook-ceph-mgr Pod to trigger reinitialization.
If unresolved, manually clean up the conflicting .mgr pool and redeploy the cluster to

ensure proper creation order.

¢ Application creation failure triggered by the defaultMode field in YAML.
Affected Path: Alauda Container Platform — Application Management — Application List —
Create from YAML. Submitting YAML containing the defaultMode field (typically used for

ConfigMap/Secret volume mount permissions) triggers validation errors and causes
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deployment failure.

Workaround: Manually remove all defaultMode declarations before application creation.

e When pre-delete post-delete hook is set in helm chart.
When the delete template application is executed and the chart is uninstalled, the hook
execution fails for some reasons, thus the application cannot be deleted. It is necessary to

investigate the cause and give priority to solving the problem of hook execution failure.

4.2.0

HoBble BO3MO)XHOCTU U yNyulleHus

Moppepxka Kubernetes 1.33

ACP Tenepb nogaepxvsaeT Kubernetes 1.33, npegocrtasnsasa nocnenHne yHKUmu,

ynydweHund npon3soanTes/IbHOCTU N NOBbILLEHUA 6e3onacHoCTu OT COO6LI.I,eCTBa Kubernetes.

ACP CLI (ac)

Hosbiii ACP CLI (ac) no3Bonsiet paspabarbiBaTb, CO6MpaTth, pa3BEpTbIBATb U 3anyckaTb

npunoxexums Ha ACP ¢ ya06HbIM NHTepeincom KOMaHAHON CTPOKM.

OCHOBHbIE BO3MOXHOCTM BK/THOHAHOT:

KomaHpbl, coBmecTumble ¢ kubectl

MHTerpupoBaHHan ayteHTUukaums ¢ okpyxeHnamm niarcpopmel ACP

EannHoe ynpaBnieHne ceccuaMm mexay HeECKOJIbKMMU OKPYXXEHNAMMN

PacwupeHuns, cneyudununbie ana ACP, ana goctyna k nnatgpopme n Kpocc-

OKPY>XEHUECKMX pabounx NpoLeccoB

[na nonHoro onncaHusa Bo3MoxHocTel cmoTtpute: ACP CLI (ac)

Hosted Control Plane (HCP)

BbinyweHo:


http://localhost:4173/container_platform/ru/ui/cli_tools/ac/index.html
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¢« Alauda Container Platform Kubeadm Provider
e Alauda Container Platform Hosted Control Plane

¢ Alauda Container Platform SSH Infrastructure Provider
XX13HeHHbIN yukn: Agnostic (BbinyckaeTcst acMHXPOHHO ¢ ACP)

Hosted Control Plane otgenset ynpasnstoLwyto N10CKOCTb OT paboyunx y3/o., pasmellas
ynpaBAstoLmMe KOMNOHEHTbI K&XXA0ro KnacTepa B KOHTEHepax BHYTPU yNpaB/istoLLero
knactepa. Takas apxuTtekTypa CHWKaeT notpebsieHne pecypcos, YCKOPSET co3faHue 1
O06HOB/EHME K1ACTEPOB, a Takke obecneymBaeT Nyullyo MaclTabnpyeMocTb 418 601bLIKX

MY/BTUKACTEPHbIX CPeS.

Moapo6bHee cm.: About Hosted Control Plane

YnyduwieHHoe ynpaBJ/ieHMe npasamMmu nonb3oBareneu

MbI onTummanpoBanu ynpasneHne RBAC ¢ NOMOLLLIO CAeayroLWwmnX yayyLlleHnin ans

NOBbILLIEHUSI YA06CTBA 1 NOAAEPXKKN:

e YnpasrsieHue ponsimu nnatgopmeoi:

» Hacrtpolika npaB uepe3s Ul yctapena: Ponu nnatcopmbl 60/bLUE HE NOAAEPXNBAOT
HacTpoliky NpaB Yyepe3 Beb6-KOHCO/b. Bce npasa posnei Ao/MkHbI HacTpanmBaTbes Yepes
YAML-gpaiisnbl.

o OGpaTHasi COBMECTMMOCTb coxpaHeHa: CyllecTBytoLMe NpeayCTaHOB/EHHbIE PO/
nnaTtgopMbl U ponu, onpeaenéHHble B NpeablayLLMX BEPCUsX, 0CTatoTCs NMOMHOCTLHO
thbyHKUMOHaNbHBIMW. MoNIb30BaTENN MOTYT NPOAO/IKATL Ha3HaYaTb 3TN POJIN U

npefocTas/iATh NpaBa Kak paHbLue.
» YnpasneHue ponsmu Kubernetes:

o HartusHoe ynpaBneHue ponsamu Kubernetes: B koHCconv nnatgopmbl Tenepb
[OCTyNeH oTAenbHbIN nHTepdeinc ynpasneHus pecypcamu Role n ClusterRole
Kubernetes, no3sonsowuin Hanpsmyto ces3biBaTb Kubernetes ponu ¢ nonb3osatensimm

N Ha3Ha4aTb rnpasa.

 MopaynbHoe onpepgeneHuve npas: [paBa pecypcoB naarMHoB niatopmbl 6yayT
NnocTeneHHo MUTPUpoBaHbl B oTAesbHble pecypckbl Role n ClusterRole, obecneunBas

NyYLlyo U30MSLMI0 U YA06CTBO yrpaB/ieHusl.


http://localhost:4173/container_platform/ru/configure/clusters/about-hcp.html
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PacwupeHHble nonutnku 6esonacHoctu Pod ¢ Kyverno

Mbl YCUNNAV BO3MOXHOCTI 6€30MacHOCTU paboumx Harpy3oK ¢ MOMOLLbIO ABWXKKA MOMUTUK

Kyverno:

o [0OTOBbIE K MCNO/b30BaHMIO LWabioHbl 6€30MacHOCT: 8 NPOBEPEHHbIX Wab/10HOB MNOMNTUK
6e30nacHOCTU, BCTPOEHHbIX B KOHCOJIb, OXBaTblBaKOLWLMX YpoBHN Pod Security Standards,

Bkntovas Privileged, Baseline, Nonroot 1 Restricted

o KoH(urypaumsi B oAnH Knvk: BbiCTpo co3gasalitTe NnonnMTykM U3 WabnoHoB B 6U3HEC-BUAE
6e3 pyuHoro HanvcaHus YAML, ¢ HemMea/IeHHbIM NMPUMEHEHNEM B YKa3aHHbIX

npocTpaHCcTBax UMEH

Cnepyrwouwiee nokoneHue Gateway APl Ha 6a3e Envoy Gateway

B aTOM BbInycke npencrasneHa Hosasa peanusauna Gateway APl Ha ocHose Envoy Gateway.
OHa obecneunBaeT enHbIA BXOAALWNIA TpadouK YPOBHS L7, COOTBETCTBYET cneuudmnkaumm
Gateway API coobLecTBa 1 3akiablBaeT 0OCHOBY A1 60/1ee 6oraTbiX NOMUTUK Tpadmka n

MHTerpauMMSKOCMCTeMbL

MNMpaBuna Ha ocHoBe gomMmeHOB Ans Egress Firewall

Egress Firewall Tenepb nogaepXxunsaet npasuia paspelleHus/3anpeta Ha OCHOBE LOMEHHbIX
NMEH, a He TOoMbKO IP-aapecoB. OT0 No3BoSET 60/1ee TOHKO KOHTPOIMPOBATb NCXOASALMIA
[OoCTyn K ny6sMyHbIM SaaS-cepBucamM 1 BHELLHMM pecypcaMm C YacTo MeHsawmmncs IP-

agpecamu.

Hosbli Endpoint Health Checker gnsa 6onee 6bICTPOro

nepekIloYeHus

BeenéH HoBbIi Endpoint Health Checker, KoTopblin 6bICTpee 06HapYXMBaeT cboun, Takme Kak
nafeHuns y3n0B 1 CeTeBble pa3pbiBbl, U CBOEBPEMEHHO YAaIAeT HencnpaBHble 63KeHAbl. ITO
3Ha4YMTENbHO COKpallaeT BpeMs nepeksiodeHns Tpadiuka n CHUXaeT pucK npepbiBaHus

cepBuca.

HoBblii onepatop Local Storage aonAa ynpoLwéHHOro ynpassieHns
Ceph/TopoLVM
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Hosbin onepatop Local Storage (Alauda Build of Local Storage) 3HaumMTensHO ynpouwaet
pasBepTbiBaHMe 1 ynpasneHne guckamu ansa Ceph v TopoLVM. Mpu passepTbiBaHUN MOXHO
NPOCMOTPETL CMNCOK BCEX AOCTYMHbIX ANCKOB B KNacTepe C ykasaHnem mMmogenu, EMKOCTU U
APYrnX Kto4eBbIX aTpUbyToB, a Takke BblopaTrb AUCKU A/15 yripaBneHns. 4na npuBasku
ancko Ceph n TopoLVM Tenepb npegnoyntaroT ncnonb3osartb device ID BMecTo nyTen
MOHTUPOBaHWSA, YTO NpegoTBpaLwaeT npobemMbl C XpaHUIULLEM NPU N3MEHEHUN NMEH

YCTPOICTB nocsie nepesarpyskun y3sia Uam NoBTOPHOro 0GHapyXeHnsl yCTPOIACTB.

,D,pyrme Kno4yeBbleé NSMEHEHUA

N3meHeHUue XXN3HEeHHOro uukia naarumHoB JiormpoBaHus

CTaTyc XXM3HEeHHOro uyMKna naarnHoB, CBA3aHHbIX C J1IOTMpoBaHneM, N3MEHEH C Aligned Ha

Agnostic (BblnycKarTCAa aCUHXPOHHO ¢ ACP).
3aTpoHyTble narnHbl:

Alauda Container Platform Log Essentials (HOBMHKa B 3TOM BbINyCKe)

Alauda Container Platform Log Storage for ClickHouse

Alauda Container Platform Log Storage for Elasticsearch

Alauda Container Platform Log Collector

MoapobHee cm.: About Logging Service

MoBbILWEHHbIi YpOBEeHb 6€30MacHOCTM MO YMOTYaHUIO AN

NPOCTPAHCTB UMEH

HaunHasa ¢ Bepcun 4.2.0, nonutnka PSA no ymonyaHuio ANs BHOBb CO34aBaeMbIX

NpocTpaHCTB UMEH (Yepe3 Beb-koHconb nnu CLI) nameHeHa ¢ Baseline Ha Restricted.

* Baseline: 3anpewaeT n3BeCTHbIE 3cKanauum NpuBuUIErnii, obecneunsaet yMepeHHbIn

ypOBeHb 6e30MacHOCTH

« Restricted: CnegyeT nydwnm npaktrkam 6esonacHocTi Pod ¢ caMmbiMU CTPOTMM

TpeboBaHNAMU

I WARNING


http://localhost:4173/container_platform/ru/observability/log/intro.html
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MonuTtuka Restricted HaknaablBaeT oueHb cTporne TpebosaHns K KoHdurypauum Pod. Ecnn
BalleMy 6U3Hecy HeO6XOAMMbI BO3MOXHOCTU, Takne Kak NpuBUIErMPOBaHHbIN PEXMM, 3anyck OT
root-nosib3oBaresis, MOHTUPOBAHWE NyTei XoCTa UM UCNOo/b30BaHNE CETU XOCTa, Takme paboune

Harpysky He CMOryT 3arycKaTbCs B MPOCTPAHCTBaxX MMEH C NOSUTUKON Restricted no ymonyaHmio.

AHanNn3 BNUSHUA:

e 3meHeHue 3aTparvBaeT To/IbKO BHOBb CO3/1aBaeMble NPOCTPaHCTBa MMEH

o Pabouve Harpysku, TpebyoLine npusuniernii (Hanpumep, root, hostPath), He 6yayT

3anyckatbCsi HanpsiMyto
PekomeHgyeMble pelueHus:

o 3mMeHMTE KOHUIypaL o NPUNoXeHUs, YTobbl COOTBETCTBOBATbL TPEOOBAHMAM MOMUTHKN

Restricted

e [Mpy HEOBXOAMMOCTM BPYUHYHO YCTAHOBMTE MOMMTUKY NPOCTPAHCTBA UMEH 06paTHO Ha

Baseline

MinlO B pexume o6cnyXxmBaHus

MinlO (Alauda Build of MinlO) nepeBeféH B peXxum oo6cnyxmsaHusa. B ganbHeliwem oyayTt
BbINYCKaTbCA TO/IbKO UcnpasneHns 6e30nacHOCT, HOBbIX (PYHKLUMIA He niaHmpyeTcs.
CywecTsytowme knactepbl MinlO MmoryT npogomkatb paboTy, a A1 HOBbIX TpeboBaHuii K

00BbEKTHOMY XpaHunuLy pekomeHayetcs ncnonb3osatb Ceph Object.

Calico B pexxume o6cnyxmBaHusA

MnarnH CNI Calico (Alauda Container Platform Networking for Calico) nepeBefiéH B peXxum
o6cnyxmBaHusa. Mbl OyieM yCTpaHATb TOMIbKO BONPOChI 6€30nacHOCTU, U OH 60/bLUe He
ABNAETCHA pEKOMEeHAYEeMbIM CETEBbIM peLLleHneM no ymonyaHuio. CyulecTByoLme KnacTepsl
Calico ocTatoTcs nogaepxvsaemMbiMuy, a A1 HOBbIX K/1laCTEPOB PEKOMEHAYETCA UCNOob30BaTh

kube-ovn kak ctaHgapTHbIin CNI.

Ingress Nginx nepeBeaéH Ha Operator

Ingress Nginx (Alauda Build of Ingress Nginx) murpupoBaJsi ¢ nnarvHa knacrepa Ha Mogesb

pasBepTbIiBaHMS 1 yrnipaBrieHusi yepe3 Operator. CywecTBytoLye pecypchbl Ingress npogomkar
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paboTaTb nocsie 0GHOBMEHNS, a Noc/ieAytoLLve onepaLun NpeanosiaraeTcs BbiNo/HATb Yepes
Operator. HecMoTps Ha To, uTo Bepcus Ingress Nginx oT coobuiectsa 60/bLUe He
06HOBNSAETCS, Mbl MPOAO/HKMM BbIMyCKaTb UCMPAB/IEHNS OLIMGOK U NaTuy 6e30nacHOCTU A5

3TOW COOPKM.

YctapeBlwue n yganéHHole OyHKUUN

OGHoOBNEeHMe NONUTUKN OOHOBNeHUA Bepcun Kubernetes

HaunHasa ¢ ACP 4.2, o6HoBNneHne sBepcun Kubernetes 6onblue He ABNsiIeTCA
onuMoHasbHbIM. Npu 06HOBNEHMM KNacTepa Bepcust Kubernetes gomkHa 06HOBNSATLCA
BMeECTe C APYrMMN KOMNOHEHTaMV NAatgopMbl. DTO U3MEHeHME obecneynBaeT

COrNacoBaHHOCTbL BEPCUiA B KNacTepe 1 CokpallaeT OKHa 06C/TyXUBaHNA B 6yayLLEM.

ALB ycTapen HaumHas c v4.2.0

ALB (Alauda Container Platform Ingress Gateway) 06bsiB/ieH yctapeBLnm ¢ Bepcum v4.2.0.
HoBble knacTepbl U Nonib3oBartesniv A0/MKHbI Ucnofb3oBaTb Gateway API Ha 6a3e Envoy
Gateway B KauecTBe OCHOBHOIO BapuaHTta. CyllecTByroLime knactepsl ¢ ALB npogomkar
paboTy nocsie 06HOBNEHUSA, HO HACTOATENIbHO PEKOMEHAYETCS N/IaHMpPoBaTh U NPOBOAUTL

mMurpaumio Ha Gateway API o151 4OTOCPOYHOM NOAAEPXKKM U pa3BUTUS (DYHKLMOHaNa.

Flannel nonHocTblo yaanéx

MnaruH CNI Flannel (Alauda Container Platform Networking for Flannel) nonHocTbo yaanéx
13 nnargoopmMbl. KnacTtepsbl, KOTOpble BCE eLé ncnonb3yoT Flannel, o/mkHbI Murpuposath Ha
kube-ovn fo 06HOBNEHNS 40 3TOrO UM 6osee No3aHero penusa. MNoxanyncra, naaHupynTe u

3aBeplLuaiiTe MUrpaLuio 3apaHee, YTo6bl N36exarb NpepbiBaHUs cepBuca M3-3a cMeHbl CNI.

McnpaBneHHble OLLNOKU

e Previously, the status field of an upmachinepool resource stored the associated machine
resources without any ordering. This caused the resource to be updated on every reconcile

loop, resulting in excessively large audit logs. This issue has now been fixed.

+ When the platform has a large number of clusters, the project quota of a single cluster

cannot be updated after the quota is set for the project using the batch set project quota
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function. This issue has been fixed.

Previously, when creating a cluster-level Instance in OperatorHub, the web console
automatically injected a metadata.namespace field, which caused a 404 error. This issue
has been fixed in ACP 4.2.0.

When a user is automatically disabled by the system due to long-term lack of login, it will
be automatically disabled again after being manually activated by the administrator. This

issue has been fixed.

Previously, after uninstalling an Operator, the Operator status was incorrectly displayed as
Absent, even though the Operator was actually Ready. Users had to manually re-upload
the Operator using violet upload. This issue has now been resolved, and the Operator

correctly appears as Ready after uninstallation.

In some cases, installing a new Operator version after uploading it via violet upload would

fail unexpectedly. This intermittent issue has been fixed.

When an Operator or Cluster Plugin included multiple frontend extensions, the left-side
navigation of these extensions could become unresponsive. The temporary workaround
required users to add the annotation cpaas.io/auto-sync: "false" to the extension’s

ConfigMap. This behavior has now been permanently fixed in the code.

Previously, if a cluster contained nodes with an empty Display Name, users were unable to
filter nodes by typing in the node selector dropdown on the node details page. This issue
has been fixed in ACP 4.2.0.

The temporary files were not deleted after log archiving, preventing disk space from being

reclaimed. This issue has been fixed.

Uploading multiple packages from a folder using violet upload previously failed when disk
space became insufficient. Violet now proactively cleans up uploaded packages in time,

preventing these errors.

Fixed an issue where modifying the Pod Security Policy when importing a namespace into

a project did not take effect.

Fixed an issue where the monitoring dashboards for workloads (e.g., Applications,
Deployments) in Workload clusters failed to display when the global cluster was upgraded

while the Workload clusters remained un-upgraded.

Fixed an issue causing the KubeVirt Operator deployment to fail when upgrading on

Kubernetes versions prior to 1.30.
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+ Fixed an inconsistency where Secrets created through the web console only stored the
Username and Password, and lacked the complete authentication field (auth) compared to
those created via kubectl create. This issue previously caused authentication failures for

build tools (e.g., buildah) that rely on the complete auth data.

N3BeCcTHble NPo6GemMbl

e When using Alauda Container Platform Monitoring for VictoriaMetrics with multiple clusters
sharing the same Storage, the alert rule cpaas-certificates-rule has two issues: alert
notifications do not differentiate between clusters when triggered, and the rule monitors

customer secrets instead of only platform certificates.

e When upgrading the Global cluster, there was an intermittent issue that caused the
Marketplace menu to be missing from the left navigation in the Web Console. This issue
has been fixed in ACP 4.2.1.

* When using the etcd backup feature provided by Alauda Container Platform Cluster
Enhancer, if users configure to back up etcd to S3 storage, the plugin fails to retrieve the
Secret object referenced in secretRef. The root cause was that the plugin lacked the
necessary RBAC permissions to read Secrets, resulting in S3 authentication information

retrieval failure. This issue has been fixed in ACP 4.2.1.

e When using the Global Cluster Disaster Recovery solution, after installing Alauda Container
Platform etcd Synchronizer, the Web Console of the Standby Cluster was unable to login.
The root cause was that etcd Synchronizer did not properly ignore k8sadmin-* related
Secret objects, causing the authentication information of the Standby Cluster to be

overwritten. This issue has been fixed in ACP 4.2.1.

* When using violet push to upload a chart package, the push operation may complete
successfully, but the package does not appear in the public-charts repository.

Workaround: Push the chart package again.

» Although the installation page provides form fields for configuring labels and annotations for

the global cluster, these configurations are not applied in practice.

o Fixed an issue where HTTPS certificate verification could not be skipped when connecting
to MinlO.

« |If a Custom Application includes an alert resource whose metrics expression uses
customized metrics, deploying the application to a namespace whose name differs from the

original—whether after exporting it as a chart or application YAML, importing the chart into
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the platform, or creating the application directly from the YAML — will cause the

deployment to fail.

This issue can be resolved by manually updating the metrics expression in the alert
resource within the chart or YAML file, changing the namespace tag value to match the

target deployment namespace.

The default pool .mgr created by ceph-mgr uses the default Crush Rule, which may fail to
properly select OSDs in a stretched cluster. To resolve this, the .mgr pool must be created
using CephBlockPool. However, due to timing uncertainties, ceph-mgr might attempt to
create the .mgr pool before the Rook Operator completes its setup, leading to conflicts.

If encountering this issue, restart the rook-ceph-mgr Pod to trigger reinitialization.

If unresolved, manually clean up the conflicting .mgr pool and redeploy the cluster to

ensure proper creation order.

Application creation failure triggered by the defaultMode field in YAML.

Affected Path: Alauda Container Platform — Application Management — Application List -
Create from YAML. Submitting YAML containing the defaultMode field (typically used for
ConfigMap/Secret volume mount permissions) triggers validation errors and causes
deployment failure.

Workaround: Manually remove all defaultMode declarations before application creation.

When pre-delete post-delete hook is set in helm chart.
When the delete template application is executed and the chart is uninstalled, the hook
execution fails for some reasons, thus the application cannot be deleted. It is necessary to

investigate the cause and give priority to solving the problem of hook execution failure.
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