Menu

OG630p

ApxuTtekTypa

MNMpumeyaHnsa K BbIMYCKY

0630p - Alauda Container Platform



ApxuTekTypa - Alauda Container Platform

Menu O630p cTpaHnubl >

ApXuUTeKkTypa

CopepxaHue

®PyHKUMOHasIbHasA nepcnekTnsa
lNepcnekTrBa pa3BepTbiBaHUA
TexHnyeckaa nepcnekTmea

MexaHn3Mbl BbICOKOIA OOCTYNHOCTW K/TK04YEBbIX KOMIMOHEHTOB

PyHKLUNOHAIbHaA NepcnekTusBa

Alauda Container Platform ( ACP ) BkitoyaeT B ce6s1 NosHbIi Habop (PyHKLUWIA, cocToAWMIA U3
ACP Core 1 paclumpeHunii, OCHOBaHHbIX Ha [1IByX TEXHUYECKNX cTekax: Operator n Cluster

Plugin.
e ACP Core

MwuH1ManbHasa noctaensemas eguHuua ACP , o6ecneunBatoLasi OCHOBHbIE BO3MOXHOCTY,
Takue Kak ynpaefieHne knactepamu, OpkecTpauusi KOHTEiHepPOB, NPOEKTbI 1
afIMUHUCTPUPOBaHNE NOsIb30BaTENEN.

o COOTBETCTBYET CaMbIM BbICOKMM CTaHAapTaM 6e30nacHoOCTH

o O6GecneumBaeT MakCUMaslbHY0 CTabWU/IbHOCTb

o [pegnaraet camblii ANUTENbHbIA XXU3HEHHbIN LKA NOAAEPXKKN
e PacwupeHusn

PacwmnpeHus B ctekax Operator n Cluster Plugin MOXHO knaccuguumpoBatb Ceayowmm

o6pasom:
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e Aligned — cTparerns >xm3HeHHOro L1K/ia, COCTOALLAA N3 HECKO/IbKMX MOTOKOB

NoALEPXKN, CUHXPOHN3NPOBaHHbLIX ¢ ACP .
e Agnostic — cTparerus XX1U3HeHHoro uu1kia, CoCToALasa N3 HeCKO/IbKNUX MOTOKOB

NoALEPXKN, BblNyCKaeMbIxX He3aBucumo ot ACP .

Moapo6Hee 0 paclLupeHusx cM. B pasaene Extend.

MNMepcnekTnBa pa3BepTbiBaHUA

ACP coctout n3 global KnacTtepa 1 O4HOr0 NN HECKO/IbKMX KNacTepoB Harpy3ku.
e global Knactep

o LleHTpanbHbIli y3en ans ynpasneHus My/bTUKIacTepPHOl cpeaoii
» Bce knactepbl A0/MKHbI ObITb 3aperncTpupoBaHbl B global nepepn ynpaBneHnem nmMm

o O6GecneumBaeT PYHKLNOHANIbHOCTb MY/ILTUK/IACTEPHOIO M KPOCC-KNAaCTEPHOTOo

B3anMoAencTBus

o Kubernetes pa3ssepTbiBaeTca 1 ynpasnseTcsa naargpopmon
¢ Knactep Harpysku

e Pa3smellaeT nonb3oBaTesibCKMe Harpys3ku n cepBuUChI

o Kubernetes moxeT 6bITb pazBepHyT N1aTopMOon UM nNpesocTaBeH CTOPOHHUMMU

nocTtaBLMKamMu

o lMoppepxmBaeT Kubernetes-cepBrCbl OCHOBHbIX 06/1a4HbIX MPOBaNAEPOB, a Takke

Kubernetes-knactepsbl, coorBeTcTBytoLmne CNCF

o B HeKOTOpbIX CLueHapusix global KnacTep Takke MOXET pasMellaTb 6V3Hec-Harpysku

TexHUu4yeckasi nepcnekrmsa

BbinosiHeHVWe KOMMOHEHTOB nﬂaT(*)Oprl

Bce KOMNOHEHTbI N1aTOPMbl paboTarT B KOHTEMHEpax BHYTPY KfacTepa ynpas/ieHns


http://localhost:4173/container_platform/ru/extend/index.html
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Kubernetes (knactepa global ).
ApXUTEKTYypa BbICOKOW AOCTYMHOCTH

e Knactep global 00bI4YHO COCTOUT MWUHUMYM N3 TPEX Y3/10B YNPaB/IeHUA N HECKOJTbKUX

paboynx y3nos

e BbICOKas [OCTYNHOCTb etcd aBnsieTcs kYeBbIM 31IeMeHTOM HA Knacrtepa, I'IO,D,pO6HOCTVI

cM. B pasgene Key Component High Availability Mechanisms

e basiaHcnpoBKa Harpysku MoxeTt obecneumBaTbCA BHELLIHMM 6aflaHCl/IpOBLIJ,I/IKOM nnn

cobcTBeHHbIM VIP BHYTpU Knactepa
MapLupyTusauua sanpocos
e K/IMeHTCKMe 3anpockl CHavasia NpoXoAAaT Yepes 6asiaHCUPOBLUUK HArpy3Kku Uam

cobCcTBEHHbIN VIP

e 3anpochkl nepeHanpasnaoTca Ha ALB (ctaHgapTHbin Kubernetes Ingress Gateway
nnardopmMbl), paboTalowmii Ha BblAeNEeHHbIX ingress-y3nax (Mnn Ha y3nax ynpaBneHus,

€C/IN HaCTPOEHO)

o ALB mapLupyT1smpyeT Tpadvik K LieIeBbIM NoAamM KOMMOHEHTOB COI/TacHO HACTPOEHHbIM

npasunam
CTparterus pennvkauum

e OCHOBHbIE KOMMOHEHTbI PA60TaT MUHUMYM C ABYMS PEMN/IMKaMM

o KritoueBble KOMNOHEHTLI (Hanpumep, registry, MinlO, ALB) paboTtatoT ¢ Tpemsa pennmkamm

OTKa30yCTONUMBOCTb 1 CAMOBOCCTaHOB/IEHUE

o Ob6ecneunaetcsa Bsammopgenctenem kubelet, kube-controller-manager, kube-scheduler,

kube-proxy, ALB 1 opyrnx KOMnNoHeHTOB

e Bk/lOYaeT NPOBEPKM COCTOSHMS, Nepek/ItUeHne nNpu c6osx 1 nepeHanpasneHne Tpaguka
XpaHeHue JaHHbIX U BOCCTAHOBJ/IEHUE

o KoH(purypauus ynpasnsitoLeli ni0CKOCTM 1 COCTOsIHME MnaTdopMbl XpaHsiTcs B etcd B

BuAe pecypcoB Kubernetes

e [pn KaTaCTDOCbVI‘-IeCKVIX c605X BOCCTaHOB/IEHNE BO3MOXHO 13 CHUMKOB etcd

OcHOBHoOE | pe3epBHOe aBapuiiHOe BOCCTaHOB/IEHUE
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o [1Ba oTaenbHbIX global knactepa: Primary Cluster n Standby Cluster

e MexaHn3Mm aBapuiiHOr0 BOCCTAHOB/IEHNSI OCHOBaH Ha CUHXPOHM3aLMn AaHHbIX etcd B

peasibHOM BpemeHu ¢ Primary Cluster Ha Standby Cluster

e B cnyuae HegocTynHocTh Primary Cluster n3-3a c60si cepBucbl MOryT ObICTPO

nepekntounTbea Ha Standby Cluster

MexaHU3Mbl BbICOKOA AOCTYIMNHOCTU K/TIOYEBbIX KOMIMOHEHTOB
etcd

e Pa3BepHyT Ha Tpéx (Uv NaTK) y3nax ynpas/eHus
¢ licnonb3yet npotokon RAFT gns Bolbopa nuaepa v pensimkaumm gaHHbIX
e Pas3BepTtbiBaHMe Ha TPEX y3/1ax BbiAepXMBAET 0TKa3 O4HOI0 y3na; Ha NATn — ABYX

 [logaepXnBaeT /ToKa/bHblE U yAa/IEHHbIE PEe3ePBHbIE KOMUM CHUMKOB S3
KOMMNOHEHTbl MOHUTOPUHTa

e Prometheus: HecKko/bKO MHCTAHCOB, AeAyn/nkauyms ¢ nomousio Thanos Query, 1

0TKa30yCTOWYMBOCTb MEX/Y pernoHamm

» VictoriaMetrics: knacTepHblii pexum ¢ pacrnpegenéHHbiMn kKomnoHeHTammn VMStorage,

VMInsert u VMSelect
KOMNOHeHTbl NnormpoBaHus

e Nevermore cobupa€eT noru n ayamTopckue AaHHble

« Kafka | Elasticsearch | Razor | Lanaya pa3BepHyTbl B pacnpeenéHHoM pexvve

HECKO/IbKUMU pensiukamm
KomnoHeHTbI ceTu (CNI)

e Kube-OVN | Calico | Flannel: gocturatoT BbICOKOW AOCTYMHOCTU Yepe3 6e3COCTOSAHOUHbIE

DaemonSet Uiy KOMMOHEHTbI yNpaB/stoLLei NI0CKOCTY C TPOVHONM pennukaumel
ALB

e Operator pasBepHyT C TpeMsi pensivkamu, BKOYEH BbiIGop inaepa

e poOBEPKN COCTOAHMSA HA YPOBHE MHCTAHCOB 1 GanaHCMpPOBKa Harpysku

Cob6cTBeHHbIn VIP
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e BupTyasibHblit IP BbICOKOI AOCTYNHOCTM Ha 6a3e Keepalived

o [lognepxuBaeT o6HapyxeHue heartbeat n nepekntoueHune active-standby
Harbor

o BanaHcmpoBka Harpy3ku Ha 6a3e ALB
¢ PostgreSQL c Patroni gnsa HA
¢ Redis B pexume Sentinel

¢ Be3CcoCTOsHOYHbIE CEPBUCHI Pa3BEPHYThI C HECKO/IbKUMU pensinkamm
Registry u MinlO

o Registry pa3BepHyT C TpemMs penvkamm

e MinlO B pacnpeenéHHoOM pexnmMe ¢ KoAMPoBaHNEM C yaasieHNeM, N36bITOYHOCTLHO

AaHHbIX N aBTOMartn4yeCkKnm BOCCTaHOB/IEHNEM
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13BeCTHbIE NPOGIEMbI
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VicnpasneHHble owmnoKu
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4.0.0
HoBble BO3MOXHOCTU 1 YNyULLIEHUSA
YctaHoBKa 1 OOHOB/IEHME: MOAY/IbHAsA apXuTekTypa
KnacTtepbl: geknapaTtnBHoe yrnpasieHne XXU3HeHHbIM Luknom ¢ nomolbio Cluster API
Operator &amp; Extension: NONHbI 0630p BO3MOXHOCTE
OonTMmnsaLma NorM4ecKoro 3anpoca JiI0ros
O6HoBneHue ElasticSearch go sepcun 8.17
AyTeHTUdhrKaLma ALB
ALB nogaepxuBaeT aHHOTaLuMu ingress-nginx
Ontnmnzaumsa live migration B Kubevirt
Ontummnsaums nHterpaunn LDAP/OIDC

Moponoepxka Source to Image (S21)
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JlokanbHoe pelleHne Registry
PechakTopuHr mogyna GitOps
MoHuTOpUHr Ha ypoBHe Namespace
MHTerpauma Crossplane
OG6HOBNEHUA BUPTYasM3aumm
O6HoBneHusa Ceph Storage
O6HoBneHusa TopoLVM
VicnpasneHHble owmnoKu

V13BecTHble nNpobiemsl

4.04

McnpaBneHHble OLLNOKN

¢ Previously, upgrading the cluster would leave behind CRI (Container Runtime Interface)
Pods, which blocked further upgrades to version 4.1. This issue has been fixed in version
4.0.4.

N3BecTHbIE Npo6nembl

No issues in this release.

4.0.3

WcnpaBrieHHble OLNGKU

¢ Fixed an issue where master nodes in HA clusters using Calico could not be deleted.

N3BecTHble Npo6ieMbl
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¢ Previously, upgrading the cluster would leave behind CRI (Container Runtime Interface)
Pods, which blocked further upgrades to version 4.1. This issue has been fixed in version
4.0.4.

e When upgrading from 3.18.0 to 4.0.1, running the upgrade script may fail with a timeout if
the global cluster uses the built-in image registry with the protect-secret-files feature

enabled. There is currently no available workaround.

¢ Occasionally, a pod may become stuck in the Terminating state and cannot be deleted by
containerd. Although containerd attempts the deletion operation, the container remains in a
pseudo-running state. The containerd logs show OCI "runtime exec failed: exec failed:
cannot exec in a stopped container: unknown" while the container status appears as
Running. This issue occurs very rarely in containerd 1.7.23 (observed only once) and
affects only individual pods when triggered. If encountered, restart containerd as a
temporary workaround. This is a known issue in the containerd community, tracked at

https://github.com/containerd/containerd/issues/6080.

¢ When upgrading clusters to Kubernetes 1.31, all pods in the cluster will restart. This
behavior is caused by changes to the Pod spec fields in Kubernetes 1.31 and cannot be
avoided. For more details, please refer to the Kubernetes issue:

https://github.com/kubernetes/kubernetes/issues/129385

4.0.2

McnpaBneHHble ONOKN

+ Fixed an issue where performing a node drain on a public cloud Kubernetes cluster (such

as ACK) managed by the platform failed with a 404 error.

N3BecTHbIe NPOGNEMbI

o Fixed an issue where master nodes in HA clusters using Calico could not be deleted.

¢ When upgrading from 3.18.0 to 4.0.1, running the upgrade script may fail with a timeout if
the global cluster uses the built-in image registry with the protect-secret-files feature

enabled. There is currently no available workaround.
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¢ Occasionally, a pod may become stuck in the Terminating state and cannot be deleted by
containerd. Although containerd attempts the deletion operation, the container remains in a
pseudo-running state. The containerd logs show OCI "runtime exec failed: exec failed:
cannot exec in a stopped container: unknown" while the container status appears as
Running. This issue occurs very rarely in containerd 1.7.23 (observed only once) and
affects only individual pods when triggered. If encountered, restart containerd as a
temporary workaround. This is a known issue in the containerd community, tracked at

https://github.com/containerd/containerd/issues/6080.

¢ When upgrading clusters to Kubernetes 1.31, all pods in the cluster will restart. This
behavior is caused by changes to the Pod spec fields in Kubernetes 1.31 and cannot be
avoided. For more details, please refer to the Kubernetes issue:

https://github.com/kubernetes/kubernetes/issues/129385

4.0.1

McnpaBneHHble ONOKN

« Under high api-server pressure, the aggregate worker in kyverno-report-controller may
occasionally fail to start, preventing proper creation of compliance reports. This results in
PolicyReport resources not being created, causing the Web Console to either display no
compliance violation information or only partial report data. To troubleshoot, check the
kyverno-report-controller pod logs for the presence of "starting worker aggregate-report-
controller/worker" messages to verify proper operation. If the worker is not running,

manually restart the kyverno-report-controller as a temporary solution.

N3BecTHbIe Npobnembl

+ Fixed an issue where master nodes in HA clusters using Calico could not be deleted.

e Fixed an issue where performing a node drain on a public cloud Kubernetes cluster (such

as ACK) managed by the platform failed with a 404 error.

e When upgrading from 3.18.0 to 4.0.1, running the upgrade script may fail with a timeout if
the global cluster uses the built-in image registry with the protect-secret-files feature

enabled. There is currently no available workaround.
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¢ Occasionally, a pod may become stuck in the Terminating state and cannot be deleted by
containerd. Although containerd attempts the deletion operation, the container remains in a
pseudo-running state. The containerd logs show OCI "runtime exec failed: exec failed:
cannot exec in a stopped container: unknown" while the container status appears as
Running. This issue occurs very rarely in containerd 1.7.23 (observed only once) and
affects only individual pods when triggered. If encountered, restart containerd as a
temporary workaround. This is a known issue in the containerd community, tracked at

https://github.com/containerd/containerd/issues/6080.

¢ When upgrading clusters to Kubernetes 1.31, all pods in the cluster will restart. This
behavior is caused by changes to the Pod spec fields in Kubernetes 1.31 and cannot be
avoided. For more details, please refer to the Kubernetes issue:

https://github.com/kubernetes/kubernetes/issues/129385

4.0.0

HoBble BO3MO)XHOCTU 1 yNyullUeHuUs

YcTtaHOBKa U OGHOBJIEHME: MoAYyJ/ibHaA apXUTeKTypa

Mbl NOIHOCTLIO NepepadoTany apXMTEKTYpPY Hallei NnaTopmbl, YTO6bI 06ecneUnTb

6ecnpeLeneHTHY0 TMOKOCTb, YCKOPUTb OGHOBIEHNSI U CHU3UTL ONEePaLNOHHbIE N3AEPXKN.

OonTMMu3npoBaHHasA yCTaHOBKa

Hawa nnatchopma Tenepb pa3BopaymBaeTcs Yepes KOMNakTHbIN 6a30BbI NAKET,
coaepxalumii ToNbKO He0BX0AMMbIE KOMMOHEHTbI. Mocne yCTaHOBKM OCHOBbI KNIMEHTbI MOTYT
BblGMpaTb MMeHHO Te Operators unm naarvHbl Knactepa, KOTopble UM HyXHbl — 6yAb TO
DevOps, Service Mesh nnu gpyrne cneynanm3mpoBaHHble YHKUNN — 1 3arpyxarb,

yCcTaHaBNMBaTb UX N0 OTAENbHOCTU.
LleneBble naTun

e [MaTy-penn3bl BKIKYAKT TONIbKO T€ KOMMOHEHTbI, KOTOPbIE AeCTBUTE/TbHO TPEbyoT

ncnpasneHnN.

e KOMMNOHEeHTbI 6e3 ncnpas/ieHnin octaroTca 6e3 N3MEHEHWI, YTO rapaHTMPYeT COXPaHHOCTb

OCTasIbHOV YacTh nnaTopMbl.
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o K/IMeHTbI NPUMEHSAIOT NaTyy Yepe3 BCTPOEHHbIV CTaHAAPTU3NPOBAHHbIV MEXaHN3M
06HOBNEHUSI NN1ATOPMbI, & HE BPYYHYI OOHOB/IAKOT OTAE/bHbIE KOMMNOHEHTbI, YTO

ynpoLLaeT CONpPOBOXAEHVE 1 OTC/IeXMBaHME.
NHTennekTyanbHble 0GHOB/IEHUSA

o [1py 0GHOB/IEHUN 3aMEHAIOTCSA U Nepe3arnycKatTCA TO/IbKO KOMMNOHEHTbI C HOBbIM KOLOM.

e HeunsmeHEHHble KOMMOHEHTbI COXPaHSIOT TeKyLLMe BEPCUM U BpeEMS paboTbl.

e OTO MMHUMU3NPYET BPEMS NPOCTOSA N COKpaLlaeT OKHO 06C/yXnBaHus 418 6onee
N1aBHOrO0 06HOBMEHUS.

He3aBucnmoe BepCMOHMPOBaHME KOMNOHEHTOB

e BonbwmHcTBO Operators UMeT CO6CTBEHHbIE rPadinKM Penm3oB, He3aBnCcMbie OT
OCHOBHOW NNaTtgopmbl.

e Hosble beHKLl,I/II/I n ncnpassieHnNA CTaHOBATCA A0OCTYMNHbI Cpa3dy nocsie roroBHOCTN — He

HY>KHO XAaTb 0OHOB/IEHMA BCel NNaTgopmbl.

 Takoii Nnoaxop YCKOPSIET AOCTaBKY 1 NMO3BO/ISET K/IMEHTaM 6bICTpee NosyyaTtb YyulleHus.

KnacTtepbl: geknapatuBHoe ynpaBsieHUE XU3HEHHbIM LIUK/IOM C
nomouibto Cluster API

JlokasnbHble knacTtepbl Tenepb ncnosnb3yoT Kubernetes Cluster APl ons noiHOCTbIO

[leKnapaTuBHbIX onepawuuii, BKvas:

« Co3paHuve knactepa

o MacltabupoBaHue 1 NpucoeanHeHne y3ioB

Ota 6ecwoBHas uHterpauus Cluster APl Hanpsimyto BncbiBaeTcsa B Bawuu laC-narinnaiHsl,

obecneumBasi CKBO3HOE nporpamMmMHoe yrnpasneHne XM3HeHHbIM UMK/TOM KiacTepa.

Operator & Extension: NonHbIA 0630p BO3MOXHOCTEMN
MonHbi KaTanor Operators

OperatorHub Tenepb oTo6paxaeT Bce noaaepxunsaembsie Operators, He3aBUCUMO OT TOrO,

3arpy>XeHbl NI NX NakeTbl HA NATPOPMY. ITO Y/yYLlEHNE:

o O6GecneumBaeT NosHbI 0630p BO3MOXHOCTEN NaThopMbl Aaxe B U30/IMPOBAHHBIX cpeaax

e VicknouaeT MHPOPMaLMOHHbIE NPOGE/bI MeX/Y AOCTYMHbIM U U3BECTHbIM MO/b30BaTENSM
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o CHWXaeT TpeHne Npu n3yyeHn BO3MOXHOCTEN NiaTopmbl
M'MGKoCTb BblOOpa Bepcuum

Monb3oBaTenn Tenepb MOryT BbiGMpaTh KOHKPETHbIE Bepcun Operators npu ycTaHoBKe, a He
orpaHmumBaTbCsi TONbKO NocneAHei Bepcueid, Yto 4aéTt 60/bLUMI KOHTPO/b Haf,

COBMECTMMOCTbK KOMMOHEHTOB 1 NyTAMU OGHOBNEHUS.
PacwupeHuns Web Console

Operators Tenepb NoaaepxusatoT paclumpeHns Web Console Ha ocHoBe sikopeid, N03BoNsis
BK/lOUYaTh (PyHKLMOHANbHO-cneuudunyHble frontend-o6passl B Operators 1 6ecLloBHO

nHterpuposarb nx B Web Console nnatdgopmel.
YnydweHus nnarmHoB Knacrepa

Bce ynyuweHusa suanmocTy Operators, Bbibopa Bepcun 1 BO3MOXHOCTEN paclumpenns Web
Console Takke NPUMEHUMbI K NAarMHam kriacrepa, obecneumBas e4vHblii N0b30BaTebCKUI

OMbIT A/151 BCEX pPacLUMPEHUiA N1aTopMbl.

onTumMmmnsauma norM4ecKoro sanpoca sioros

CTpaHuLa 3anpoca N1oros 6bi/1a oNTUMMU3NPOBaHa ANsi peLleHnst Npo6em ¢ yao6CcTBOM 1

NPOV3BOANTENbHOCTbIO, C KOTOPbLIMW CTaUTKMBAKOTCA NOJIb30BaTESN:

e OpurnHasibHbI paanoboKe 3aMeHEH Ha KOMMOHEHT pacLUMpPeHHOro noucka. Tenepb NOUCK
JIOTOB MOXHO MCMO/Ib30BaTh Tak Xe ya00bHo, Kak nouck B GIT.

e He3aBucumble ycnoBusa 3anpoca A/ CoaepXnmoro sioros

« [lonoxeHne KpUTEPMEB BPEMEHHOTO 3anpoca 6b1710 U3MeHeHo. Tenepb Npu N3MeHeHun

BpPeEMEHHOIo Anana3oHa (*)I/I!'IprbI 10roe He C6paCbIBaIOTCFI.

o OntummsnpoBaH API 3anpoca f10ros 415 yny4eHns obuieii Npon3BoaMTeNbHOCTHU

3arnpocos

O6HoBneHue ElasticSearch go Bepcuu 8.17

Mbl 06HOBUNM Bepcuio ElasticSearch go 8.17, 4Tob6bl NCMO/b30BaTL HOBbIE (PYHKLUN U

yNyuLLEHUSI COOBLLECTBA.

AyTteHTucpnkauyua ALB
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ALB Tenepb noaaepXvBaeT pasinyHble MEXaHU3Mbl ayTEHTUMKAL MK, YTO NO3BONSIET

o6pabatbiBaTh ayTEHTUMKALMIO HA YPOBHE Ingress BMecTo peanusauum B Kaxaom backend-

NPUNOXEHUN.

ALB nogaepxuBaet aHHOTaLMM ingress-nginx

B aTom penuse gobassieHa nogaepxka pacnpocTpaHEHHbIX aHHOTauu ingress-nginx B ALB,
BK/ItOHasA HaCTpoikn keepalive, koHGurypaumm TanmaytoB nu HTTP-nepeHanpaBfieHmns, 4to

noBbILLaAEeT COBMECTUMOCTDL C ingress-nginx COO6LLl|eCTBa.

OonTtumumsayus live migration B Kubevirt

Bo Bpems npouecca live migration Bpems CeTeBoro npepbiBaHna COKpaLleHOo 40 MEHee YeMm
0.5 cekyHAbl, 1 cywecTeyrowme TCP-coegMHeHNA He pa3pbliBatoTCA.
3Ta onTMMM3auunsa 3Ha4YMTesIbHO MOBbIWAET CTabUIbHOCTb U HALEXHOCTb MUTpaLuii

BUPTYa/TbHbIX MALLWH B NPOAYKTUBHbIX Cpeaax.

Oontumusauyua nHrerpauuu LDAP/OIDC

®opmbl nHTerpaumm LDAP/OIDC 66111 nepepaboTaHsbl, BKIOYasA yaasieHne HeHYXHbIX/
Ayo6nupyrowmx nonen n ynydleHne onucaHuii nonen.
WuTerpauusa LDAP/OIDC Tenepb nogaepXxmnBaet HacTpoinky yepe3 YAML, no3Bonss 3agaBatb

oTOo6paxeHune aTpnbyToB nosnb3oaresnis B YAML-chaiine.

Mopgpepxka Source to Image (S2I)

o [lo6asneH onepartop Alauda Container Platform Builds gns aBTomatnsmpoBaHHOM

c60pKkn 06pa3oB 13 UCXOAHOTO Koja
o [lopaepxka A3blkoBbIX cTekoB Java/Go/Node.js/Python

o YNpoLleHNEe pa3BepTbIBaHVS NPUMIOXEHUIA Yepes Perno3nTopnmn NCXOAHOro koaa

NokanbHoe peweHue Registry

o ACP Registry npegoctasnset nérkuin Docker Registry ¢ kopnopaTuBHbIMU

BO3MOXHOCTAMU
e Ob6ecneuynBaeT rotoBble K UCMOJIb30BaHUIO PYHKLMN ynpas/ieHs obpasamm

e Ynpoljaet AoCTaBKy NPUIOXEHNI
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PedhakTopuHr mogyns GitOps

o ACP GitOps BbleneH B OTAENbHYI0 apXUTEKTYPY NnaarnHa knacrepa

o OG6GHOBNEH Argo CD go Bepcun v2.14.x

e YNyudLIEHO yNpaBeHNE XUSHEHHbIM LMK/IOM NPUIOXKEHWNIA HA OCcHOBe GitOps

MoHuTtopuHr Ha ypoBHe Namespace

o BBefleHbl AMHaMMYeckre Jallbopibl MOHUTOPUHIA HA YPOBHE hamespace

o OTOo6paxeHne MeTpuK NpunoxeHnin, workloads n pods

MHTerpayusa Crossplane

e BbinyweHa guctpnéyumnsa Alauda Build of Crossplane

e PeaniM3oBaHO NpuIoXeHne-opneHTUpPoBaHHOE npeaocTaBsieHne pecypcos Yyepe3 XRD
compositions

OGHOB/EHUsI BUpPTYa/In3ayum

O6HoBneHne o KubeVirt 1.4 ans pacluMpeHHbIX BO3MOXHOCTEN BUPTyasm3aunm

OnTMu3aums paboTbl ¢ 06pazamm [/ YCKOPEHHOTO pa3BepThbiBaHus BM

Ontumnzayms live migration BM ¢ BO3MOXHOCTbH 3anycka 13 Ul n otobpaxeHnem ctaTtyca
Murpaumm

Yny4weHa ceTteBas npmBsaska ¢ nogaepxkon dual-stack (IPv4/IPv6)

[o6asneHa nogaepxka VTPM a5 noBbiWeHUA 6e3onacHocTn BM

O6HoBneHusa Ceph Storage

¢ Metro-DR c stretch cluster o6ecneuvBaeT CMHXPOHU3ALMIO fAaHHbIX B pea/lbHOM BPEMEHN
Mexay 30HaMu A4OCTYMHOCTM

e Regional-DR c 3epkanMpoBaHNEM Ha YPOBHE My/I0B NOBbILLIAET 3aLUTy AAaHHbIX

O6HoBNeHusa TopoLVM

e JlobaBneHa nogaepxka passeprbiBaHNA multipath ycTpolicTB, noBblwaroLas rmbKoCcTb 1
CTabW/IbHOCTb
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NcnpaBnieHHble OWnN6KU

e Previously, after publishing a new Operator version, users had to wait 10 minutes before
installing it. This waiting period has been reduced to 2 minutes, allowing faster installation

of new Operator versions.

¢ On gpu nodes with multiple cards on a single node, gpu-manager occasionally exists, with

unsuccessful scheduling issues for applications using vgpu.

+ When using the pgpu plugin, you need to set the default runtimeclass on the gpu node to
nvidia. if you don't, it may cause the application to not be able to request gpu resources
properly.

e On asingle GPU card, gpu-manager cannot create multiple inference services based on
vlim, miserver at the same time.

On Al platforms, this issue occurs when gpu-manager is used to create multiple inference
services; on container platforms, this issue does not occur when gpu-manager is used to

create multiple smart applications.

« With mps, pods restart indefinitely when nodes are low on resources.

N3BeCcTHbIe NPo6ieMbl

+ Fixed an issue where master nodes in HA clusters using Calico could not be deleted.

e When upgrading from 3.18.0 to 4.0.1, running the upgrade script may fail with a timeout if
the global cluster uses the built-in image registry with the protect-secret-files feature

enabled. There is currently no available workaround.

¢ Occasionally, a pod may become stuck in the Terminating state and cannot be deleted by
containerd. Although containerd attempts the deletion operation, the container remains in a
pseudo-running state. The containerd logs show OCI "runtime exec failed: exec failed:
cannot exec in a stopped container: unknown" while the container status appears as
Running. This issue occurs very rarely in containerd 1.7.23 (observed only once) and
affects only individual pods when triggered. If encountered, restart containerd as a
temporary workaround. This is a known issue in the containerd community, tracked at

https://github.com/containerd/containerd/issues/6080.

e When upgrading clusters to Kubernetes 1.31, all pods in the cluster will restart. This
behavior is caused by changes to the Pod spec fields in Kubernetes 1.31 and cannot be
avoided. For more details, please refer to the Kubernetes issue:

https://github.com/kubernetes/kubernetes/issues/129385
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« Under high api-server pressure, the aggregate worker in kyverno-report-controller may
occasionally fail to start, preventing proper creation of compliance reports. This results in
PolicyReport resources not being created, causing the Web Console to either display no
compliance violation information or only partial report data. To troubleshoot, check the
kyverno-report-controller pod logs for the presence of "starting worker aggregate-report-
controller/worker" messages to verify proper operation. If the worker is not running,

manually restart the kyverno-report-controller as a temporary solution.

¢ The default pool .mgr created by ceph-mgr uses the default Crush Rule, which may fail to
properly select OSDs in a stretched cluster. To resolve this, the .mgr pool must be created
using CephBlockPool. However, due to timing uncertainties, ceph-mgr might attempt to
create the .mgr pool before the Rook Operator completes its setup, leading to conflicts.
If encountering this issue, restart the rook-ceph-mgr Pod to trigger reinitialization.
If unresolved, manually clean up the conflicting .mgr pool and redeploy the cluster to

ensure proper creation order.
No issues in this release.

+ When the amount of logs in a single container is too large (standard output or file logs), it
can happen that a log file reaches the rotate threshold and triggers a rotate, but the
contents of the logs in it have not been captured yet, which results in the simultaneous

capture of the old and new log files, and a chaotic log order.
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