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Overview

¢ |nstallation Preparation

¢ Install the ACP Monitoring with Prometheus Plugin via console

e [nstall the ACP Monitoring with Prometheus Plugin via YAML

¢ Install the ACP Monitoring with VictoriaMetrics Plugin via console

¢ Install the ACP Monitoring with VictoriaMetrics Plugin via YAML
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Overview

¢ Installation Preparation

¢ Install the ACP Monitoring with Prometheus Plugin via console

¢ Install the ACP Monitoring with Prometheus Plugin via YAML

¢ Install the ACP Monitoring with VictoriaMetrics Plugin via console

¢ Install the ACP Monitoring with VictoriaMetrics Plugin via YAML
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Menu ZARTUMEYE >

Overview

Installation Preparation

Install the ACP Monitoring with Prometheus Plugin via console
Installation Procedures
Access Method

Install the ACP Monitoring with Prometheus Plugin via YAML
1. Check available versions
2. Create a Modulelnfo
3. Verify installation

Install the ACP Monitoring with VictoriaMetrics Plugin via console
Prerequisites
Installation Procedures

Install the ACP Monitoring with VictoriaMetrics Plugin via YAML
1. Check available versions
2. Create a Modulelnfo

3. Verify installation

Overview
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WA AT AR R s £ KRR ETEEMERMIRIE. A0
FEERBNT I ACP Monitoring with Prometheus ff{4a% ACP Monitoring with VictoriaMetrics
.

Installation Preparation

R AT | ERRIME LT &4

o BEFEEIAMETE R A EN R ITA L.
o EMVSFERTIORN , #R global HKEFATRAVIRNLFSLEFA) 11780 ¥,
o ARERFMEEEIFASFMHEEIIE , BIRAT7E Storage Bi5 SIEAMEN BIR.

Install the ACP Monitoring with Prometheus

Plugin via console

Installation Procedures

1. 3t \ App Store Management > Cluster Plugins , EFEr&EEE.
2. %% ACP Monitoring with Prometheus &4 , =i Install,

3. BLEA TS

28 WiEA

YHF=FECE : Small Scale, Medium Scale 1 Large
Scale :
Scale Configuration - AEETFA#EFN BN ERE
- A ARAE SRR B B B /E L ECHR
- ANELWHETFERAEFH , BEiERNEENRE

Storage Type - LocalVolume : ZithfzfE , BIEGEHRTIEET A
- StorageClass : B FHIEBNERTFAE
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28 WiEA

-PV: EHERARFAE
EE KBRS FHECE

REWRIZANA Pod HE

Replica Count . s
& : Prometheus {USCFRT Q&

Parameter

AJiRYE S BRI A A RS

Configuration

4. S Install TR,

Access Method

aRFEASE  AIEE AT IR (< BHRASKERME)

2R 14 il sl
Thanos <platform_access_address>/clusters/<cluster>/prometheus
Prometheus <platform_access_address>/clusters/<cluster>/prometheus-0
Alertmanager <platform_access_address>/clusters/<cluster>/alertmanager

Install the ACP Monitoring with Prometheus
Plugin via YAML

1. Check available versions

W \iEFE &40 , AJ7E global HEFH#ZE ModulePlugin 1 ModuleConfig %R :



2% - Alauda Container Platform

prometheus 30h

prometheus-v4.1.0 30h

RNEHPIFEE ModulePlugin prometheus , BARA v4.1.0 441,

2. Create a Modulelnfo

87 Modulelnfo FIRNZISEM , REITEES K :
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kind: ModulelInfo
apiVersion: cluster.alauda.io/v1alphal
metadata:
name: global-prometheus
labels:
cpaas.io/cluster-name: global
cpaas.io/module-name: prometheus
cpaas.io/module-type: plugin
spec:
version: v4.1.0
config:
storage:
type: LocalVolume
capacity: 40
nodes:
= XXX XXX XXX XX
path: /cpaas/monitoring

storageClass:

pvSelectorK:
pvSelectorV: ""
replicas: 1
components:
prometheus:
retention: 7
scrapelnterval: 60
scrapeTimeout: 45
resources: null
nodeExporter:
port: 9100
resources: null
alertmanager:
resources: null
kubeStateExporter:
resources: null
prometheusAdapter:
resources: null
thanosQuery:
resources: null

size: Small

TR E S Z N prometheus :
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spec:
config:
components:
prometheus:
resources:
limits:
2000m
memory: 2000Mi

cpu:

requests:
1000m
memory: 1000Mi

cpu:

EZFHFSE L ITHGSENL

YAML FEESZ# (VictoriaMetrics)

FERIEZ
metadata.labels.cpaas.io/cluster-name

metadata.labels.cpaas.io/module-name

metadata.labels.cpaas.io/module-type
metadata.name
version

spec.

spec.config.storage.type

spec.config.storage.capacity
spec.

config.storage.nodes

spec.config.storage.path

el
AR B AR R B,
WAJRR victoriametrics ,
WA plugin

ModuleInfo Z#k (&0 <cluster>-

victoriametrics ) ,

BRRIRHIAEMRAS.

TFAEZERY © LocalVolume |
StorageClass Y PV .

VictoriaMetrics &g A/ (Gi)
EXED 30 Gi,

4 storage.type=LocalVolume BJfK]
TRIIK  BREFF 1T R.

4 storage.type=LocalVolume BJfK]
AHIFELL,
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FEIEE Wi EA

14 storage.type=StorageClass K
ARITFABEZEZ TR,

spec.config.storage.storageClass

W storage.type=PV BJf) PV 1%&4F
%%Q

spec.config.storage.pvSelectorK

4 storage.type=PV B PV 1%&3%F

spec.config.storage.pvSelectorV

spec.replicas

spec.config.components.vmstorage.retention vmstorage HIEIEREE ¥,

IMERE R ; ERT I

spec.config.components.vmagent.scrapelnterval ) )
interval [ ServiceMonitors,

MEBGRRTE , DI

scrapelnterval ,

spec.config.components.vmagent.scrapeTimeout

spec.config.components.vmstorage.resources vmstorage HIERIFACE ..

Node Exporter 5[0 (ZRIA
spec.config.components.nodeExporter.port

9100) .
spec.config.components.nodeExporter.resources Node Exporter HI&RIRACE .
spec.config.components.alertmanager.resources Alertmanager HRIRALE .

Kube State Exporter f %R HL
=

spec.config.components.kubeStateExporter.resources

Prometheus Adapter f’&JRHEL
EO

spec.config.components.prometheusAdapter.resources

spec.config.components.vmagent.resources vmagent I RIFECE .

WISAIAR 0 Small | Medium B

Large .

spec.config.size
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3. Verify installation

T 62 /5 Moduleinfo ZFREAEN, , AIIEIREE M TR , ERBFREMRA

kubectl get moduleinfo -1 cpaas.io/module-name=victoriametrics

NAME CLUSTER MODULE
DISPLAY_NAME STATUS TARGET_VERSION  CURRENT_VERSION  NEW_VERSION
global-e671599464a5b1717732c5ba36079795 global victoriametrics
victoriametrics Running v4.1.0 vd.1.0 v4.1.0

FEAA

e NAME : ModuleInfo &jR4#R

o CLUSTER : #AMFZIRIEEE

o MODULE : fff442#K

o DISPLAY_NAME : 34 B R4FR

o STATUS : RIIMKZ , Rumning FIRTIRMINEIEITH
o TARGET_VERSION : FRAHRZZEhRA

o CURRENT_VERSION : ZIEHTRRAS

e NEW VERSION : A LI FThRA

Install the ACP Monitoring with VictoriaMetrics

Plugin via console

Prerequisites

o Z{NZIE VictoriaMetrics agent , MR VictoriaMetrics Center B fE b & BRI,

Installation Procedures

1. 3\ App Store Management > Cluster Plugins , EF B irEEE.
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2. %% ACP Monitoring with VictoriaMetrics Jfi{4 , mif Install,

3. ReEAT2% -

e Ui

YHF=FECE : Small Scale, Medium Scale F1 Large
Scale :
Scale Configuration - NEE T FafEERREilsERE
- A ARHE KPR & FFAIAR e 5 B E LB
- ANBESHETFERAEF , BERERNEENRE

- K1) - RIETE VictoriaMetrics BB
Install Agent Only - FFE - {N&REE VMAgent R&EH 4 | {K# VictoriaMetrics
Center

VictoriaMetrics Center VRO LI TR VictoriaMetrics ZH{4FHIE B

- LocalVolume : A&7 f# , BIEFHTIEE TR
Storage Type - StorageClass : B FEXBERIFASE
-PV: FHEERFAS

WE WTHH Pod & :
Replica Count - LocalVolume 7FERBIATIFZ A4
- Hittr a2 iNE S 2 R mie~iCE

Parameter AR WA RO BE SE
Configuration EE  BUETTRESE IR B R HA R B R

4. 51 Install STAE AL,

Install the ACP Monitoring with VictoriaMetrics
Plugin via YAML

1. Check available versions

A E A4 , OJ7E global HEFH#ZE ModulePlugin 1 ModuleConfig &3 :
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victoriametrics 30h

victoriametrics-v4.1.0 30h

RNEHFIFEE ModulePlugin victoriametrics , BRRAS v4.1.0 44,

2. Create a Modulelnfo

87 Modulelnfo FIRNZISEM , REITEES K :
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kind: ModulelInfo
apiVersion: cluster.alauda.io/v1alphal
metadata:
name: business-1-victoriametrics
labels:
cpaas.io/cluster-name: business-1
cpaas.io/module-name: victoriametrics
cpaas.io/module-type: plugin
spec:
version: v4.1.0
config:
storage:
type: LocalVolume
capacity: 40
nodes:
= XXX XXX XXX+ XX
path: /cpaas/monitoring

storageClass:

pvSelectorK:
pvSelectorV: ""
replicas: 1
agentOnly: false
agentReplicas: 1
crossClusterDependency:
victoriametrics: ""
components:
nodeExporter:
port: 9100
resources: null
vmstorage:
retention: 7
resources: null
kubeStateExporter:
resources: null
vmalert:
resources: null
prometheusAdapter:
resources: null
vmagent:
scrapelnterval: 60
scrapeTimeout: 45
resources: null

vminsert:



2% - Alauda Container Platform

resources: null
alertmanager:

resources: null
vmselect:

resources: null

size: Small

RIRRE %7~ prometheus :

spec:
config:
components:
vmagent:
resources:
limits:
cpu: 2000m
memory: 2000Mi
requests:
cpu: 1000m
memory: 1000Mi

EZHFESE LA T ENL

YAML FEE5# (Prometheus)

FERIEZ
metadata.labels.cpaas.io/cluster-name
metadata.labels.cpaas.io/module-name

metadata.labels.cpaas.io/module-type

metadata.name

spec.version

spec.config.storage.type

ViR
IR B AR ERE B R,
WA prometheus |,
WIRA plugin ,

ModuleInfo Z#R (&0 <cluster>-

prometheus ) .

BRIRHIAEMRA

TFEZEAY - LocalVolume .
StorageClass BY PV ,



spec.

spec.

spec.

spec.

spec.

spec.

spec

spec.

spec.

spec.

spec.

spec

spec.

spec.

spec.
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FEIEE

config.storage.

config.storage.
config.storage.
config.storage.
config.

storage.

config.storage.

.replicas

config.components.

config.components.

config.components.

config.components.

.config.components.

config.components.

config.components.

config.components.

capacity

nodes

path

storageClass

pvSelectorK

pvSelectorV

prometheus.retention

prometheus.scrapelnterval

prometheus.scrapeTimeout

prometheus.resources

nodeExporter.port

nodeExporter.resources

alertmanager .resources

kubeStateExporter.resources

UtRA

Prometheus Ffi& X/ (Gi) , &

WZ /> 30 Gi,

4 storage.type=LocalVolume BfK]
TRIK ,, REFFLATRA.

4 storage.type=LocalVolume HBf¥]
AHIRIZ.

34 storage.type=StorageClass K
AITFiEZE B TR,

W storage.type=PV HKJE] PV &EFF
Ar it

u]

3

storage.type=PV K] PV &
{ED

=}

=]

RIAY, (LEAT

StorageClass / PV Z&HY,

BIRRE KL,

MER BRI ; ERT T

interval ¥ ServiceMonitors,

IMBGREFOE , WI/INT

scrapelnterval ,

Prometheus RI&IRECE.

Node Exporter ¥ (ERIA
9100) .

Node Exporter (RI'&IRBCE.
Alertmanager 'R IRALE .

Kube State Exporter f]&JREL
B,
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FEIEE

1tHA
Prometheus Adapter B)’&IRHL

spec.config.components.prometheusAdapter.resources

spec.config.components.thanosQuery.resources

spec.config.size

3. Verify installation

BT 8/% /5 ModuleInfo ZFREAMW, , AIIBIIARE

=
Thanos Query &R E.

HIEAAR

Large ,

Small . Medium BY

ENFIR , BEREFREHARE :

kubectl get moduleinfo -1 cpaas.io/module-name=prometheus

NAME
DISPLAY_NAME  STATUS TARGET_VERSION
global-e671599464a5b1717732c5ba36079795

Running v4.1.0 vd.1.0

TR

NAME : Modulelnfo B4 FR
R RORIERE

: AR

L B RE R

CLUSTER
MODULE
DISPLAY_NAME
STATUS
: TR SRR A

: RAHTRA

D A AR ERAThR A

TARGET_VERSION
CURRENT_VERSION

NEW_VERSION

CURRENT_VERSION

MODULE
NEW_VERSION

prometheus

CLUSTER

global
v4.1.0

prometheus

P RFERE, Ruming FRTIRAENRIEITH



B8¥4] - Alauda Container Platform

Menu

P g
O

FAR Y By

o BRI
o WAL
o HEARL

o BHARLE

Monitoring Component Selection Guide

o EEH
o HAHIIK
o LRMIXTEL
o TIRExttl

. REHREY



B8¥4] - Alauda Container Platform

Monitor 20+ =K
o BIRSHIXL
¢ Prometheus

e VictoriaMetrics



Menu

7L

i TR IR D2 A

WemBER 294 - Alauda Container Platform

Global
CURD for alert rules ALB «
= Message Server Courier
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Record alert history Query alert history
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Cluster
Y Load ?
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configuration
Query
— —>
Operate the prometheusrule rule——| Nervermore l«-Collect log indicators Pm"\]lel\;heus
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RS 1f
1. Prometheus/VictoriaMetrics Operator R :

o MEGHRALMEXEAE
o MEFHRUEEENMNACE

o BACERHE] Prometheus/VictoriaMetrics S5
2. WS ERERIR

« Nevermore : 4 5l HEHM XHFEMR
o Warlock : & RSB RBTERR

e Prometheus/VictoriaMetrics : @it ServiceMonitor A FX& Z F+h exporters HIFEFR

WiRE RS

1. B PIRE WIS

NS LA EVREK (1812 : /platform/monitoring.alauda.io/vlbetal )
ALB ¥i&Kkis & Z Courier 284
Courier API 48 E) :

o NETEHR : B indicators O FKEX PromQL F&Eif)
o BENIENF 1 R PromQL R MS52A 4

o ME{ERARREEIEFF RN

2. WIEERIREHIRE

B Fifla) global £EEM ALB (F&1%2 : /kubernetes/& 8t
#/apis/ait.alauda.io/v1alpha2/MonitorDashboard )

ALB #&355KZE Erebus A4
Erebus (&G KE| B ARG IEERE

Warlock ZH#FfATR :

o WIFMIEERIRACENGIEN
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o “E1# MonitorDashboard CR iR

TEARL

RN ETE
HEMNBCEITRAE -

1. B PijiiR) global £EE£MK ALB (%12 : /kubernetes/&#t

% /apis/monitoring.coreos.com/v1/prometheusrules )

2. 53KETE ALB -> Erebus -> BHrE&EEE kube-apiserver

3. HLAHHIERTT :
o Prometheus/VictoriaMetrics Operator :

o WIFEZEMNKEIEME

o &I PrometheusRule CR

o Nevermore : WNTFH4 I8 H S ZI54r
o Warlock : NI IREHEEFEHR

A Nycy
HELMRITRAR
1. EEEE
o PrometheusRule/VMRule 5 X 25241 1)
o Prometheus/VictoriaMetrics & HITFE(L LN
2. HEEEIEA] -

o« —HfWR , HFELKIEXZE Alertmanager
e Alertmanager -> ALB -> Courier API

e Courier API AR BHIN S &

3. 4T -
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o HEEF LA ElasticSearch/ClickHouse /1

SRS
1 RESWEE -
o global EE¥fK Courier & AFEFK :

o cpaas_active_alerts : MFTiEshEE

o cpaas_active_silences : Y4RT#EAACE
« Global Prometheus & 15 MW — k¥R
2. RKERR

o FUHIET Courier APl &) H B RSEIPIRES

BRARS

BAECE B
IBANAEAR . BN AR AL IS &R R BTERAZAN T
1. FFEE N SEE57718) global SEFFEIARAE AP
o f[A]i&12 : /apis/ait.alauda.io/v1betal/namespaces/cpaas-system
2. EIHMHRTIR :

o IBXN#EAR : apiVersion: "ait.alauda.io/vlbetal”, kind: "NotificationTemplate"
o JBANEXZA AZA : apiVersion: "ait.alauda.io/vlbetal", kind: "NotificationGroup"

o JBANZREE : apiVersion: "ait.alauda.io/vlbetal”, kind: "Notification"
3. Courier fa3g :
o IUEIA MR EIEM

o WIFBMEXANARNGEN
o WURIEXNRAR G IEME
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IBAARS 25EHE
1. APBENSEESIR) global SEFFH) ALB

o f[A]F&42 : /kubernetes/global/api/v1/namespaces/cpaas-system/secrets
2. EHIHE R BARF AR E

o WIRLFK : platform-email-server

3. Courier fa3s :

o WIFBARSSEENEEN
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AlertManager EHEEEFL , AREENNFIE EAIE
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Prometheus Z2#4

Prometheus £ BATFEWISAS: , & CNCF 4 Kubernetes 2 [ERIE — AN Ealvim B , B
TR -

o IRAKHIBUEREREN.

o RIEMEIEIES PromQL,

o TEEMARRS.

o SHFTT RAMERER T,

VictoriaMetrics Z2#4

VictoriaMetrics j& F— S ERER PR FEERVIT MR AR , AT -
« FEHEUEEmSZE.

o FRAINEIRIHEF.

o FANREMSITH.

o EHETRERIE,

TNREXTEL

LhaE Prometheus  VictoriaMetrics V68
S H X VictoriaMetrics X3FHIFR&E RS A]
T A, BBIE—BEELF
R
?(;;_ B 3 S A,
;?ﬁfg Zgﬁﬁﬁ FAESH VictoriaMetrics EiE& K HAMIETEHE
IR

i ®E B VictoriaMetrics ‘RiEF|AZEE 5
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Prometheus

FEH AR

e E S AN

B E IR IEAME T

VictoriaMetrics 1t8H
RRE E Prometheus #18 & KX AT
Apollo
|
Query
L
e ™
Cluster1/Cluster2/Cluster3 Cluster4

VMAgent Write

Col

lect

A

4

Query

Write

Collect

VictoriaMetrics

Query

Send

Cluster1

Cluster2

Col

lect

A

y

[ Exporter ] { Exporter JElenmanage} [ Exporter } [ Exporter }

Cluster3

Query

A 4

Prometheus

Collect

Y

Cluster4

FERRT T AT SRR R EERR . FARM TR R e

R EHRGEAAE  FHACSTEHENAAYG , B BEASFE AT,
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Prometheus & 7=
ZARI N _EEFE clusterd 2244

o 1§/ Prometheus A4 EMAIEVITHUE.
o A SiIEmiRE R RREUE.
o ERTHRENIR.

VictoriaMetrics 3£ 7=
VictoriaMetrics DL F Pt tE=
1. BAEE B AR AR 2

S _EEFH] cluster2 4244,

i VictoriaMetrics 2R Z 3 1E R — S ¥,
£ VMAgent XEBHREFHFE A VictoriaMetrics,
VMAlert TaT3 & EALIUTF(E.

SEEEAREAMBRREIE, oK « EUEIEAAR RTS8 100 FEE AR,

LR R

o Xt _FE|FH clusterl/cluster2/cluster3 224,
o TEMVEE R VMAgent fERENIE R EEREK,
o VMAgent BHIEE N\ RIEEEFF M VictoriaMetrics,

o XIFZEME—NIEEHE, 28 &I VMAgent BT , IBHRSIEER D TR
VictoriaMetrics fR%.

=3 = AN

E&{$ A VictoriaMetrics 175

o SMRESEY RESK | BEAESFRERENKINFERN TR,
o BAWEER : FRMANFEINTERIEEA.
o A ARK  FREPAAHN S ARE.
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o ZHEREE  FREEZNEHS—EHTITHE.

1E4&1EH Prometheus K3z

BRI - ISR, TTETARK,

£ Prometheus F 5 : EATEK Prometheus IFKAR,
ERATRE B | IBKE AR RITAR.

RELESEM - 5 Prometheus £ RBER , THBARS.
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Menu ZARTTHEYE >

Monitor 2B =H%/

Monitor A RRFEANFEEF — NS N SRR ENTER IR, B , BEERAITEER
monitor }AE | FEARIEASIAYF RIFESHL K monitor B4 FT B R IR.

B=x

BRRSAHIEL
Prometheus
JNHLAE — 10 4 worker T, 500 MA S Pod
chZE4AE — 50 4> worker 7 , 2000 MA % Pod
AHFAE — 500 4> worker 375 , 10000 A2 Pod
VictoriaMetrics
JNHLAE — 10 4 worker T, 500 MA S Pod
chEE4AE — 50 4> worker 7 , 2000 MA % Pod

KHAE — 500 4 worker &, 10000 MW A 2S Pod

B SHIES

AP SRR B IS E=MHREIRY | B EEAET AN S EEL,
W RBIRREBEEIR 7 X ; Hi{REE BimaikbbBa%E,
GFheEA TS FREL (SSD |, #4) 6000 IOPS |, #] 250MB/s &5 |, JH33EE) .

MR TRk 7 MERISISTAE |, a0“acp ns overview page”F1“platform region detail
page”,
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Prometheus
AT 2 Prometheus R AH<2H4 (Thanos Query, Thanos Sidecar £ ) {RHAERK BT =N,

J/NIAE — 10 /™ worker T e, 500 M A ZE Pod

o TEFMREANERER : 24 2800 samples/#b

] ] CPU Memory Disk (if
Component Container Replicas o o ) Not:
Limit Limit applicable)

courier-api courier 2 2C 4Gi - -
kube-
prometheus- thanos- .

1 1C 1Gi - -
thanos- query
query
prometheus- 7X
kube- . 24

prometheus 1 2C 8Gi 20G

prometheus- 10G
0 ZP)

AR — 50 /> worker T , 2000 A ZS Pod

o FEARREUER : ) 7294 samples/Fb

. . CPU Memory Disk (if
Component Container Replicas o o . Not:
Limit Limit applicable)

courier-api courier 2 4C 4Gi - -
kube-
prometheus- thanos- _

1 2.5C 8Gi - -
thanos- query

query
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] ] CPU Memory Disk (if
Component Container Replicas o o ) Not:
Limit Limit applicable)
prometheus- 7 X
kube- _ N2
prometheus 1 4C 8Gi 40G
prometheus- 30G
0 2P\

XA — 500 4 worker &, 10000 M A 2R Pod

o TEARREUERZER : £4 41575 samples/F»

] ] CPU Memory Disk (if
Component Container Replicas o o i Not
Limit Limit applicable)
courier-api courier 2 6C 4Gi - -
kube- Iz
prometheus-  thanos- . Zn]
1 2C 6Gi -
thanos- query Edis
query el
18
e
prometheus-
15G
kube- .
prometheus 1 8C 20Gi 100G 7K
prometheus-
)
0
69G
Zp)
VictoriaMetrics

A2 VictoriaMetrics 2RISR B E 72X,

JNHLAE — 10 /> worker T, 500 M A ZE Pod
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o FEFREEURZ : 4] 3274 samples/i

Component

courier-api

vmselect-

cluster

vmselect

vmstorage-

cluster

FERAE — 50 > worker T7 5% , 2000 /XU

Container Replicas
courier 1
proxy 1
vmselect 1

vmstorage 1

o FEARREUER : ) 6940 samples/Fb

Component

courier-api

vmselect-

cluster

vmselect

vmstorage-

cluster

KA — 500 4 worker 7

Container Replicas
courier 2
proxy 1
vmselect 1

vmstorage 1

o FERMERANERER : 24 34300 samples/#h

=]

AN\ S

CPU Memory Disk (if
Limit Limit applicable)
2C 4Gi -
1C 200Mi -
500m 1Gi -
500m 2Gi 3G

Az Pod
CPU Memory Disk (if
Limit Limit applicable)
4C 4Gi -
1C 200Mi -
2C 2Gi -
2C 2Gi 10G

o oo
10000 M XA zs Pod

Note:

7K
N
1.5G

Notes
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. . CPU Memory
Component Container Replicas

Limit Limit
courier-api courier 2 6C 4Gi
vmselect- .

proxy 1 2C 200Mi
cluster
vmselect vmselect 1 5C 3Gi
vmstorage- _
vmstorage 1 2C 6Gi
cluster

Disk (if
applicable)

30G

Notes

7X
N
16.8C



Menu

Monitoring

Metrics

PromQL

Built-in Indicators

Exporter

ServiceMonitor
Alarms

Alarm Rules

Alarm Policies
Notifications

Notification Policies

Notification Templates
Monitoring Dashboard

Dashboard

Panels

Data Sources

Variables

Monitoring

1% M - Alauda Container Platform

ARTUHENE >
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Metrics

BT EEMRRGHETRE , SRR ERRRAM

e Metric Name : ITHARABIEIEXTR , 21 cpu_usage
e Metric Value : XK E%E , 20 85.5
o Timestamp : iCKNEHTE]

o Labels : BT Z4EEHEESZE , A1 {pod="nginx-1", namespace="default"}

PromQL

PromQL ;2 Prometheus WEWIES , ATEWMRE KT ARG T KTaAr iz,

Built-in Indicators

FAETKRNE4EERTIE T —RYE ARETiasr . BtE S EANEEA2 iz mR A =] A
HIRER , THAVNLE.

EXxporter

Exporter AT R&EEZEBIENAMG , TRITAIE

o NERARGXE R EITEUE
o RBHRFEHR AR HERINS FFHEARE
o B HTTP AR IR HE R

ServiceMonitor

ServiceMonitor I TFFEIRAXEIR REEE , TEE N :

o WITEARRIERRA
o TEARKEHROMNEE
o XEFEFHPITSE (HFR, HBEE)
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Alarms

Alarm Rules

S MR R S AR SR -

Alarm Expression : {3 PromQL B iR filAk 552 mM &4
Alarm Threshold : fil/& (IBARfIA F{E

Duration : 2k FF4R1H & FIB (8]

Alarm Level : XEEHKFFEFL (40 PO/PL/P2)

Alarm Policies

]]uP*

ERIK LN EEMNABRE— R TSRS

e Alarm Targets : LUK B R5GHE
« Notification Method : &%E2E R "

« Sending Interval : & &% &N A4 8] [8]F%

Notifications

Notification Policies

TRERRS SR EEHEM XN -

o Recipients : 47Z@ 411K B HrF -
 Notification Channels : XIFHIBEXIE AR
« Notification Templates : JHERNBIEINHE X

Notification Templates

B AMRAR B E X EETHERRRE
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o Title Template : 4528 BARAAE
« Content Template : &2V 1EMIZALZA T
 Variable Replacement : X35 REIEETT

Monitoring Dashboard

Dashboard

HIEHEREZ T HAXRERNES | RERCCRENBENE, SKFRIENH RS, 7TIR1TE
B ERTEAR .

Panels

ERE S EBIER TR | IS FRTAAL,

Data Sources

EEHIRRNECE . BRTSOFURTRB IR HENEIREIR | EASHFA E NEIRIR.

Variables

ZEENENS R , TRTERENE, B EEERIENAEEZRS , TUAsSAREN
FM, RUERANBT RIS R,



Menu

eSSl

TEANEE

o BERFAAHFRNTER

15/£FERg - Alauda Container Platform

e ZE Prometheus / VictoriaMetrics 12K T B TEFK

o BFRFAENHNITBNETER
o SASMIBTENR

o B Ul BIEEER

o BT CLI I EIREE



BRETE

o Tipeiiik

o TEINRE

o IBHIARS A

o BEHMEXAAA

o IBANERR

o TBENFLN

o B REBEFN

AR ETE

o Thaethk

o EIRMEIR

o BIRMEIR

o JBY CLI U2 ZEIR
o HARHMEE

15/£FERg - Alauda Container Platform
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PRI

Thaetitid

P
Eop

e

H2¥

BLE
g
[

f==3
=

B X BlackboxExporter Y5iZtER
it CLI gl R & WismAlE
;Q%{ﬂlu
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Menu ZARTUMEYE >

TEPRETE

A IR RS ET Prometheus / VictoriaMetrics W ITERR, ANSAPKTE SR AN BT X L
e
L7

B=x

BEEFAREHRENTER
&% Prometheus / VictoriaMetrics fZAERI T B TEAR
B St
BRAEDTR
BERFAENKENETER
B St
BRAEDTR
S RRSNIDTERR
B St

BRIEDIR

BEA VA HGRENTER

TENEHAHNYRIEAREET ServiceMonitor IHERFEZMTEIR. FAEFHFEIRSET
/metrics YpRATF. EAIAEAUTRAIGSERFATENMAMRERTEMNF :

curl -s http://<Component IP>:<Component metrics port>/metrics | grep 'TYPE\|HELP'
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Bl

& & Prometheus | VictoriaMetrics 12 FT B 545
GRS BT A ARSI | TR T XSRS FT R PromQL,

B &
1. 22 FKEVA - Token

2. HEEARET AL
BAELIR
R curl BEITUT 4 REUERSIR -

curl -k -X "GET' -H 'Authorization: Bearer <Your token>' 'https://<Your platform

access address>/v2/metrics/<Your cluster name>/prometheus/label/__name__/values'

B
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"status": "success",
"data": [

"ALERTS",
"ALERTS_FOR_STATE",
"advanced_search_cached_resources_count",
"alb_error",
"alertmanager_alerts",
"alertmanager_alerts_invalid_total",
"alertmanager_alerts_received_total",

"alertmanager_cluster_enabled"]

BRFAENKTANETER

ATEUAPER , FARNET KEFE Afats. SRR FE e T AR °] AR #(E Ax L
AR , THEBITEN. PN BIMTER X LEIERR.

R 55 AF

1. BREFREUE F Token

2. BREFRECFE &t
BAEL TR
FH crl 4 EITA T4 IREFERS R ¢

curl -k -X 'GET" -H 'Authorization: Bearer <Your token>' 'https://<Your platform

access address>/v2/metrics/<Your cluster name>/indicators'

IRBiE
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{
"alertEnabled": true, a
"annotations": {
"cn": "TTHAHPRREN (PU FIFXR",
"descriptionEN": "Cpu utilization for pods in workload",
"descriptionZH": "tHEAMFHREM (PU FIFZK",
"displayNameEN": "CPU utilization of the pods",
"displayNameZH": "V +HELAHHARIRM CPU FIFZE",
"en": "Cpu utilization for pods in workload",
"features": "SupportDashboard", o
"summaryEN": "CPU usage rate {{.externallabels.comparison}}
{{.externallabels.threshold}} of Pod ({{.labels.pod}})",
"summaryZH": "Pod ({{.labels.pod}}) # CPU {#fZ {{.externallabels.comparison}}
{{.externallabels.threshold}}"
}
"displayName": "VHELEAREREM CPU FIFR",
"kind": "workload",
"multipleEnabled": true, (@@
"name": "workload.pod.cpu.utilization",
"query": "avg by (kind,name,namespace,pod) (avg by
(kind, name,namespace, pod, container)
(cpaas_advanced_container_cpu_usage_seconds_total_irate5m{kind="\"
{{.kind}}\", name="\"{{.name}}\", namespace="\"
{{.namespace}}\",container!=\"\",container!=\"POD\"}) / avg by
(kind, name,namespace, pod, container)
(cpaas_advanced_kube_pod_container_resource_limits{kind="\"{{.kind}}\",name="\"
{{.name}}\", namespace="\"{{.namespace}}\", resource=\"cpu\"}))", e
"summary": "Pod ({{.labels.pod}}) @ CPU {#/AH= {{.externallabels.comparison}}
{{.externallabels.threshold}}",
"type": "metric",
"unit": "%",
"legend": "{{.namespace}}/{{.pod}}",
"variables": [ a
"namespace”,
"name",
"kind"
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L e AR TR ESE
2. ZIEM R ARSI AT IR EAR
3. UIENEAXFATREZ RIREE
4. ZFERRE XA PromQL 7574]
5. {%FE#r PromQL BRI ANAEE

R SMIDTERR

(&7 FaNETEIRSS , BRI RUBIT ServiceMonitor 3% PodMonitor AN FHSE=F N
RRFERTENR. ATTRALRL pod FERLHIER —E B K Elasticsearch Exporter A5 Tt
BA.

R 55 AF

BERRN A BITEEHEAREREN. A XBRREHAN ALK paas-systen fZZE[A ,
FRET http://<elasticsearch-exporter-ip>:9200/_prometheus/metrics ¥gm.,

BRAEDIR

1. 417 Service/Endpoint {i Exporter & ZE 5558
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apiVersion: v1
kind: Service
metadata:
labels:
chart: elasticsearch
service_name: cpaas-elasticsearch
name: cpaas-elasticsearch
namespace: cpaas-system
spec:
clusterIP: 10.105.125.99
ports:
- name: cpaas-elasticsearch
port: 9200
protocol: TCP
targetPort: 9200
selector:
service_name: cpaas-elasticsearch
sessionAffinity: None
type: ClusterIP

2. B3 ServiceMonitor XTZRIEARMHIN FHFRFERFEHF -
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apiVersion: monitoring.coreos.com/v1
kind: ServiceMonitor
metadata:
labels:
app: cpaas-monitor
chart: cpaas-monitor
heritage: Helm
prometheus: kube-prometheus 0
release: cpaas-monitor
name: cpaas-elasticsearch-Exporter
namespace: cpaas—systeme
spec:

jobLabel: service_name o
namespaceSelector: e

any: true
selector: e

matchExpressions:

- key: service_name
operator: Exists

endpoints:

- port: cpaas—elasticsearche
path: /_prometheus/metrics o
interval: 6@56
honorlLabels: true
basicAuth: @)

password:

key: ES_PASSWORD

name: acp-config-secret
username:

key: ES_USER

name: acp-config-secret

1. ServiceMonitor iz [@5Z4 Prometheus ; operator £4R3#E Prometheus CR ]
serviceMonitorSelector BEE ST XTI ) ServiceMonitor ‘&g, R ServiceMonitor
HIPRZEARILES Prometheus CR [ serviceMonitorSelector Bt& , X

ServiceMonitor N4 operator Y535,

2. operator £#E3E Prometheus CR [ serviceMonitorNamespaceSelector BtE st
HBLL 45 44 2= [B)fK) ServiceMonitor ; 205 ServiceMonitor A~7£ Prometheus CR f{]

serviceMonitorNamespaceSelector & , RIi% ServiceMonitor N4 operator ¥

7
Lo
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3. Prometheus Y EEITEFRAIRII— job AR |, {EAXTLY jobLabel ) service AR
1H.

4. ServiceMonitor #£4F namespaceSelector & ILECXF V(K] Service,

5. ServiceMonitor tE#F selector FC&ULHAC Service,

6. ServiceMonitor 1R3jE port BCEULEC Service Hum .,

7. 7[8] Exporter Ii&12 , BRIAK /metrics,

8. Prometheus #[(HX Exporter F54RE[BIfF.

9. Zn5RA(A] Exporter FI2FHEIAUE , NFRINAUEEE ; X ¥F bearer token, tls 1A
WEE A

. K& ServiceMonitor & Prometheus ¥43%

VSRR Ul , B R BIFELE job cpaas-elasticsearch-exporter

o Prometheus Ul #ifit : https://<Your platform access address>/clusters/<Cluster

name>/prometheus-0/targets

 VictoriaMetrics Ul #ifit : https://<Your platform access address>/clusters/<Cluster

name>/vmselect/vmui/?#/metrics
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ARTUHENE >

ThReHA
FTEINRE
ThREME
B Ul GRS E RS
U2 Sas
BRAIEDIR
piz e &St
FoESEAN
HELE
HAtbiAA
B CLI Bl RIRE
U2 Sas
BRIEDIR
B CLI BIEEHEE
B S~ 1F
BRAEDIR
B B R
B S~ 1F
BRAEDIR
BIER AR
1 PR RARAR B2 452 R
REEEHNR

[
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BT UIRE
BT CLIRE

AoE S Z AN

ThREME R

FaNEEEERE ERA A 2E T AN ARG HE . BEN AR ARG S EM
RIERBENEEREN , SEIECREERIRM DR EENG , Jnsf A\ iR e BmEE
fRIRFTR

TR FaBHERERWE AR, #UEEBRIRTCE N EHECEMEIR S ERE , K
X8 BRI T

ETRINGE

s NEAGIHERM : 2TF NLESWER , MEXFEENEENMN , EHT global HHA
TETREESRRE.

o HENEENMN : SFETLZMERROIESTENN , AR EETER. BEX TS
PR, RELIEW, FEHEEIENFa S 0E.

o HERIREE | SHFARMEEIRENEERR , BT HREN A TR,
o BEBMER MBI SMHREFTEEEHELBHEAR,
o HENERE : XOFaEHEEEMLSFEE  HRAFAARARKIZEANEERER

lll'

o KIfEEER  RURNEE , KHRRUILTEERTNRIEBEIFAETERER.
o HEMLER  XFEE—BRMNAINNNEEEICE , AEEAEAN RMEE RO T
HEIFN

TNREILSS
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o RHNNEER | IFNERH. TR, TEAASFZMRIZERINGE , NEFENRSS
TR, TTHAMSMNCERN I E M.

o PHNEEEE  BUEERRITUIEREE | REEHERR ; EEURNE , FTAE
AN RREEMEREE.

o REHE)EATL - BalfilAESZRA , MRABEENAIL , XIFLREFEHX , XUED
FhiEiali,

o FTTEIPIREE | XEERIETHEIIENES , BREEEET2ATEHE,

BId Ul G2 & E R

R 55 AF

- EREBMES (NBRESHELEM)
. EAREMERBNAN (KIS TR AE)
. BAENEREBTHHANTAEREAL (EREENEARELERNLE) |

BRAELIR

LN sl > FE > EERE.
2. R BIEEERRS.
3. BLEEAHEE.

o REIRFEINHNEEITY (FIands 4 %8 T deployment 4KZ)
o TRESERRA

o RIEFRSHMEOANEE" , STFFENREFARMNKRIR.

o BN, NERTHHTRIR,

o EEZANGATHEN , WRBFSHFENRXK (20 cert.*)



RiRE

BHEE

o ARSI
o BUAGERTERE

n=g Sl

R ANEEAN

]]u}ﬂt

28

W

24

Expression

Metric Unit

Legend

Parameter

Time

Range

Log

Content

Event

Reason

Trigger

Condition

alert Level

EHEESH
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AT (B4 Pod REFH)

TIRTHREFTERIR , SHFE BRI,

RIEEERIREN TS

Y

Prometheus MI\H imi=TaArEi% , HI40

rate(node_network_receive_bytes{instance="$server", device!™"10"}[5m])
B IS TER AL , A Fa NS\ T A TR S i edF
EHIE R AT KB FR , A {{.LabelName}} , {5120

{{.hostname}}

B/ AE KRR & O

HERNBEWFE (30 Error) |, S4ERFERZ B A OR &
EHERBWFEE (Reason , 4] BackOff, Pulling, Failed &) , 24&
WFE A OR Z#

FRPLESE A . S LMERIEEE ) () SRS, IRIBSREE/
AR R AR S R L B SO TE S BT B 5 5
BT R AR A

S RPUANELR ¢ Critical, Serious, Warning 1 Info, AJAEHE4EZE )%
W BIEE | AT RIRRE SIS EER.
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2 iR
Time Range EHERRIETEIE

Event Monitoring ltem  SZFFEHITEMFREMHRE , SHFTERZEM OR &%

Trigger Condition ETEMHHREH TR
alert Level 5RIREEEFRE LAEE
HAECE

1 EFE— PRSI ERNIB R,
2. fEEHERIXER.

o 2/ : EAFAIALE.
o BEX : \IRIEEEFRXERRMRIEFAIR.
o WEFAERN , (NAESEMAIIKRITRIXIBL.

FHAthi A

1. FEEEHNKE L EmF |, REARSHER.
2. REMFRBRHECE FS % Prometheus Alerting Rules Documentation 7,

3. FE  MEPFAEMFA $value TE , BRMJBESHELRE.

B CLI A RIREE

R 551

o BREBEXKRE (MFLEBNEEBM) .
o BERCTRERAN (EREEEREEERBNLE) .
o BEHCRRAEFHEAGMAEXREAN (EAREMEHREEREINNTE) .

BRAELIR


https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/

A - Alauda Container Platform
1. #1iE YAML BECE XX , 94~ example-alerting-rule.yaml ,
2. £ YAML X0 PrometheusRule BRIRFFIEAE. AT RBIBIE T —44% A4 policy KFTE

BRME
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apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
annotations:
alert.cpaas.io/cluster: global # E =i ii 2k
alert.cpaas.io/kind: Cluster # #¢jaze7!
alert.cpaas.io/name: global # ®ENI%, ZIFHEA. & (B | H) SEE (%)
alert.cpaas.io/namespace: cpaas-system # L% % ifEm & SE, XIFRN. 2% (B | 5
f) BEE (%)
alert.cpaas.io/notifications: '["test"]'
alert.cpaas.io/repeat-config:
"{"Critical”:"never","High":"5m", "Medium":"5m", "Low" :"5m"}"
alert.cpaas.io/rules.description: '{}'
alert.cpaas.io/rules.disabled: '[]'

alert.cpaas.io/subkind:
cpaas.io/description: "'
cpaas.io/display-name: policy # & &500E ERA R
labels:
alert.cpaas.io/owner: System
alert.cpaas.io/project: cpaas-system
cpaas.io/source: Platform
prometheus: kube-prometheus
rule.cpaas.io/cluster: global
rule.cpaas.io/name: policy
rule.cpaas.io/namespace: cpaas-system
name: policy
namespace: cpaas-system
spec:
groups:
- name: general # 575 INZH 22 Hk
rules:
- alert: cluster.pod.status.phase.not.running-tx1ob-e998f0b94854eeleade5ae79279e0¢
annotations:
alert_current_value: '{{ $value }}' # UFHMELIBED, 1RIFEHA
expr: (count(min by(pod)(kube_pod_container_status_ready{}) !=1) or on()
vector(0))>2
for: 30s # FFZ5AG(A]
labels:
alert_cluster: global # HZEIEEIEA
alert_for: 30s # 3F&E7[E)
alert_indicator: cluster.pod.status.phase.not.running # S NFEFRZ 7R (EiE
EEFENRBFRA custom)
alert_indicator_aggregate_range: '30' # S A NS A E], HAfu b
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T

alert_indicator_blackbox_name:

1 1

alert_indicator_comparison: '>
alert_indicator_query: "'
alert_indicator_threshold: '2'

alert_indicator_unit:

alert_involved_object_kind: Cluster

alert_involved_object_name: global
alert_involved_object_namespace: "'

alert_name: cluster.pod.status.phase.not.running-tx1ob
alert_namespace: cpaas-system

alert_project: cpaas-system

alert_resource: policy

alert_source: Platform

severity: High

i CLI QP fE e

B &1

- BEREEARE (MFREAHNEEEM) .
o BRERCTREZRANG (EREEERIEZTERKNLE)
o BERCKRAEFHEAMGMBEXREAN (EHAREMEM4RSE RN NS

BAELIR
1. #13E YAML BCE X , 9445 example-alerting-rule.yaml .

2. £ YAML X470 PrometheusRule BRI, PAT/RGIBIZE T —1>4 4 policy2 HIHT
ERE
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apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:
annotations:
alert.cpaas.io/cluster: global
alert.cpaas.io/events.scope:

"[{"names" :["argocd-gitops-redis-ha-
haproxy"],"kind": "Deployment", "operator":"=", "namespaces":["*"]}]"
# names: EHHENRIREIR ; HEFRAZT, operator Tt

# kind: i RSB EERRIRIEEL,
# namespace: il R EHEERNRIRMBEGRE T, THARTFEGETERIR 2 ns A
['*'] BfRRFTA 4 (A,

# operator: sy =, 1=, =7, I7
alert.cpaas.io/kind: Event # &5%25HY, Event (BHFEHE
alert.cpaas.io/name: '' # WRELEZFEH, FHEFEAT

alert.cpaas.io/namespace: cpaas-system
alert.cpaas.io/notifications: '["acp-qwtest"]’
alert.cpaas.io/repeat-config:
"{"Critical”:"never","High":"5m", "Medium":"5m", "Low" :"5m"}"
alert.cpaas.io/rules.description: '{}'
alert.cpaas.io/rules.disabled: '[]'
cpaas.io/description: "'
cpaas.io/display-name: policy?2
labels:
alert.cpaas.io/owner: System
alert.cpaas.io/project: cpaas-system
cpaas.io/source: Platform
prometheus: kube-prometheus
rule.cpaas.io/cluster: global
rule.cpaas.io/name: policy?2
rule.cpaas.io/namespace: cpaas-system
name: policy?2
namespace: cpaas-system
spec:
groups:
- name: general
rules:
- alert: cluster.event.count-6sial-34c9a378e3bbdda8401c2d728994ce2f
# 6sial-34c9a378e3b6dda8401c2d728994ce2f A E X LARIEME—M
annotations:
alert_current_value: '{{ $value }}' # W@EEL, FRIFIIA
expr: round(((avg
by(kind, namespace,name, reason)
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(increase(cpaas_event_count{namespace="".*",id="policy2-cluster.event.count-6sial"}
[300s])))

+ (avg

by(kind, namespace,name, reason)
(abs(increase(cpaas_event_count{namespace="".*",id="policy2-cluster.event.count-
6sial"}[300s])))))

/ 2)>2

for: 15s

labels:
alert_cluster: global
alert_for: 15s

alert_indicator: cluster.event.count

alert_indicator_aggregate_range: '300'

alert_indicator_blackbox_name:
alert_indicator_comparison: '>'
alert_indicator_event_reason: ScalingReplicaSet
alert_indicator_threshold: '2'
alert_indicator_unit: pieces
alert_involved_object_kind: Event
alert_involved_object_options: Single
alert_name: cluster.event.count-6sial
alert_namespace: cpaas-system

alert_project: cpaas-system
alert_repeat_interval: 5m

alert_resource: policy?

alert_source: Platform

severity: High

I EERIE & E R

%%ﬁﬁ%ﬁWﬁMWﬁmigﬂwﬁﬁﬂ%%Wﬁéo’ TEER , AT A ERIE T
A bR, TRENTEAHSIZHERE,

GO

- BECEBMEKRE (MNFEEBNEEBM)
o BMRERCTRERAN (EREEEREEERENLE)



HE&A5IR - Alauda Container Platform

B EHEEIR

1. FEMSAE RS 40 > HE > FEIER,

2. Rl BB EERIR.

3. LB EEHEARNERER.

4. 7E BEMN DIE , Ry ARINEEAR , RIELLT SHORBIRMEZAR

28 [0S

Prometheus A&\ SIS BI% |, IR0

Expression
rate(node_network_receive_bytes{instance="$server", device!™"10"}[5m])

Metric Unit B X EHTTEpR s , A F o NS Fa TR s - akd®

Legend ZHIE R AT B FR , TR {{. LabelName}} , {520
Parameter {{.hostname}}

Time Range  HE/EGEEHNEEN

Log Content ~ HENBEWFE (40 Error) , ZNERFEZEA OR iE#H

Event EMHRAEWTFE (Reason , #] BackOff, Pulling, Failed %) , 4
Reason BWFERZ A OR iE#
Trigger N . . ,
y APVREER. SEBEMFFEESE) (A]k) A& H.
Condition
ert Level S PPANEL ¢ Critical, Serious, Warning #1 Info, AJARIEEZEHLRXT
alert Leve
MBI | AT RIFRRE SRS EER.
5. mif Bl

FREERR AR S E R

1 AEMSHRE RS a0 > 5% > 8RN, 1R : TBE ISR BRekEt.
2. pifi AR EERE IRAFNRIHRE > RIRAE EERE,
3. LB S% , 22U T8
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+|_ s
S ik

RiR ERRERANEEREREIR, RIRURER. TRANVTEAMDSE, EFRIR
HBFR Ja , IEREERBTRENSTENL, BHRBEEE.

TR VRSN 8. TR O WTHAN NEERIEER ; SMYKTIRER
il BER,

EER=g 0N

SRR, AR A A ST E, B S S SRR BT , T
P T AT AR R I ER AR R AL BANEE, ST AR 2 S A Tl
2,

Bl : FARFHRSAERE , WERIFTRELIFERE | SBRETEMER , 1EHEARIETE
AP TR AT BN RSB, N EE R BRI

TR SRS IERNE G | SRR ER B 3ER.

BT UIEE
1. HEMSHAE mdf 12280 > HE > HER,
2. RITEFHINNE L RIS G MRNERERM > REFHE.
3. Ul HEHE FREFENRE.
RN D BIFRIEHRR R E R AEY. BUESBAFRAFFX.
4. IRIELL T UEAECE AR RS -

TR AREERICTESRIEARR , BAK R, FoREEM BIERIRD BRIRIER ST
ERER BRI INEHER HERNE ; S 2l | (NP WIETOEIAR , R BibRIR
m FIRREA B,
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5

" R

F

LN ,

- IR EERRRIFTLE.

B

"

IR . s

% IR EE TR RIEXT R B FR.

R

& LESHINNIESTE ., HFER AR RTINS EORE |, BRI R
2k B EEZRENATELREZBFRMASE , IIREARELEM., KA :

b MR ERSEIEEREEMER. BN : BENFFRITIATILIRESE | A
[E] [EIfRA1S 0T 5 6.

5. A WE.

7R - NREFFBERFROTIGX BRI | BRI AR ROIRSN SR , ORISR
AN A R IE R ZIXEH ; MR RERE , SEREFHFIRTA U+ |, REN
AL 5 R AN AKX TR,

B CLIRE
1. FEE BREFHFRNEE R TIREHR , PITA T4
kubectl edit PrometheusRule <TheNameOfThealertPolicyYouWantToSet>

2. SRIRBIBHURIR , ISR IR
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apiVersion: monitoring.coreos.com/v1
kind: PrometheusRule
metadata:

annotations:

alert.cpaas.io/cluster: global

alert.cpaas.io/kind: Node

alert.cpaas.io/name: 0.0.0.0

alert.cpaas.io/namespace: cpaas-system

alert.cpaas.io/notifications: '[]'

alert.cpaas.io/rules.description: '{}'

alert.cpaas.io/rules.disabled: '[]'

alert.cpaas.io/rules.version: '23'

alert.cpaas.io/silence.config:

"{"startsAt":"2025-02-08T08:01:37Z", "endsAt":"2025-02-
22708:01:372", "creator":"leizhu@alauda.io", "resources":{"nodes":
[{"name":"192.168.36.11","ip":"192.168.36.11"},
{"name":"192.168.36.12","ip":"192.168.36.12"},
{"name":"192.168.36.13","ip":"192.168.36.13"}]1}}'
# RAEERENFEE, BIERNE. AREE. 2RES  FHRNLEeEIE
/. VBETRRBIEN resources.node {58, BHHRX A RIFIHEK, TLH resources FE.

# alert.cpaas.io/silence.config: '{"startsAt":"2025-02-
08T08:04:507", "endsAt":"2199-12-31T00:00:00Z", "creator": "leizhu@alauda.io", "name":
["alb-operator-ctl”, "apollo"], "namespace": [ "cpaas-system"]}'

# TERBREERBNGFREE, BIEFRNE. ARNE. MEES  BHEaEE
£ L{EAZEK, FIRBIEM name F0 namespace {58, HHmX A RIFEFZIN, TLFH name
namespace FE&.

# iXE endsAt FERA 2199-12-31T00:00:007 FRINKRAFHEK,

alert.cpaas.io/subkind: "'

cpaas.io/creator: leizhu@alauda.io

cpaas.io/description: "'

cpaas.io/display-name: policy3
cpaas.io/updated-at: 2025-02-08T08:01:42Z
labels:

# HIRTRER

w=R=g-S YW NFEAN
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BEHEEMUHANERELF. TTRBERNEEMN/ ]
WEARESZMUBTTNEUATES , #REEXANEE

RESHEENR | B4 iE, 2

REREITUIE R , XARIFEH.

o REMARDEFAN  EEHEERETREAMN, BEERRDBERAR , ATAFE
EEHR M E S EIEMETREE RS,

o RIHERMAEREA : Q@A FIERAAN , MHAEFERIMRARE, XHF , LHARPRS
N, ArReREIEE , Fadt— S REMAR S ERREA ., PRI AT B R F AR
oy 8

o AFRIAIKFIFETER : BEPHMPLIPRER , AR UK AENFER A XIM1T3).,
RIEWFEIEAN , RERATELTBHRENRIER , MBS MEKSIEFAN, &
SEBENEAVANEESIEFAN , B TRASTERS.

o RUBWNEEREE  WRTEEEN , BEEKMRE, TTRERRMEVIRIE. EENIEM
s , IREHFE LTS R EHEE | BEFA P RETE B A

o AIERETERS  AMNSBECERS , TERA PR S E R N AR, 5120
B ERAIRA Critical , /IR A RFALEXKEITE), B RETELRS , FHEIR - FIHT
HFEIMNMALEE , BRARRBSEI R ILHE,
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Menu AT >
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Hx
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BT BEMNEE , EAT IR 2T S EDRE , REMEMRBRAREMEREE |, 128
ENABVOYE Sy i) (APSEETEIS i {8

ETEINRE

o BHIRSTS | BRIARS 22 AF & LB MEXAANAR I AL BIHERRS | HIANERFIRST

oo

KEO

o BHEXAAA : BHMEXANAR —HAGMRUZEFEREMZRKEA |, BE X RBERNHE
FISIRZE TS , ATRAB D RI4E TRdE,

o BARIR  BAEREBHBENAET. REXENMRNBBASTAEBBIR AL , AT
JLIBARENSEEMHENASMER. B, BE XAMFBRKEDMAE.

o JBEAIALN : BAALN R —AHE MR ERARARXIBEHERMN, X T HEIBESMT
REHIHR , NEE. MEMEFIAUE , HIE BRI,

BENAR S5 2%

BRARST 25 F B LRI AR URIRERHER RS . FaBRsdF A T B MRS

o MWVIBETARSE : IFERMESS, FTATMKBRENA , P AKEIEBA,
o BRFFARSTER : BT HPFAR ST =5 A KB IB AN,

« Webhook 2R 5545 « STIFE MM ISR, STEIRLR A, KREALSEA , 3@
IR AR 25 K% WebHook,

WARNING
{BERIM— B E T ARRS 5.

B ALS
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1RBUTRPIECE B XRS5 8. HES R , VIHRE SHEHE > RIREHE FK global
£ QIERIENR.

apiVersion: v1
kind: Secret
type: NotificationServer
metadata:
labels:
cpaas.io/notification.server.type: CorpWeChat
cpaas.io/notification.server.category: Corp
name: platform-corp-wechat-server
namespace: cpaas-system
data:
displayNamezh: fMbis{s
displayNameEn: WeChat
corpld:
corpSecret:
agentlId:

2. gIgTAE , BEFAN AFAAEHE > HFREE AN NAER REFRFK IS
VS ID , #RA FREIEE HRUWUEE.

5T5]

L RBRAT/RBIECE B AR S5 2 2. HES R , VIRE SHEHE > WHEHE P10 global
SRR NE &
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apiVersion: v1
kind: Secret
type: NotificationServer
metadata:
labels:
cpaas.io/notification.server.type: CorpDingTalk
cpaas.io/notification.server.category: Corp
name: platform-corp-dingtalk-server
namespace: cpaas-system
data:
displayNameZh: £T4T
displayNameEn: DingTalk
appKey:
appSecret:
agentId:

2. 0ETRE , FAETFAN BraeEiE > AretE AP NAGE PEHA K 747
ID , #fRF FPREIEE HRBUBE.

P

L RIRAURBIBCEIB AR S5 2 8. HE SR , VIRE SREE > WIREHE F1 global
SR AIERIRYR.
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apiVersion: v1

kind: Secret

type: NotificationServer

metadata:
labels:

cpaas.io/notification.server.type: CorpFeishu

cpaas.io/notification.server.category: Corp

name: platform-corp-feishu-server

namespace: cpaas-system

data:

displayNameZh: K+
displayNameEn: Feishu

appld:

appSecret:

2. BIESERE

TET A B R ESE > A PSR SR PN AAMSE REFR AN B

ID , #fRF FPREIEE HRBUBE.

HRA Ak 55 2%

1 ZEMSHERET FERE > BARSF .

2. |y AZRIECE.

3. 2EZUTRHARER KRS,

g

&5
Huht

Ui

&35
2B

VR

SCFF SMTP URXAIBENAR S5 253k , U0 smtp.yeah.net

BAERSRIEOS. A% FH SSL |, FIEE SSLigA=.

£/ SSL : REEETFR (SSL) B—FirERT LA, SSLIFXATE
R BIEMRS 255 Fui 2 [ ST N BNESE.

BRI AR R LIE : insecureSkipVerify FF X A T4 2 BRIER FImiE B AR
a4, BRE , BARIBEBREBHFENESRESENEHN—K
.
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28 iEA

;i;; TBRRF 2P R GHFEKS |, BT ARXBMBME.
JE e .
T MRFLEINE | HECE AR 5525 A A P & FIHANES,,
4. R HfAE.
Webhook Z5AU AR 5525

SIFERBAEREEA. STETRLES A, KBBEEA , B ETEERK Webhook fRS5<5
AIE HTTPIESK,

I EEELZEA
1. EEMS I mE SRS > &5,
2. mifi global HERFHEHIERM >CLI LA,

3. 7£ global HERHWETAHITATHS :

kubectl patch secret -n cpaas-system platform-wechat-server -p '{"data":
{"enable":"dH]1ZQo="1}}"

327R : dH11ZQo= £ true fR] base64 JghY ; ZEEZH | ¥ dHI1ZQo= FEMe A ImFsc2uk , B
false [ base64 4ghy,

ETHTEENZZ A
1. EEMS I RE SRS > S5,
2. mifi global HERHFZHEHIERM >CLI LA,

3. 7 global &EHAHFTRPUTATHS :
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kubectl patch secret -n cpaas-system platform-dingtalk-server -p '{"data":
{"enable":"dH]1ZQo="1}}"

327R : dH11ZQo= £ true fR] base64 JghY ; ZEEZH | ¥ dHI1ZQo= FEMe A ImFsc2uk , B
false f{] base64 Jghy,

KBEA A
1. EEM SR RE SRS > &5,
2. mifi global HEHFZHEHIERM >CLI LA,

3. 7 global &EHAFTRPUTATHS :

kubectl patch secret -n cpaas-system platform-feishu-server -p '{"data":
{"enable":"dH]1ZQo="1}1}"

327R : dH11ZQo= £ true K] base64 JghY ; ZEEZA | ¥ dHI1ZQo= FEMe A ZmFsc2uk |, B
false H] base64 4ghy,

Webhook %25
1. EAEMSHIAE mE SRS > &3,
2. mir global SHEFFSMIRMEIRM >CLI TH,

3. 1£ global HEMWETRBITUATHS :

kubectl patch secret -n cpaas-system platform-webhook-server -p '{"data":
{"enable":"dH]1ZQo="}}"

32K dHI1ZQo= 2 true K] base64 YghY : HAEZA % dHI1ZQ= FEHaA ImFsc2uk |, B
false H] base64 4ghy,

BEIEX AR AAH



B4ENEE - Alauda Container Platform

BHEXARANAE R —HAGRNZERERB AR A . 6120, ER LR a4 F R E @ &iEX
ANA , (BT FERCE BRGNS AEE,

INFO

1. FEIFLMBERMRSF S WA W B BT ARYEIE A AR F 2 B B TIRR.
2. INRFE(EM Webhook JEEU RS RAEABEAREN , DAEBEEXARANAFEEX URL,

1. FEEMS IR R s+ 0 > B4,
2. IR IBAEXARAA AR,

3. mili ABIBANIXARAA , FFRELL TR A RS,

2 iR

PEBANBIEXAANERM—ER5E | FamxbFE
KRARNBIRARNKBIFEAIXIBA.

Webhook URLIf#H{E M=
FEULER NIETETREN 25 AT K
/IR IN

HIRIE S ACE B A0 AR 55 2R XY I @ &1 7 2\
URL , BCE /SR AN AR N BT T R RIB 5.

Rilt FIEKRAN  BEEFERARNEKARANA.
KARANRE TERRENEX AR AKEX RN (G, BRFE. &A[E
i) AETTR , BRIBEBIER.

4. By B0,

18 ANAEAR
BAREHERE NS, WATRRNESRR SRR | BB
EEEAHENNBTIR,

FEEHE REusE A ZRA AR EBAER , RIFEAFNEEENAAEELBRHHENASH
B, WA PRERBRCREEER | ResHmE,
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2. YIRE ]
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4. 17 EXMER 885 , BLEAT ¥,

5. 1£ HHiRECE By
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FNZERISS I I8 AR AR B A IR S S E P TROR. AARALEIE AN
RIARAR .

RIEE KN H HEFTHESE

5

HEHE kLEE%%%LNJﬁH&%ZE‘]i%‘/ﬁE BoaFasZUaeEN ;
FBIHE  REBFELEAHFEMANBIEER.

SENERIREBEEXENNTRASH.

AREMEE. XEEREULFEIFRRHRESANCES AN, TEMHMITRTE
, RRTEEIEALN,

BHERFAIHNEE, BIUBREENEREMNANETRN  EFEBEREELRS.
2% XX E M BT REABIINCES .

3. FARTXIME4EARIRMA T LB MR NBANBIERNE , MERSWBMHEERET
Ko WNTTHRIIATK , AT EIRERBIMERNE.
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TERBABE (NotificationMessage) FHRETIEMAIRE , 18k {{.labelKey}} ., AF{E
FPREFREUSE. , TR ETECEENBIRE ; Fla0 . &255): {{

.externallabels.severity }} ,

LIBEALNE T @ XMRAR A F PR EEAEERN |, RIRTFRAELS| FIBHIHE X N AREK]
B CEEHRE)  RELARECRERARE SERIES AP,

FEMARHUTEMEE :

T8 W
%
A ik
= . Homk
ook {{ .externallabels.status }} Han ;- =,
=
{{ .externallabels.severity }} 40 ; =&,
&l
=
\ {{ .labels.alert_cluster }} Hlan - RAEEERERE 1,
Ei3
g EELEERRIFIEARLZHK,
{{ .externallabels.object }}
PUE 3 FI4NTT & 192.168.16.53,
FL HEANZFR , B0 cpaas-
{{ .labels.alert _resource }}
D4 78 node-rules,
=
o {{ .externallabels.summary }} A A
TP
fi A X N
. {{ .externallabels.currentValue }} il A S ) R E .,
& ax {{ dateFormatWithZone .startsAt "2006-01-02 \
EEIaET(E,

B8] 15:04:05" "Asia/Chongging" }}

wE {{ dateFormatWithZone .endsAt "2006-01-02

X EHELERN[E],
B[] 15:04:05" "Asia/Chongging" }}
AR L e
{{ .labels.alert_indicator }} VITFEAR B FR.

HBFR
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AR SRR TARICIE S

HREFIE XN A HTML A& T AR R BN T3k

NATR 2 bt
A - SHFFRMAF R AEANR,
=ik <font color="#FFO000" > EF{kFfa</font> N
<b>fIEFIAR</b>
PREl <h>—Z&hr@i</h1> , XFFE h6 (FRel 6) . WEIRALKA,
B <p>Bi%</p> BANE B A,
Bk <q>3| f</g> AR ARE.
MG <a href="//www.example.com">{BEEHE</a> AN,
B AR

B FANZ —2H5E AR E XA AR X BAHERAR, 33T HREEMINDRSTHIGF
MEE, MKEHMEFIAUE , PR IE MR .

INFO
FAIFFLMBAMS AR , BTSN (B MEX SARIBIB AN IR ST AR ECE T IROR. BAARBCEE
MR$es , BOARBIRY A8 AR,

R 551

£ SAVBEETRRSER BAIXRAR , HPFEE PAGE FRRIXAAN , HE #fst
WS 1D,

BRAEIMAZ
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1. EAEM SR Ry s > @5,

2. iy QUZIBAIAN , FFRIELL TR BAECEA RS EL.

e i

pGEIILES BAMBARNAR—AZE ERBAFREA |, Fa¥EREenBEMANE
AANA AL,

JGERAIEES WEFERM—N S DN BRREA | FERRFRBAR PAERE FHER
A FARREBEA.

XFEFLZMAN , B BEEWS. 747, KB S MEREA. §T47

B
& B A, KPS A . WebHook URL , §5£%.
T
S B AN E RS S EA AR
-
;ﬂg B AR R R BT 5.
3. ik U,

M E R E I8 ZIALN

FERBERNE, BARBEMNENKXARNANE RS, (EAMEEER , BTEERTE
FREAMTRE S5 EHE AECERIBIARE ., BABRARSENXAAAL. Ft , BFESEELX
RN B BB S E I8 F R

HIIR 5 AF

1. BEBRARFAEE RTTAIB RIS 2R EE .

2. AT EIMWBETRIEMN , EFHRFWBMKAACDE PAGE T EMECEBETH

BRAEINAE

1. £ MBEE Y&+ , Rl WHE .
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2. EEMSAAE /T BA.

3. VHAE BAIEX RN AR , 2% BAAANL QZBMEXRAL.

TIP
WRAFRBLBIXAANAEHBAXARAN , HAFRIBA webhook KEBRARS 25 , ATk

g 3

4. PIRE| BHIEAR PR , 255 EAIRAR QU IBRAEAR .

5. PR BAIALN AR, 278 IEAIALN BIEIE AN,
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ERTE
A= ARG —
FEFRARGZ
FANETERREESEM

ThREME R

FARMRANEREEDRE , BEERESK Grafana TA , A FHkELE. ERIEN
BIEER, AGNRECRFEARS KGR , 2EUS T 0E , Kigi HERECER

4

FEINRE

o SRS AEFFAURIECE B € L EiEmiR,

o XHAUFAE+TERFENRTEENAHIEZER , BARRIEL S BRI 6 4 TR T
bR

o SHFEHEmRNNELR , AN, BikR, BRER  SOFERERA R N HERS
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o AFEERTFEREAENEE , AT TRENHKE.

o SHEERTEENE , BTEEIRR. fATETEENXEHITERRR.

o SFEMRSELEIE SR HitbiraREl. HRE . KFAERE ., HPIROGERE. (ERE]
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o XH—EES )\ Grafana MR,

S

o SHFRFEENEER , AEMBAEIRIRS) , HIESREIME R ZER,
o IRFEFEFWAAMER , BIFFEE. HRE. 9B, DERENARIFALE.
o SFEACHBIRTEEM , AR FIRIE X BC KEEmR , B REEIERS.
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o REEMARFERLMINGE , IR AR, ML, FHESFLEHE , AR FRAeSmE
HIMEBENN SR AR S WTRE ST .
o TTLFHA Grafana AR JSON , F{E M Grafana 1T FF4kes(E A,

ER=

o ITz4EEH VB0 IT IBZ4ERIAR R , BRI AR A IR IR S — RN B B 2 F A & 2K
MEBETEAR , 20 CPU, N7, WERES. BB EEMERMEEMN , BRI EN
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o NAMREDHT : AT RAFAFMAAR , EITERR St R e , ENRRN A
BITREMEIREFE. BRI ARNAZREDEREEIE , RASIT AHERER
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o ZEMEH  NTEEZNFHENNA, , BEERATCRABDEHNEEEE , FIE
—B T AZERGRREI TR

o HIELW - YRS IAEN | EiITmARCASIR HE mAMRESIEM AT TR | tRIEE IR
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o HRECEREBIEARNEHD TR GEISAH , AK% ACP Monitor with Prometheus 5k
ACP Monitor with VictoriaMetrics 1fi{4.

o MRERBEMRT RANEIECS SR TR EXE.

mITERS A AR IR

o ITERTIFIFMHET Kubernetes 8 |, AR PURIITRERH) Cluster A&V A EFEN,
&,

o VAR SE PR MITASHEESRIRIR , RILERTNEHR LITERC R WIsA
HHIEITIER.

o IEMARENAERIS N S B IR BUE ; BEEERPURIEENALILT VictoriaMetrics
i, FEBBINSRERERNEEMZERT N NBGE , TEMIMNMLE.
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kind: MonitorDashboard
apiVersion: ait.alauda.io/v1alpha2
metadata:
annotations:
cpaas.io/dashboard.version: '3’
cpaas.io/description: '{"zh":"jRX{ZE","en":""}" # Description field
cpaas.io/operator: admin
labels:
cpaas.io/dashboard.folder: demo-v2-folder1 # Folder
cpaas.io/dashboard.is.home.dashboard: 'False' # Is it the main dashboard?
name: demo-v2-dashboardl # Name
namespace: cpaas-system # Namespace (all management view creations will occur in
this ns)
spec:
body: # All information fields
titleZh: EFHB/REZHR # Built-in field for Chinese display name (this field is
created under the Chinese language)
title: english_display_name # Built-in field for English display name (this field
is created under the English language) Built-in dashboards can set bilingual
translations.
templating: # Custom variables
list:
- hide: @ # 0 means not hidden; 1 means only the label is hidden; 2 means both
label and value are hidden
label: £# # Built-in variable display name (label is set to the
appropriate name based on the language, e.g., cluster in English)
name: cluster # Built-in variable name (unique)
options: # Define dropdown options; if a query retrieves data, it will use
requested data; otherwise, it will use options. A default value can be set (generally
only used for setting default values)
- selected: false # Whether to default select
text: global
value: global
type: custom # Custom variable type; currently, only built-in (custom) and
query are supported (Importing Grafana will support constant custom interval (after

import, it will be changed to a custom variable and will not support auto))

- allValue: "' # Select all, passing options with the format xxx|xxx|xxx; can
set allValue for conversion (Grafana retrieves all data for the current variable as
XXX | xxx | xxx, adjustments will ensure consistency)

current: null # Current value of the variable; if not set, defaults to the
first in the list
definition: query_result(kube_namespace_labels) # Query expression for data
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retrieval
hide: @ # 0 means not hidden; 1 means only the label is hidden; 2 means both
label and value are hidden
includeAll: true # Whether to select all
label: ns # Built-in variable display name
multi: true # Whether multiple selections are allowed
name: ns # Variable name (unique)
options: []
query: "'
regex: /.*namespace=\"(.*?)\".*/ # Regex expression for extracting variable
values
sort: 2 # Sorting: 1 - ascending alphabetical order; 2 - descending
alphabetical order (only these two support temporarily); 3 - ascending numerical
order; 4 - descending numerical order
type: query # Custom variable type
time: # Dashboard time
from: now-30m # Start time
to: now # End time
repeat: '' # Row repeat configuration; chooses custom variable
collapsed: 'false' # Row collapsed or expanded configuration
description: '123' # Description (tooltip after title)
targets: # Data sources
- indicator: cluster.node.ready # Metric
expr: sum (cpaas_pod_number{cluster=\"\"}>0) # PromQL expression
instant: false # Query mode true retrieves data at a specific time
legendFormat: '' # Legend
range: true # Default querying range when retrieving data
refld: #8451 # Unique identifier for display name of data source
gridPos: # Information on the dashboard's positional layout
h: 8 # Height
w: 12 # Width (width corresponds to 24 grid units)
x: @ # Horizontal position
y: @ # Vertical position
panels: # Panel data
title: E|FRArditab # Panel name
type: table # Panel type; currently supports timeseries, barchart, stat, gauge,
table, bargauge, row, text, pie (step chart, scatter plot, bar chart, configurable
through drawStyle attribute)
id: a2239830-492f-4d27-98f3-cb7ecb77c¢56f # Unique identifier
links: # Links
- targetBlank: true # Open in a new tab
title: "1' # Name
url: '"1" # URL address

transformations: # Data transformations
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- id: ‘'organize' # Type organize; used for sorting, rearranging order, showing
fields, whether to display
options:
excludeByName: # Hidden fields
cluster_cpu_utilization: true
indexByName: # Sort
cluster_cpu_utilization: 9,
Time: 1
renameByName: # Rename
Time: "'
cluster_cpu_utilization: '222'
- id: 'merge' # Merging data
options:
fieldConfig: # For defining panel properties and appearance
defaults: # Default configuration
custom: # Custom graphic attributes
align: 'left' # Table alignment: left, center, right
cellOptions: # Table threshold configuration
type: color-text # Only supports text for threshold color settings
spanNulls: false # true connects null values; false does not connect;
number == @ connects null values according to 0
drawStyle: line # Panel types: line, bars for bar charts, points for point
charts
fillOpacity: 20 # Exists when drawStyle is area (currently does not
support configuration, area defaults to 20)
thresholdsStyle: # Configures how to display thresholds (currently only
supports line)
mode: line # Threshold display format (area not supported currently)
lineInterpolation: 'stepBefore' # Step chart configuration; defaults to
only supporting stepBefore (stepAfter will be supported later)
decimals: 3 # Decimal points
min: @ # Minimum value (currently not supported for page configuration, only
supports imports that have been adapted)
max: 1 # Maximum value (page configuration only applies to stat gauge
barGauge pie)
unit: '%"' # Unit
mappings: # Value mapping configuration (currently only supports value and
range types; special types supported on data)
- options: # Value mapping rules
'1': # Corresponding value
index: 0
text: 'Running' # Displayed as Running when value is 1
type: value # Value mapping type

- options: # Range mapping rules
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from: 2 # Range start value
to: 3 # Range end value
result: # Mapping result
index: 1
text: 'Error' # Values from 2 to 3 will display as Error
type: range # Mapping type for range
- type: special # Mapping type for special scenarios
options:
match: null # nan null null+nan empty true false

result:
text: xxx
index: 2

thresholds: # Threshold configuration
mode: absolute # Threshold configuration mode, absolute value mode
(currently only supports absolute and percentage mode; percentage mode is not
supported yet)
steps: # Threshold steps
- color: '#a7772f' # Threshold color
value: '2' # Threshold value
- color: '#@O7AF5' # Default value with no value is the Base
overrides: # Override configuration
- matcher:
id: byName # Match based on field name
options: node # Corresponding name
properties: # Override configuration; id currently only supports
displayName unit
- id: displayName # Display name override
value: '1"' # Overridden display name
- id: unit # Unit override
value: GB/s # Unit value
- id: noValue # No value display
value: No value display
options:
orientation: horizontal # Control the layout direction of panels; applies to
gauge and barGauge (stat will be supported later)
legend: # Legend configuration
calcs: # Calculating methods (only displays when the legend position is on
the right)
- latest # Currently only supports most recent value
placement: right # Legend position (right or bottom; defaults to bottom)
placementRightTop: '' # Configuration for the upper right
showLegend: true # Whether to display the legend
tooltip: # Tooltips
mode: multi # Mode dual selection (only multi-mode supported) All data



sort: asc
reduceOptions:
calcs:
- latest
limit: 3

textMode: 'value'

colorMode: 'value'
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displaylLabels: ['name', 'value', 'percent']

pieType: 'pie’
mode: 'html'

content: '<div>xxx</div>'

footer:

enablePagination: true
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node label _values(node_load1, instance)
namespace query_result(kube_namespace_labels)

label_values(kube_deployment_spec_replicas{namespace="$namespace"},

deployment
deployment)
label_values(kube_daemonset_status_number_ready{namespace="$namespace"},
daemonset
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statefulset
statefulset)
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daemonset
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1. £ AR E F3HE query_result(node_load5) .

2. £ EETE Xin , FE/RHI8 node_load5{container="node-
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WARNING
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workload.vgpu.memory.utilization
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1. BEMACE M key modules FRINEE X GISIER | EHERS ISR E .

BUARAN http_post_2xx #5451

blackbox.yaml: |

modules:
http_post_2xx: # HTTP POST FiMIFEHR
prober: http
timeout: 5s
http:
method: POST t EIMER A A
headers:

Content-Type: application/json
body: '{}' ¥ RIS AE KK

2o VIR EXHNTTE YAML R , 5% S2%(5E.
2. BE UM E—AREREEN.

« fii% Blackbox Exporter 2H4 cpaas-monitor-prometheus-blackbox-exporter (K]

Pod , EF4AH4.

o PUTUAT 4548 reload API , RIFTECE T4

curl -X POST -v <Pod IP>:9115/-/reload

BT CLI gl E & MiTmANEE

R 551
- BREBNAN (BRELEHEN) .

o BirER TR EEAN.
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T e 28 0
$ﬂ<f15[“bﬂ%E
1. 3 YAML BCE T , 45445 example-probe.yaml |

2. £ YAML &R0 PrometheusRule &IRFFIZAT. AN /RBIBIESL A prometheus-
liveness MBI ZRRE -

apiVersion: monitoring.coreos.com/v1
kind: Probe
metadata:
annotations:
cpaas.io/creator: jhshi@alauda.io
cpaas.io/updated-at: '2021-05-25T08:08:457'
cpaas.io/display-name: 'Prometheus prober'’
creationTimestamp: '2021-05-10T02:04:33Z'
labels:
prometheus: kube-prometheus
name: prometheus-liveness
namespace: cpaas-system
spec:
jobName: prometheus-liveness
prober:
url: cpaas-monitor-prometheus-blackbox-exporter:9115

module: http_2xx
targets:
staticConfig:
static:
- http://www.prometheus.io
labels:
module: http_2xx
prober: http
interval: 30s

scrapeTimeout: 10s

3. F1EE YAML BCE XS , 458 example-alerting-rule.yaml ,

4. £ YAML R0 PrometheusRule BIRFFRAE. PAFRBIBIELZ A policy MIFIEZER
B -
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apiVersion: monitoring.coreos.com/v1

kind: PrometheusRule

metadata:

annotations:

alert.cpaas.io/cluster: global # E = f=ii 2k
alert.cpaas.io/kind: Cluster # #¢jazs7l
alert.cpaas.io/name: global # S2& \VioTh f e G BT WK
alert.cpaas.io/namespace: cpaas-system # prometheus #3542 %5[8], {3520
alert.cpaas.io/notifications: '["test"]'
alert.cpaas.io/repeat-config:

"{"Critical”:"never","High":"5m", "Medium":"5m", "Low":"5m"}"
alert.cpaas.io/rules.description: '{}'
alert.cpaas.io/rules.disabled: '[]'

alert.cpaas.io/subkind:
cpaas.io/description: "'
cpaas.io/display-name: policy # &2 500% BoRa#k
labels:
alert.cpaas.io/owner: System
alert.cpaas.io/project: cpaas-system
cpaas.io/source: Platform
prometheus: kube-prometheus
rule.cpaas.io/cluster: global
rule.cpaas.io/name: policy
rule.cpaas.io/namespace: cpaas-system
name: policy

namespace: cpaas-system

spec:
groups:
- name: general # 0|4 #k
rules:
- alert: cluster.blackbox.probe.success-y97ah-9833444d918cab96c43e9abbefc172cf
annotations:
alert_current_value: '{{ $value }}' # H4IETHIYLEME, {FF20A
expr:

max by (job, instance) (probe_success{job=""test",
instance=""https://demo.at-servicecenter.com/"})!=1
# ERMEESR, FMENEE RITH SR E Rk
for: 30s # FFZ5BG(A]
labels:
alert_cluster: global # EZT7EER LR
alert_for: 30s # FF£%6%(8)
alert_indicator: cluster.blackbox.probe.success # {#{F/~48
alert_indicator_aggregate_range: '0' # {f{FAAF
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alert_indicator_blackbox_instance: https://demo.at-servicecenter.com/ # 2

2 EE Rk

SR

SN

alert_indicator_blackbox_name: test # =225 A37570 44 75
alert_indicator_comparison: '!=' # FEBEMELRIFACERE
alert_indicator_query: "' # HEEEH, THI0E
alert_indicator_threshold: '1' # SZHNRE, 1 REBEM, RIEAL
alert_indicator_unit: '' # SR NFEFREALL
alert_involved_object_kind: Cluster # &5 27544
alert_involved_object_name: global # 25\ e it
alert_involved_object_namespace: '' # Z2ZHNIETBXT % 64 5|A)
alert_name: cluster.blackbox.probe.success-y97ah # 252240142 75
alert_namespace: cpaas-system # 252K FT1ERS 4 5|8

alert_project: cpaas-system # 52500 fTJE %S 5 101 H £ #%
alert_resource: policy # &2/ NFTEELZRIR LR

alert_source: Platform # &2 NEIEZEAY : Platform-F4&%43E, Business-Mb

severity: High # EZRNZKH : Critical-%HME, High-™E, Medium-Z45, Low-

- alert: cluster.blackbox.http.status.code-235el-

99b0095b6b6669415043e14ae84143bc

annotations:

alert_current_value: '{{ $value }}'

alert_notifications: '["message"]'

expr:

max by(job, instance) (probe_http_status_code{job=""test",
instance=""https://demo.at-servicecenter.com/"})>200
# HTTP WRERBEEZ R, FUMEUEE KIS 4L TR B pRitiik

for: 30s
labels:

alert_cluster: global

alert_for: 30s

alert_indicator: cluster.blackbox.http.status.code
alert_indicator_aggregate_range: '0'
alert_indicator_blackbox_instance: https://demo.at-servicecenter.com/
alert_indicator_blackbox_name: test

alert_indicator_comparison: '>

alert_indicator_query:
alert_indicator_threshold: '299' # &Z&HIN|S{E, HTTP IREREEIZEN A=

%, FIANATF 299 (3XX. 4AXX. 5XX) F|IRGHR

alert_indicator_unit:
alert_involved_object_kind: Cluster
alert_involved_object_name: global

alert_involved_object_namespace:

alert_involved_object_options: Single
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alert_name: cluster.blackbox.http.status.code-235el
alert_namespace: cpaas-system

alert_project: cpaas-system

alert_resource: policy33

alert_source: Platform

severity: High

ZE{EE

\

B WTBCE KT E YAML 7RBIZNE -
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apiVersion: v1
data:
blackbox.yaml: |

modules:
http_2xx_example: # HTTP 7RI
prober: http
timeout: 5s # LRI R AR [E)
http:
valid_http_versions: ["HTTP/1.1", "HTTP/2.0"] # IREEEFE
hRAS, JEEEOA
valid_status_codes: [] # ZRIAR 2xx t AW ELSEE, B
[E] AL E 50 BBl A A AR AR )
method: GET ¥ ERAIE
headers: ¥ Esksk

Host: vhost.example.com
Accept-Language: en-US
Origin: example.com
no_follow redirects: false # BEBAUFETEM
fail if_ssl: false
fail _if_not_ssl: false
fail_if_body_matches_regexp:
- "Could not connect to database"
fail_if_body_not_matches_regexp:
- "Download the latest version here"
fail if_header_matches: # IFFIXE Cookie
- header: Set-Cookie
allow_missing: true
regexp: '.*'
fail _if_header_not_matches:
- header: Access-Control-Allow-Origin

regexp: '(\*|example\.com)'

tls_config: # https 53K TLS BCE
insecure_skip_verify: false
preferred_ip_protocol: "ip4" # ZXiAA "ipb6" AR ERY IP

WhRA
ip_protocol_fallback: false # A[EIRZE "ip6"
http_post_2xx: # H Body g HTTP #RiM|7R5I
prober: http

timeout: 5s

http:
method: POST # RNER AT
headers:

Content-Type: application/json
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body: '{"username":"admin","password":"123456"}" I RN BT
HIESK IR
http_basic_auth_example: A ST N

prober: http

timeout: 5s

http:
method: POST
headers:

Host: "login.example.com"
basic_auth: # HRIMET RN A P 4 A
username: "username"
password: "mysecret"
http_custom_ca_example:

prober: http

http:
method: GET
tls_config: # ERINETHE E {3 FAARED

ca_file: "/certs/my_cert.crt"
http_gzip:

prober: http

http:
method: GET
compression: gzip ¥ ERNEHE AR ESE AR

http_gzip_with_accept_encoding:
prober: http
http:
method: GET
compression: gzip
headers:
Accept-Encoding: gzip
tls_connect: # TCP MR
prober: tcp
timeout: 5s
tcp:
tls: true # EAER TLS
tcp_connect_example:
prober: tcp
timeout: 5s
imap_starttls: # BCE IMAP HIPEFAR S 252K~
prober: tcp
timeout: 5s
tcp:
query_response:
- expect: "OK.*STARTTLS"
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- send: ". STARTTLS"

- expect: "OK"

- starttls: true

- send: ". capability"

- expect: "CAPABILITY IMAP4rev1"

smtp_starttls: # BCE SMTP HBABRS 2S48 M 7451
prober: tcp
timeout: 5s
tcp:

query_response:
- expect: "A220 ([A 1+) ESMTP (.+)$"
- send: "EHLO prober\r"
- expect: "A250-STARTTLS"
- send: "STARTTLS\r"
- expect: "A220"
- starttls: true
- send: "EHLO prober\r"
- expect: "A250-AUTH"
- send: "QUIT\r"
irc_banner_example:

prober: tcp
timeout: 5s
tcp:

query_response:
- send: "NICK prober"
- send: "USER prober prober prober :prober"
- expect: "PING :([M ]+)"
send: "PONG ${1}"
- expect: "A:[A ]+ 001"
icmp_example: # ICMP EFRNZRBIBCE
prober: icmp
timeout: 5s
icmp:
preferred_ip_protocol: "ip4"
source_ip_address: "127.0.0.1"
dns_udp_example: # {5/ UDP g4 DNS &EE)/R~4B
prober: dns
timeout: 5s
dns:
query_name: "www.prometheus.io" I fRATHIE 4
query_type: "A" T GYA el
valid_rcodes:
- NOERROR

validate_answer_rrs:



REHETE - Alauda Container Platform

fail_if_matches_regexp:

- ".*127.0.0.1"

fail_if_all_match_regexp:

- ".*127.0.0.1"

fail_if_not_matches_regexp:

- "www.prometheus.io.\t300\tIN\tA\t127.0.0.1"

fail_if_none_matches_regexp:

- "127.0.0.1"
validate_authority_rrs:

fail_if_matches_regexp:

- ".*127.0.0.1"
validate_additional_rrs:

fail_if_matches_regexp:

- ".*127.0.0.1"
dns_soa:
prober: dns
dns:

query_name: "prometheus.io"

query_type: "SOA"

dns_tcp_example: # 1/ TCP B DNS ZEE7RA
prober: dns
dns:

transport_protocol: "tcp" # ZRiAk "udp"
preferred_ip_protocol: "ip4" # ZXiAA "ipb6"
query_name: "“www.prometheus.io"
kind: ConfigMap
metadata:
annotations:
skip-sync: 'true'
labels:
app.kubernetes.io/instance: cpaas-monitor
app.kubernetes.io/managed-by: Tiller
app.kubernetes.io/name: prometheus-blackbox-exporter
helm.sh/chart: prometheus-blackbox-exporter-1.6.0
name: cpaas-monitor-prometheus-blackbox-exporter

namespace: cpaas-system
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Menu

SKHTERE

Prometheus SiZ8UEHN &SR E

o IhREMA
o fERIAR
o HIERM
o BEIRAE
o BAFER
s THREZ
o JREHRME

VictoriaMetrics 1 ¥ES D5 E

o HIERM
o BRIELIR
o BELER
s THEZ
o JRLKIRME
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METE M a4 BRI 28 43 O SRS AR 28R

o INREMER
s ERPHR
o BUHESM
o BIFDIR
o RMELE

s THREZ
o JRBRME
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Menu ZARTUMEYE >

Prometheus W= IEHN &M SR E

Bk

ThHEHER
ARG
AT E 5
BRAENAR
B EE
AR~ BORFEEER (HEF)
AR &S
KB XE
BRIEER
THEZ
TSDB ¥Ei& 2\
PIRREEEM
JREHRAE

ThREMER

Prometheus Y53Z%EPA TSDB (EfRIFFIEUERE) &7 E , XIF{MERETNRE. LIz HUE
T7f#7E Prometheus B2 NTEE M2 (HAECET storage.tsdb.path FEXE , BRIAEA

/prometheus ) ,
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template:
spec:
containers:
- args:

- '--storage.tsdb.path=/prometheus’

EA=

o REITFERTRES 1 5E M 5UR
o PrIERESNNEHSEHBIEEX
o B ISEUIRTREFHTE Prometheus S5

HIE 5

o %3 ACP Monitoring B Prometheus 3 (3T EAHLFRA prometheus-kube-
prometheus-0 , ZEHUSA StatefulSet )

o RA&SREE IR
o WRFHEIIER B BNF4TIA

e (S E

&R

FHHEEE : Prometheus AR IEHHRRT , SO REMBIRBNETT | lEERME N4
B, UTEHARAUFEE IENBIER , A& a8 SR EFTREIE.

AR BROREHEER (HF)

1. £ kubectl cp 54K :
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kubectl cp -n cpaas-system prometheus-kube-prometheus-0-0:/prometheus -c prometheus <

B AR ffki>

2. Nrffaine it (ARIEZIRINEFRRFAHESEE)
e LocalVolume : )\ /cpaas/monitoring/prometheus H3REHl

e PV: M\ PVEREZRES (iU PV K persistentVolumeReclaimPolicy & &}
Retain )

« StorageClass : )\ PV 2B RS

AR REEG

1. B Admin API :

kubectl edit -n cpaas-system prometheus kube-prometheus-0

ARIECE :

spec:
enableAdminAPI: true

FE  EEHRGAECESS , Prometheus Pod (Pod %R : prometheus-kube-prometheus-0-
0) ¥ERE. BEFHA Pod KEA Running [FHE#HTEEIRE.

2. BURRIR

curl -XPOST <Prometheus Pod IP>:9090/api/v1/admin/tsdb/snapshot

R R

1. B2 HBEIERE B2 Prometheus 2§ :

kubectl cp ./prometheus-backup cpaas-system/prometheus-kube-prometheus-0-

0:/prometheus/
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2. BRI HEFEE R R

kubectl exec -it -n cpaas-system prometheus-kube-prometheus-0-0 -c prometheus sh

mv /prometheus/prometheus-backup/* /prometheus/

AN RN FHIEE A LocalVolume |, °] EHE & A¥URE BIZIEHATET =i
/cpaas/monitoring/prometheus/prometheus-db/ Hx.

BAEER

o ZMTHUGT , TTEBIMEMEIRIE AT TSDB A& 15 ¥R
o KESERSE , Prometheus & B ENINEH 5L S Im8UE

THEZ

TSDB ¥Rz Ut

TSDB #& A EIRLEM 7RG -
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—— 0@1FXP317QBANGAX1XQAXCJIK9IDB

| F—— chunks
||~ ooee0
| —— 1index

| —— meta. json

| L—— tombstones
F——— chunks_head

| —— 000022
| L—— 000023

—— queries.active
L—— wal

—— 00000020

—— 00000021

—— 00000022

—— 00000023

L—— checkpoint.00000019
L—— 00000000

RO EESEM

o HHEIEAEEEHNEEFT R
o BN THIRE G

o {FM PV 77T , 0% persistentVolumeReclaimPolicy X & A Retain

JRsIRAE

o WIFNIE¥IEREBCIEMRE
o EHIBEEUER TR
o {FAMRIBRMHAIES , AJ%FE ] Admin API
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Menu ZARTUMEYE >

VictoriaMetrics S8 ¥03E& M Sk E

BRIEDIR
1. AR iR IE
2. PUTEIRE
3. PUTEIRE
ES(EAES
THEZ
JRERIER1E

TIRERII

VictoriaMetrics {5 iZ R & 43 SR ENREAVFEST IR BRI T & M AL BB O EUIR IR
R, LRI SIREN T2V ] At

M=

o ERIE G EIEBIREHEE K
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o AREIRIHEETH
o KHMERE

o MEAMRIIRER

HIE & AF

o P %I ACP Monitoring with VictoriaMetrics {4
o IR RBREMETE AT &%
o A#&X VictoriaMetrics 77AER& 1R KT AR

BRAEDIR

1. B AfFERR 1S

VictoriaMetrics H) S 1S ¥ BB IE R 2s TEE KIS~ , BB -storageDataPath S¥FsE , ZUAA

/vm-data .

ACE7RB

spec:
template:
spec:
containers:
- args:

- '-storageDataPath=/vm-data’

1tEH : ACP Monitoring with VictoriaMetrics #HITTE LR FRA vmstorage-cluster , ZERYZA
StatefulSet .

2. PATHIR &1

{£F vmbackup TAS#ITEHIRRH , VFHIERIEES % vmbackup B 7730 7.


https://docs.victoriametrics.com/vmbackup.html
https://docs.victoriametrics.com/vmbackup.html
https://docs.victoriametrics.com/vmbackup.html

VictoriaMetrics 'S5 ¥IE & 51k E - Alauda Container Platform
4= =
3. ITHURERE

{£ R vmrestore T AWK E & BEUE , VR IEES % vmrestore B 7301 7.

BAFER

TRERR  EERE—HTRENEERIESEOX. PITIRERER , BREEBIERKE
BB THRA.

THREZ

« VictoriaMetrics B /7344 7
o BURBHRIERE -
o BRI RHIEHE -

LSS S

o WIFEMIURITEML
o REEWEMTI
o TR RIRAE

o MIEFMEFHPITRE


https://docs.victoriametrics.com/vmrestore.html
https://docs.victoriametrics.com/vmrestore.html
https://docs.victoriametrics.com/vmrestore.html
https://docs.victoriametrics.com/
https://docs.victoriametrics.com/
https://docs.victoriametrics.com/
https://docs.victoriametrics.com/vmbackup.html#best-practices
https://docs.victoriametrics.com/vmbackup.html#best-practices
https://docs.victoriametrics.com/vmbackup.html#best-practices
https://docs.victoriametrics.com/vmrestore.html#troubleshooting
https://docs.victoriametrics.com/vmrestore.html#troubleshooting
https://docs.victoriametrics.com/vmrestore.html#troubleshooting
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= Menu ALY >

M B R X 6n 2 L84 O K EE P28 E iR

Bk

Thaetitid
EEER B
HIIR 5
BRIEDIR
ES(EAES
THEZ
JRLRiRAE

ThREMER

FAsHFRS BRI AAHNECE | NBE X mAKMERAOXEMR IR  EEEBELE
NHEBRXLEONMLRERER.

& A

YEMTREFABEXGERMEED (RAFE eth.len. wl.*|w.* GEMT) BFREFE
X R AR M R ERURRE A
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AU 561

o DA FER
o ERBFaEE AR
o BB EXMEEROMa & AT

BRAELDIR

1. REFFATRESAAF K CLI TRAREF.
2. B global,

3. 7£ global FHEFF , EIRXTNLVF LR moduleinfo RIREFR
kubectl get moduleinfo | grep -E 'prometheus|victoriametrics'
TR

global-6448ef7f7e5e3924c1629fad826372e7 global prometheus prometheus
Running  v3.15.0-zz231204040711-9d1fc12474c2  v3.15.0-22231204040711-9d1fc12474c2
v3.15.0-22231204040711-9d1fc12474c2

ovn-0954121f0359720e8c115804376b3e7e ovn prometheus prometheus
Running  v3.15.0-zz231204040711-9d1fc12474c2  v3.15.0-22231204040711-9d1fc12474c2
v3.15.0-22231204040711-9d1fc12474c2

4. g b &% B moduleinfo &R :
kubectl edit moduleinfo <MVS-EE£f4) moduleinfo &EIR4&FR>

5. s Nakf& ik valuesOverride “FEX :
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spec:
valuesOverride:# dRIAFERATELE, NFEESRE spec FHE valuesOverride FEERATS
4

ait/chart-cpaas-monitor:
global:
indicator:

networkDevice: eth.*|em.*|en.*|wl.*|ww.*|[A-Z].*i|custom_interface

6. &1F 10 N5 e , KET R8T

H¥

Wi ERMEERER , ABCER AR,

BAEER

BB , BRI DEFE EETUEESR BE X a4 ME RO THE

o MERIREBE
o MBHITE
o MBBALET

THEZ

o ARAMBEEENESER BRI

LSS S

o MHTEE XM RO RIMERETER
o RIBMEITHIRREEZENN



Menu

IR

o fEAIRS

e ¥ Jaeger Operator

o #BE Jaeger KH

o 4% OpenTelemetry Operator
e EBZ OpenTelemetry S/

o BRAThREF X

o HIFIBERAS

& FB%E - Alauda Container Platform



5ot

29

o MuDAM

o WREIRAE

0 A

R &

e Telemetry

e OpenTelemetry

e Span

e Trace

¢ Instrumentation

e OpenTelemetry Collector

e Jaeger

B{FrEra

& FB%E - Alauda Container Platform
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SER
o ThREMEA
o IR
o DIREMH
o BEREM

o EWMLERNM

BWEERHE
o iR
o HDTAE

SKHITERE

Java v BTt A A RFZENA R

o INRERIN
o fERIAR
o BIEFM
o BIFDIR

o BIEER
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5 TracelD X% HE

de 5=
B3R

¥ TracelD #NZE| Java VA HE

¥ TracelD #N%| Python X FBHE

BUEFIE

[A)ER4LIE

EVAE BT KR A

(R ik

RE S HT
RELRRIRFT R
RE2HFRIRTTR

A RGEEIE AR o2

o [ALEFEA
o RENHT
o RELMNMERTTR
o RE2MMERTTR
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Menu ALY >

>

48

(&

Distributed Tracing 838 ACP & Al UMMEE AL OA M | IRED AR M KR
Ui iE SKIRERAM S ATRES] .

B AE PO R SR IR BRENRE -

e Trace collection , &I OpenTelemetry BafjE Ak SDK & iY, , SR HAEKEGEHR B
HXKE

« Trace storage , {f [ Elasticsearch {EA/ainfFfE , SRILIRERIUEHN Y RIFAL

o Trace visualization , &3 EHLA Ul {EREMBFKBECRBET , KIMS AL

« Trace querying , SX¥f¥H TracelD, IRFAFR. WRERHAFEKHRRF I THEHELR
i

B 5 OpenTelemetry srAER FFIRA MR , FHWEMBLRIRBEM RS FE |, HHTIEAEMER |
BERFTEBEREGER , FHMAMIRSF WP RN X RGERE.

H=x

1 FHBR 1

{52 FABR !

EFIRERTNAERT , MIEERUTIR S

o FAFRMSMERENTE



48 - Alauda Container Platform

o EETEIHRT |, IRIFEUEMINRETBEAXT Elasticsearch FKIMBEFMIFAEIE L—EEN ;
BUURIEY BN SIRACE AR,
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= Menu AT >

WARNING
AEEXVER T AR TFESERASERNITR.
Tracing A5 Service Mesh A5 . aIREEFRE Service Mesh A |, iELHEE.

KIgF AR ETE iR H4E Alauda Container Platform &8 &K IR ALNIRAE.
AR

o A EAA platform-admin-systen FAFREIMKS , ATLLIA] Alauda Container Platform £
gio
o BRELHEE kubectl CLI,

o BEPE Elasticsearch LAMATHEMIBEREIRE , BFEAR URL F Basic Auth {5E.

B=x

¥ Jaeger Operator
183t Web 12 & &3 Jaeger Operator
8% Jaeger KA
3 OpenTelemetry Operator
BT Web %4 & &3 OpenTelemetry Operator
#BZ OpenTelemetry S/l
JBRThREFF X
EBIBERARLE

k% OpenTelemetry 5245
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{ENE; OpenTelemetry Operator
k% Jaeger SKf5

fENEX, Jaeger Operator

4 Jaeger Operator

BT Web 154 & &4k Jaeger Operator

#=a] PAZE Alauda Container Platform f{] Marketplace — OperatorHub #1323 Jaeger
Operator , Operator %3 1] I, 7] FBE) Operator,

Nis

I

1 Web =56 H) B 5 SLEF , FIFEEE Jaeger Operator (K] 55 , SRRHEA
Marketplace — OperatorHub,

{F I RIEIE A B R Alauda build of Jaeger , My Alauda build of Jaeger Fril,

[%)3% Alauda build of Jaeger TAH_E /] Operator NMA{5E. , mi Install,

1 Install TAA :

o 1%#% Manual {£5) Upgrade Strategy, X7 Manual EE#tRER , OLM S8/ EINEK.
ERGEHEIRR , BVRF it OLM BEFIEKAFH Operator ZIFTARAS,

o 1%&+4% stable (Default) JiiiE.

1% Recommended £ Installation Location, ¥ Operator T3 fE#7F/H] jaeger-
operator #n&ZTE[AIF , PA(E Operator REB W= H AR BN T 6 & TRIFT A A,

e =i Install,
o I\ Status B/~A Succeeded , DAFfIA Jaeger Operator &3 i3,

- # Jaeger Operator WFTAAMEERNTE. BITARBERER , PUTATHS -
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kubectl -n jaeger-operator get csv

Ntk
NAME DISPLAY VERSION  REPLACES  PHASE
jaeger-operator.vx.x.0 Jaeger Operator x.x.0 Succeeded

IR PHASE FEREBIRA Succeeded , 3RIN Operator K& HAA ML I AT,

3BE Jaeger 15l

ARAEA install-jaeger.sh fIAR%EE Jaeger AR HEMA TR , AHAES =155 :

--es-url : Elasticsearch ijj|a) URL,

e --es-user-base64 : Elasticsearch f{] Basic Auth FHF4% , base64 4L,

e --es-pass-base64 : Elasticsearch f{] Basic Auth ZRY , base64 4ghg.

M DETAILS EHRMA , BREIBIRLIRER , SRIEA install-jaeger.sh , BFHITINR
AT :

DETAILS

A BATIRA -

./install-jaeger.sh --es-url="https://xxx"' --es-user-base64="xxx"' --es-pass-base64="xxx"

FEl Ay i 7R



2% - Alauda Container Platform

CLUSTER_NAME: <cluster>

ES_URL: https://xxx

ES_USER_BASE64: xxx

ES_PASS_BASE64: xxx

TARGET_NAMESPACE: cpaas-system

JAEGER_INSTANCE_NAME: jaeger-prod

JAEGER_BASEPATH_SUFFIX: /acp/jaeger

JAEGER_ES_INDEX_PREFIX: acp-tracing-<cluster>

PLATFORM_URL: https://xxx

configmap/jaeger-prod-oauth2-proxy created
secret/jaeger-prod-oauth2-proxy created
secret/jaeger-prod-es-basic-auth created
serviceaccount/jaeger-prod-sa created
role.rbac.authorization.k8s.10/jaeger-prod-role created
rolebinding.rbac.authorization.k8s.io0/jaeger-prod-rb created
jaeger.jaegertracing.io/jaeger-prod created
podmonitor.monitoring.coreos.com/jaeger-prod-monitor created
ingress.networking.k8s.1io/jaeger-prod-query created

Jaeger UI access address: <platform-url>/clusters/<cluster>/acp/jaeger

Jaeger installation completed

2% OpenTelemetry Operator

1B Web 5%l & @3 OpenTelemetry Operator

#m]PALE Alauda Container Platform (€] Marketplace — OperatorHub %% OpenTelemetry
Operator , Operator %13k 0] I},7] FHEK] Operator,

Nis

R

o 7£ Web $ZH|5H) B R Y& , EIFERDE OpenTelemetry Operator () &8 , SAJFIEA
Marketplace - OperatorHub,

o {FAERIEILZREFZPH Alauda build of OpenTelemetry , 7 Alauda build of
OpenTelemetry #58l,

 [#i Alauda build of OpenTelemetry TR [E_E K Operator NM4A{SE , A Install,
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e 1f Install TUMA :

o %3 Manual {£4 Upgrade Strategy, X Manual E#tIRES , OLM &A1 E K.
ENEREER , BYIMFIE OLM BENEKAFHK Operator EFThRAS .,

o %3¥ alpha (Default) Jli&.

o 1%&# Recommended {E4) Installation Location, ¥4 Operator LI {EHEEFH
opentelemetry-operator A3 Z[A)F , DA{E Operator BERS MR HEERNTE v & A+

ATA.
e &1 Install,
T\ Status /R4 Succeeded , BAfaiA OpenTelemetry Operator 223 a2,

» ’& OpenTelemetry Operator KIFTBEMHE BN L K. BERInERER , fITA T

4

kubectl -n opentelemetry-operator get csv

Nkt

NAME DISPLAY VERSION  REPLACES  PHASE

openTelemetry-operator.vx.x.@ OpenTelemetry Operator x.x.0

Succeeded

MR PHASE FEXEIRA Succeeded , 3RJN Operator &I AA MR EE BTN,

¥1ZE OpenTelemetry K45

A RMER install-otel.sh A% ZE OpenTelemetry S & HAH R RIR,

M DETAILS EH|&EMA , BFRBIBRTEER , (RTFEA install-otel.sh , BFHITARE
PIT :

DETAILS
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FRA PRI TR

./install-otel.sh

PRV TR 151

CLUSTER_NAME: cluster-xxx

serviceaccount/otel-collector created
clusterrolebinding.rbac.authorization.k8s.io/otel-collector:cpaas-system:cluster-admin
created

opentelemetrycollector.opentelemetry.io/otel created
instrumentation.opentelemetry.io/acp-common-java created
servicemonitor.monitoring.coreos.com/otel-collector-monitoring created
servicemonitor.monitoring.coreos.com/otel-collector created

OpenTelemetry installation completed

AN Y

B FThEEF <

BIERAG BRI T Alpha (EL , EE R 7E Feature Switch fiEFFzh/2F acp-tracing-ui I
BEFF K.

$XJ5 , B\ Container Platform {18 , SfiiE Observability - Tracing , Bl 7] &EH BRI

b
e

~

o

o

HFIEIRARLE

k% OpenTelemetry L4

BEREREMER , PUTLAT S Mkk OpenTelemetry S5 & H A K FIR.
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kubectl -n cpaas-system delete servicemonitor otel-collector-monitoring
kubectl -n cpaas-system delete servicemonitor otel-collector

kubectl -n cpaas-system delete instrumentation acp-common-java

kubectl -n cpaas-system delete opentelemetrycollector otel

kubectl delete clusterrolebinding otel-collector:cpaas-system:cluster-admin

kubectl -n cpaas-system delete serviceaccount otel-collector

E)ZL OpenTelemetry Operator

AT URIE Web = & 1) B1E R fLEIEIZE OpenTelemetry Operator,
IR

o 3\ Marketplace — OperatorHub - {#F3 #&1E % Alauda build of OpenTelemetry |,
M7 Alauda build of OpenTelemetry ARl \EIBER.
« FEVFIERAG LM R Uninstall 3240,

o {E3#H ) Uninstall "opentelemetry-operator"? % ]9 /= i7 Uninstall,

k% Jaeger S5

BEROTERER , PITUU T 4% Jaeger Sof8 K H AR EIR.

kubectl -n cpaas-system delete ingress jaeger-prod-query
kubectl -n cpaas-system delete podmonitor jaeger-prod-monitor
kubectl -n cpaas-system delete jaeger jaeger-prod

kubectl -n cpaas-system delete rolebinding jaeger-prod-rb
kubectl -n cpaas-system delete role jaeger-prod-role

kubectl -n cpaas-system delete serviceaccount jaeger-prod-sa
kubectl -n cpaas-system delete secret jaeger-prod-oauth2-proxy
kubectl -n cpaas-system delete secret jaeger-prod-es-basic-auth

kubectl -n cpaas-system delete configmap jaeger-prod-oauth2-proxy

F1Z Jaeger Operator

AT PUBIT Web 1358 1K B 52 fEENEL Jaeger Operator,
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Nis

I

Pt )\ Marketplace — OperatorHub - {8 £ Z&4E €% Alauda build of Jaeger ,
mi Alauda build of Jaeger ArglH \iEIBER.

EVEE A /A R Uninstall 1241,

£33 f Uninstall "jaeger-operator"? & [ &5 Uninstall,



Menu

£33

B8¥4] - Alauda Container Platform

ARTUHENE >

ALMET OpenTelemetry #1 Jaeger ABME , SRS ANARFEN LG BAEE, R
SEEEIEXSE. . 6. ERNTT AL R ORR,

Business Cluster

query trace

auto-instrumentation

£ npeMeIemeiry—nper;r;r\

install

embedded

—
L
r,

i,
jaeger-operator >
\%. 4

install

User

B=x

RS
BURIRAE

install
[Tracing UI]

OTel App .-_-"

traces

ElasticSearch

"

e SRR
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PR

1. OpenTelemetry {KX %

o opentelemetry-operator
&R Operator , TaTihhE5%EIE otel-collector 2B , I OTel BahIFNRE

o otel-collector

Uk B N AR FFAIBEREE |, SHTIEIR. IR fa% K E jaeger-collector,
o VAR UI
A% jaeger-query API (BRI LR E | STIFZ AR
2. Jaeger K&
e jaeger-operator
EE5EIE jaeger-collector 1 jaeger-query ZA4,

« jaeger-collector

FUA otel-collector ¥ & 40 H fa VA SRR |, ST/ EE# JFE A Elasticsearch,

e jaeger-query
ReAbA RS APl , XXFF TracelD, #REFZAHRE.

3. Fhel=

o Elasticsearch

NHNFMEE , XFFEE Span FENSBEANSKE.

WHEIRAE

o ENAE
W FFEFF -> otel-collector -> jaeger-collector -> Elasticsearch

I FAi@iT SDK skEzhiE N4 AL Span #3E , £ otel-collector FRAEANESG , 9 jaeger-
collector X 12! Elasticsearch,
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o ENAR
B -> A% UL -> jaeger-query -> Elasticsearch

BFIET UL RATE WM |, jaeger-query M\ Elasticsearch 8 Z&%UE |, Ul IRIBIR BIZ5RH1T
AR,
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Menu ZARTUMEYE >

P O

Bk

Telemetry
OpenTelemetry

Span

Trace

Instrumentation
OpenTelemetry Collector

Jaeger

Telemetry

Telemetry 1aHE R R HAT AR LR , BIEHER. TabrfHE.

OpenTelemetry

OpenTelemetry £ — AN ULNME ~HEZEF T A4A , EEQIEMESIEENEIE |, a4tk -, F845
SHMBEZE 7. EERRE |, OpenTelemetry 2tVEILRH , XEKEE 7] LS EFE] NNV &
vm—iHc{E A , BFE Jaeger 7 M Prometheus 7 XZEFFFET R R BNV =50,


https://opentelemetry.io/docs/concepts/observability-primer/#what-is-observability
https://opentelemetry.io/docs/concepts/observability-primer/#what-is-observability
https://opentelemetry.io/docs/concepts/observability-primer/#what-is-observability
https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/logs/
https://opentelemetry.io/docs/concepts/signals/logs/
https://opentelemetry.io/docs/concepts/signals/logs/
https://www.jaegertracing.io/
https://www.jaegertracing.io/
https://www.jaegertracing.io/
https://prometheus.io/
https://prometheus.io/
https://prometheus.io/

1% - Alauda Container Platform
Span
Span (EE) E0ARNEBRMNEAMEDR , AR—DAEEKIRESTERT. B4 span iR
TERFPHEFESNME , BN BEFHRERI TSR R ERNVFEAIE L.

—> span BE AR, WEMRXNHE. GHERBESHERREMTHE (B  XEER
HEL T IRIERTTREIR.

Trace
Trace (IBER) ICRTEK (TURkBNARFERLIRMA /) ELMEFLEM (MRS
SRl H) FrEERE,

—MEBERH—1NEEZ A spans A%, B— span #HFAR span , ERER T IERKAFFIAEILER
AN L4 FIRA, 1R span FTHF span 2B AR LT XEE , R TERAIEITEFHEA

ijB% o

IRHEBERHE , ERMARARGETIRAIMBE RIS RIRA R ERIER REPitt. BERBT N EE
SRERGFRIRNEEE , BT DN ARGHERFIE.,

Instrumentation

AT SR, REFEHITIEM (Instrumentation) : LR ARG HRIBNIA L
BERE | tERE S FIBE .

®iT OpenTelemetry , #X] DUBIT AN T B AL AL B THRME -

1 BETARBIMBAATR 7 EFREARHKERTARSHESH API F SDK 7
2. FRMNMBRFAR 7
ETARESHR IR 7 RAEEE NN FRENRIT B R A IRR M E R 0 NdE. T UEE

OpenTelemetry API 7EL FRHP A Al MR | IR XS RR MR A M E WEIRHEZ £
7t


https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/logs/
https://opentelemetry.io/docs/concepts/signals/logs/
https://opentelemetry.io/docs/concepts/signals/logs/
https://opentelemetry.io/docs/concepts/instrumentation/code-based
https://opentelemetry.io/docs/concepts/instrumentation/code-based
https://opentelemetry.io/docs/concepts/instrumentation/code-based
https://opentelemetry.io/docs/languages/
https://opentelemetry.io/docs/languages/
https://opentelemetry.io/docs/languages/
https://opentelemetry.io/docs/concepts/instrumentation/zero-code/
https://opentelemetry.io/docs/concepts/instrumentation/zero-code/
https://opentelemetry.io/docs/concepts/instrumentation/zero-code/

1ML - Alauda Container Platform

TERAMERAZEERENT , BEETAEUFRECE VIR AR FRER. B4
BEEFERNESETAEREETAENSEE. Z—FEEE |, BT AfEFD
5 (Edges) EAEMEHEE.

X PR R Ty 5% AT AR BSE A

OpenTelemetry Collector

OpenTelemetry Collector & —/ MV ETTRHAIE | fEigiik. WIEFSEENEIE, ©XF
PAZ FPAE X EWOE %R (20 OTLP, Jaeger, Prometheus ARFZENMN/EETER) |, 3%
BIRAEE|— A RENFIR. BETFESE Z b B M EENEEE.

¥ Z{=2F5 I Collector 7,

Jaeger

Jaeger E— BN N AN EBERAS. ©BELIEMSHMETHRS EHHE RN HRER
%, BN ABUTNWEKIEER. DATHEREMIKLHEERE . Jaeger 3% OpenTracing FrAE

(ILA OpenTelemetry BK—H#B4y) , XITLFRIDES MEME A , 2= R4S K <] W
T A,


https://opentelemetry.io/docs/collector/
https://opentelemetry.io/docs/collector/
https://opentelemetry.io/docs/collector/

$24EF57g - Alauda Container Platform

Menu

eSSl

BRIEER
o ThREiEA
o TEH
o THRE(LH:
. BB

o BWLERDHT

BHRNEERAE
o HEMEHER
o HLTAE
. FESMH

o AEEWIRE
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Menu ATURE >

BIETR

Bk

ThAEA
TR
TREMR
BERE W
ST 1 A EMAHY
IR 2 PATEM
BWERAM
Span 313%
i} Fr 4D

Span V¥1tE

AN S
HEEMEA
S IB IR E W INEE IR S 2o MR (e B AR B ERBE S |, B W& RS ENEA R TTEHEE |
A FRREA SRS AR, e FE/B R T (A

o TEKEIKIERR | ERIRDMARSTERTEIBE KK,
o MREIRIAT  IRABER PR R RE )RR R.
o HIEARRES | BEFRIFMCHRIERE M REAERR.

E R REE



EIBER - Alauda Container Platform
o TEAFINREHEHEN R EVLFE RS
o EMRERAMITIRAISIEIR VAR,
o TEHIRAL A ERIERSBKVEARRXAR.

OMHE -

o RITN ARG AT MMM,
o UafaFIERERE (MTTR) .
o RAARST BRI FATERE.

N 4+,
FTESM

. BUREEW | %9 TracelD. BELH. L AMERRAAS.
o LA | R PR A E B R R R B (B3 75.

. RN« SEENE Span HEFRE S IRE.

TNREISS

o PREFIRFIRE : B SHERERSFALGEMNIETE , MREEE R E.
o ARAEN : ERANFEAEEMRINARXR , REERMEIHRTEEDTRBRER.
o RIGZH  RNSHFHATNMEMAGEN , BN EFEHENIT SR,

EFRE

L BIR 1 AEEW&KNG

R ENAHTASER B IETRNZ N ERFAERBALES,
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El&L WiEA

TracelD TEERERNE—INR , FTATERTEERIERR.

AR 55 BRMAEWAREKMRS (FEEESEHA) .

. AT UBIS M AMRE (Tag) SIREWLER , FFRRERTE Span
- VENEER RS,

Span F£H . -

ST PN ATEREFT HAE (SW) # Span,

il 5% Span £735 Tag {8 error ) true f] Spans,

Spans

R Span : 2 ZBACEEK MRS RICHIR Span, HECERIIRSZ
Span 3¢#! ENARVEK AR BHE AR RIR,
fRs5 A\ A Span : BRACER RS BOAREERRSE—1 Span,

AIERKERK Span 2 , ZhiAk 200,
RAEMR N - B TMEEEIR , FE—AH®Z R7N 1000 4 Span. MRTE
w TSR Span WERT RAEWRE , AT UBLE W SHRMAER
Y/ NI RSO I T B A

2 U2 PATEN

o EBREWKMIEGAMNAESS BT FMBIE LM M, AR ERE K
BRI, FHMREM).

o BERARIT ¥ REWSM , REBRRINTHE AT RS

EWLERDAT
AEAAHSHIRIR | MK AR,

Span %13k
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EWERDIBAMBRFFE 5RMAH Span FIREAEREE , BIF : RSB, ARKEROEK
SEIEVESRINTT L. R R IT AR A].

i Fr % An

EWERISA MK FFRAEIBWRZR T — BB K Span ZERIEARXAR, EIBERDHT
PR FFRAENERFRAT

1. B LM TR : HFEGEFHENEREMS (Spans) B% BEIFR EAM TREF , 81
KFEEARF—DMS ARSI |, B RR T HARRZEIRF.

2. BHAVRHRY TF « B PR AR AA AR TR, S FBRKERNZOARFERNE , AFE
WA RV IR R R AR

3. YAt R | EHFRINARKERRR | FREBIRRRIEXFEE TR RRIREE K.
4. STEMHERERBIE RN « R RAEFNAETUBRZARNEZ FAEE.

Span 1¥15
BT B FREAES Span FifE T , AJARIFHESE Span HKFHEEE , HFEE :

e fR% : Span FHIARS.
Span #£8f (Z#) : Span FFEA(A],
URL : ARE-A1RK URL , ST F Span 7&K http.url,

PREE @ Span KIFREE(EE , ERMEXAMN , TRTSFERRNIMEE RS, B Rltre
FHIRA , TS AR R MAT RS, LS —DEMERLR.

JSON : Span iJR45 JSON 254 , AFE—HKREHNIMEE.
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Menu ATAHES >

EWIEERHE

Bk

ML IA
e hiE
HIIR 5
HEEWIRME
VilEEER A&
WA
1% Pod &K
1R [E)S
REWMZKM
A& Trace ID
SRIRAE
SHEE
BE L BRFE
ERERELETX

MR

B ER HEME A FEEB(E RE—) TracelD WA SIFENHRNEBLMEXMBEE. IR
BAFFR A RAIEZE N SRR Az m)El , IEARESKIRAR | 7Rk s R SIBER £ T 3ORHG k.

EFRME -



EWIBERHE - Alauda Container Platform
o RAFRANMT  IRADHARAREF MRS R R [A)H,
o EFTRSCKEK - ¥ AESERE R |, ISRILRE 0] W,
o S¥ULIE : #& Pods B¢ TracelD idIEHE , PARIFMEREIE.

BRI

o FHAERFFFKY.
o SITEFTAERT MR
o BHTHERAIEIRAZARBRE M.

% OIRE

ZT TracelD &) : FRKFEM TracelD KRS KEXKKTERE.
DA Pod AR/ ORI : ERSSIEEEE Pods HHEE.

AESH « TSRS H T i far B SEE.

L TXHEES : RERRFE RS CRAITERARDHT.

AR 51

TIP

1B TracelD EWBERAEZ AT , BHIRSEX RFIHTIE , PMEEWEBEHBE TracelD, &
1/ Business Log Correlation with TracelD Guide PAAREECE ¥ .

BOATA
o BIRENBEIFENBREE
o WTFATF 1 HMHER , FEEHIFANEZ FER 1 HHRKEE.

/L,\E-l'/—_l :}nu 'f/IE
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[ PRSI ]
Vil ERRHE

1. AEWELGR , ATHEEREUNEREHLFMEE.
2. FEIBIRAALERF Rt ERHE 5%

digHE

& Pod & #R

£ Pod £#% 8%+ , AS5REFIRSEFE R Pod,

1R [ELE

f£ BFIAEE EaT , TR E A ESEE .,

REWFRMG

£ EWHKM IREFHARET , DIRIBFFENBTIBAE.
A& Trace ID

%&4% A4 Trace ID 5 3%&4E.

BRI

SHEE

1. mif S8,
2. Y EEEEREAENTER.
3. R EH KR (JSON/CSV)

BREMXBRTE
M RE. VMBI REARR BEF BT L.

EEHELETX
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1. R EELKBEFAN L.
2. REA BRI BT /A 5 KR RLEE.
3. EABRAF L TRBIUNEEZ B,
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Menu

SKHTERE

Java Y Ttz A A =N E AL

o INRERIN
o fERIAR
o MIEHM
o BAEDIR

. H{EER

5 TracelD <% BHE

de B2
¢ B=R

e ¥4 TracelD 0% Java N BHE
e 3 TracelD ¥si0%| Python VI H &

o WFATA



Java & TR A A IEN B FBSE - Alauda Container Platform

Menu ALY >

Java Y FTCR AT IR N A A6

INFO

B3NE K OpenTelemetry Java Agent ~ 3% Java 8+ fRAS,

BB M
BAEDIR

BIEER

TNREEI ST

VRREERENARAG I WIUMRIZOBES |, BEB TTEICKERIERZE N RKIZ SMEsE
¥R, AXNAMEIRT B37EN OpenTelemetry Java Agent KA , 3K Java VA TTRA
BENABREBERER.

M=

BEARATUTIZRMN Java FHEN :


https://github.com/open-telemetry/opentelemetry-java-instrumentation
https://github.com/open-telemetry/opentelemetry-java-instrumentation
https://github.com/open-telemetry/opentelemetry-java-instrumentation

Java W AT HIENAAEE - Alauda Container Platform
o FEPRRA Java VRN AREEEREE
o BEEREHNYBFREFIRRE
o {#/ Kubernetes FH{TARFHDE
o HEATILAARS BIVA R X R ANMERER IS AT

BB &AM

{EFASTNRERT , ALK :

o BFFRFEBELE Alauda BEFA

o R%{EM Java 8 BE S IDK IRA

o RBEHE & Z(EH) Deployment g4EAN SR
o FEBTAAREEE

BRAEDIR

SHEHE Alauda Container Platform JE %K Java NV , EEHITUATIER :

« >k Java Deployment F2& B3ENIFHE.
o ®E SERVICE_NAME IEX =,

o i{&'E SERVICE_NAMESPACE IEAFE,

Deployment &BC/~ I :
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apiVersion: apps/v1
kind: Deployment
metadata:
name: my-java-deploy
Spec:
template:
metadata:
annotations:
instrumentation.opentelemetry.io/inject-java: cpaas-system/acp-common-java 0
labels:
app.kubernetes.io/name: my-java-app
spec:
containers:
- env:
- name: SERVICE_NAME @
valueFrom:
fieldRef:
apiVersion: v1
fieldPath: metadata.labels[ 'app.kubernetes.io/name']
- name: SERVICE_NAMESPACE @)
valueFrom:
fieldRef:
apiVersion: v1
fieldPath: metadata.namespace

1. ¥ cpaas-system/acp-common-java Instrumentation fEAjE N\ Java Agent RIBCE .
2. BCE SERVICENAME PMRAFE , AJIE labels KEXEREEEMF .

3. BELE SERVICE_NAMESPACE HfiEATE , H{E A metadata.namespace .

BAEER

Java Y FIERC/E

g oo J

o ¥E3NM Java N FH pod HEFAE opentelemetry-auto-instrumentation-java ¥R , N
RNENEH.

o [6] Java I A ENEEK,

o 7t Container Platform &+ , 1%3#% Java IV BATAERIRE . £ HM4L T8,
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o AR TN -> A RE TE , BF Java I AR REESIEME FRME,



5 TracelD M5V % H7E - Alauda Container Platform

Menu ALY >

TIP

AICREFEF TR N AN AR AARSF & A7 E L 3B TracelD 1 ¥ TracelD RNEINARE |, &
GRAE—EFRZBRNEHTFEAR.

5 TracelD MXHNEHE

H=x

de 82

Sy
¥ TracelD #xN%E Java VAR E
¥ TracelD #xN%| Python B HE

RuF 7%

de =
B

o ATIEMMEZNEINEENEE (FERAMERPIEABNAREERT S/RS) KEEE—
IRERF , RS HTTP &Kk KA FE TracelD FHE b T RELIRERKIEE..

o — AN IRIRFRIRBAAMEKRIERITFE |, TracelD EFMAZERKKE— ID. EHERES
TracelD J7 , IREMSE R LSV A BEH1TREX.

BT ERER , ACEMERMNAM HTTP E5KKPHREX TracelD R EARMEINABEF |
ZReB{E M TracelD HEMERF A _ LR HTEE.
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¥ TracelD 0% Java W HHEE

TIP

« DUF/RBIET Spring Boot 1222 , 7{#f Log4j #1 Logback #1Tii8A.

o BRI RFEFF R LT ek &M

o HSERZEIUARA DRI E L FEK

HEE ARAZESK
Log4j 1 1.2+
Log4j 2 2.7+

Logback 1.0+

« WRRFEEA JavaAgent,

FiEL : BLE logging.pattern.level

ERERN FAFEFECET M logging.pattern.level S%, 2N AR

logging.pattern.level = trace_id=%mdc{trace_id}

F77E2 : BCE  CONSOLE_LOG_PATTERN

1. 8% logback BCEX 4 , 2N F AR

TIP
LA DIE® B A , K %X{trace_id} 3FRRM MDC FHEZREIKSE trace_id KIE.
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<property name="CONSOLE_LOG_PATTERN"

value="${CONSOLE_LOG_PATTERN: -%c1lr(%d{yyyy-MM-dd HH:mm:ss.SSS}){faint}
[trace_id=%X{trace_id}] %clr(${LOG_LEVEL_PATTERN:-%5p}) %clr(${PID:- }){magenta}

%clr(---){faint} %clr([%15.15t]){faint} %clr(%-40.401ogger{39}){cyan} %clr(:){faint}
%m%n${L0G_EXCEPTION_CONVERSION _WORD:-%wEx}}"/>

2. EFRMB HERZEF |, R esifd] IEMAFERBENEMEBEE , TR

@RestController
@S1f4j

public class ProviderController {

@GetMapping("/hello")

public String hello(HttpServletRequest request) {
log.info("request /hello");
return "hello world";

% TracelD {75N%! Python Y B HE

1. FENV AARET |, BRI TFREBAMNEKKFER TracelD, REIRENT , 7] MRIEFE 3

ITE% .

TIP

getForwardHeaders RN E K KPR ARIREMSE , HF x-b3-traceid HHEEPA TracelD,
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def getForwardHeaders( ):

headers = {}

incoming_headers = [
'x-request-id",
'x-b3-traceid’',
'x-b3-spanid"',
'x-b3-parentspanid’,
'x-b3-sampled’,
'x-b3-flags',

for ihdr in incoming_headers:
val = request.headers.get(ihdr)
if val is not None:

headers[ihdr] = val

return headers

2. FEM RIS | RMBLF RIS AEIN TracelD MATEREP. REHIBIT , THUR
EEBLHTIE :

headers = getForwardHeaders(request)
tracing_section = ' [%(x-b3-traceid)s,%(x-b3-spanid)s] ' % headers

logging.info(tracing_section + "Qops, unexpected error happens.")

KuEFri%

1. REZEMSMA=FH Tracing,
2. FEE W& %3 TracelD |, i\ TracelD 3HTE , SR 57 Add to query.
3. LB RMREREIET , |7 TracelD 3514/ View Log.

4. 7£ Log Query TUA_E , 4)1% Contain Trace ID ; RSB REE TracelD KHEHIE.
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Menu ALY >
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2. Elasticsearch SREHRR 1
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HRE 2B IR T =R

) il ik
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RE AT

1. A RFERFRECE TR

LR FR S IR ETRN , A ARILAIREFRERE. 5 KER ETRIEH
B, XA RER SRR ERT A LRE.,

2. Elasticsearch 24 [R 4|
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Elasticsearch 3| IZMABLE R "refresh_interval”: "10s" , XFEHEIBEMNRNFR X RIFHE
A ZRESHAER A10%, FEEMRITA RAVEBSERT |, AJRelm T IR R IFA L , L5RTRE
SRk,

XMRS|BLE ] A HUED Elasticsearch KEUIREIHES , IRARSIRENGAERNEE |, B
M E—EFE B _ERR T BUB A SR,

ESU NP S

o RIETRELIRSFKIER,
o EREFENXEA , MERXKEE,

ESPA P S

JBJE jaeger-collector [ --es.asm.index-refresh-interval BENSESEEAZERIFIENG , BAE
4 10s .
MBRASHER "ull" , MARESXTRSIH refresh_interval FHITECE.

EECEA "null" B, £%0p Elasticsearch fMEERERERKE,
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Menu ARTUHESE >

1A AR AN o

Bk

(AR
RE > HT
1. B A EER
2. BR)TE I PR
IRE LR RTT R
IRE 2B R TT R

) L IR

FAREENERB I THIEA T EAS

o TR (309Y5AN) BHLERREKINIEE.
BT 1 /NSEE R TS

RE AT

1. BRI ANIER

Elasticsearch WE AT RFELTNEZHX (buffer) - #ERE (translog) — E&SCHF
(segment) HKAMEIRFE | B ARIEIRTBEIE/E O] MERER,
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2. B[R] Bl PR 1

BOATBIUT , jaeger-query EIIS XTI KA MGERS , BESEREISTER KR 1A B8 /5 & 1E
fR—AN N,

Blan , B RN IGEEA 08:12:30 , LR 08:12:32 , NIEEZH AEREESEE
3 07:12:30 | 09:12:32

R, FRAMEE R 1/, B EHTEEN |, ATRETUARIS TR KR A,

ESH NP S

RS FFRIF UM EH =X E ).

RE 2008 R TR

NREHIERRF RS EREK , AR jaeger-query fR] --es.asm.span-trace-query-time-
adjustment-hours [EENSFRIAE /M A RERE I ESEE.

GEWEICAEA 1 /N, ERTRMRIE BSRIE S IE R,
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Menu

TRALK
1Bidi5H) 4 &2 Alauda Container Platform Log Storage with ElasticSearch

1 YAML %% Alauda Container Platform Log Storage with ElasticSearch

(B
=

s

54 & &3 Alauda Container Platform Log Storage with Clickhouse

&
[t

[

¥ YAML &% Alauda Container Platform Log Storage with Clickhouse
2% Alauda Container Platform Log Collector {4

B YAML &% Alauda Container Platform Log Collector 4
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SRREERES A

o BRZANRA]
o HEX&E

o HEHBRKFH
o HERAL

SR TER

o ZoMNTLL,
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o EFEIN

SAGRENX

ElasticSearch

Clickhouse

A
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Menu

>

48

(&

Logging 1342 ACP FA R MINMEANZ AN , REEmEEEEREN , e E
SR HTALE,

B AR PO ) HASTNRE

o HEXRSE , SN ATREF, BSMEMREAGHENBE S
o HiEMFME , & T ElasticSearch # ClickHouse [ , SCELA] ¥ B BIF X B &7
o HEEW , HFXYiEE HEHIRHRE B R ERER

JBIT 5 X Filebeat, ElasticSearch #1 ClickHouse 52 KEFFIRLAH4E | RS (ELALREEMW =9k
AIEFEAE , IMEHEREE , HREMESK , FRFREENMERKIZEIRE.
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Menu ZARTUMEYE >

R

F AR BERZEHRMMNMEHLER - Alauda Container Platform Log Collector 1 Alauda
Container Platform Log Storage, AN 2BIXHMEERIZE.

WARNING

1. global SRALIEMITAMERLSEBFHOATIE. WHE globsl KEEEBHIRLS
SR 11780 3501,

2. Alauda Container Platform Log Storage with Clickhouse {432 Clickhouse operator , Z3&3H
HENEARE R E 1% Clickhouse operator,

B=x

LARAK]
BII5H 4 &2 Alauda Container Platform Log Storage with ElasticSearch
BT YAML &% Alauda Container Platform Log Storage with ElasticSearch
1. %E ] FhR A
2. 13 Modulelnfo
3. Bk
BII5H 4 &2 Alauda Container Platform Log Storage with Clickhouse
BT YAML &% Alauda Container Platform Log Storage with Clickhouse
1. %E ] FhR A
2. 13 Modulelnfo
3. Bk

4= Alauda Container Platform Log Collector {4
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BT YAML &% Alauda Container Platform Log Collector ff4
1. ®E ] A
2. 47 Modulelnfo

3. BIFTe

— \

ALK

Alauda Container Platform Log Storage i) AR EER , BEEEHNBEEFRA
AR AT A0 B SR E M F RO .

Eit , ARkBEFEEREZ , FENNBEEMATSERRMERMNT A,

o 5RIE global £HIE RS MEN , MHBERLSENT , HREEEFHEEN AL
ETHENRSHE.

o MK BEETRNENTAEFRENT  AHEERIRATERE , NOBRIZ M FEE
it

o FAMEXIBEDIE—ANBHEFMEKB] , KMEAENAICR |, B BRSO ANRE
(AMREMRASHIERRK) .

ST ERTATR , BRSHMANASFaBHRAEE. HEFM#EXS /0 FILE
SRS |, AIRER TN,

o HHELH SSD W AT HEFM , ol &I HERE.

BidimE| &4 &% Alauda Container Platform Log
Storage with ElasticSearch

1L NAEEEE > SRHEM |, SRR,

2. £ #fF FrZ R , mir Alauda Container Platform Log Storage with ElasticSearch 411
BERA > Tk
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3 RBA MR EMA RS .

28

EERSNR

Elasticsearch

ARRIRRE

RER R

4' Ig\ﬁ ?%o

ViR

RIFRAREUZIRF 2 NER B ST,

LocalVolume : Zithfzfis , BESIERFHEIEITET RAMT
gz, WARKMREBEAGEESEAtiFaE , THET W
LEIIRTEAE |, R IFIITEAEMERE.

StorageClass : B FHENSARFHRIEFMAEHIE. It
ARREMES ; YBNEHTE NS M FEEN |, B8 ATRIEE
R B EA SR NS |, BRI EX KRN,
1B StorageClass MREFIBES MK TeAAE R FR ZER M , Bk
A FRim R (A TR LS SR = T .

HE&. EEMETBIEES R LT REBNRKE, B RE R
HIEIRR B B B,
K A ERERGRBISIE  MFEFEIEIRATASIFA

psii

IBE YAML %3 Alauda Container Platform Log

Storage with ElasticSearch

1. & ] FHhR A<

£ global A ModulePlugin 1 ModuleConfig ‘&R , H{REHE A%

logcenter

logcenter-v4.1.0

30h

30h
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RNERHTETE ModulePlugin logcenter , BRRAS v4.1.0 E440.

2. 6% Modulelnfo

£ Modulelnfo BRI AIERM , RECEEMSE :
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apiVersion: cluster.alauda.io/v1alphal
kind: ModulelInfo
metadata:
annotations:
cpaas.io/display-name: logcenter
cpaas.io/module-name: '{"en": "Alauda Container Platform Log Storage for
Elasticsearch", "zh": "Alauda Container Platform Log Storage for Elasticsearch"}'
labels:
cpaas.io/cluster-name: go
cpaas.io/module-name: logcenter
cpaas.io/module-type: plugin
cpaas.io/product: Platform-Center

name: <cluster>-log-center

spec:
config:
clusterView:
isPrivate: "true"
components:
elasticsearch:
address: ""
basicAuthSecretName: ""

hostpath: /cpaas/data/elasticsearch
httpPort: 9200
install: true
k8sNodes:
- 192.168.139.75
masterkK8sNodes: []
masterReplicas: 0
masterResources:
limits:
cpu: "2"
memory: 4Gi
requests:
cpu: 200m
memory: 256Mi
masterStorageSize: 5
nodeReplicas: 1
nodeStorageSize: 200
resources:
limits:
cpu: "4"
memory: 4Gi
requests:



2% - Alauda Container Platform

cpu: "1"
memory: 1Gi
tcpPort: 9300
type: single
kafka:
address:

nmn

auth: true
basicAuthSecretName: ""
exporterPort: 9308

install: true

k8sNodes:

- 192.168.139.75
port: 9092
storageSize: 10
tls: true

zkElectPort: 3888
zkExporterPort: 9141
zkLeaderPort: 2888
zkPort: 2181

kibana:
install: false

storageClassConfig:

name: elasticsearch-local-log-sc

type: LocalVolume
zookeeper:

storageSize: 1

ttl:
audit: 180
event: 180

logKubernetes: 7
logPlatform: 7
logSystem: 7
logWorkload: 7

version: v4.1.0

YAML FEGRAR -

FEIEIE

metadata.labels.cpaas.io/cluster-name

metadata.name

Wi EA
B RIRNBIRER AR,

Modulelnfo IR & %K , B2
EFaLERS.



spec.

spec.

spec.

spec.

spec.

spec.

spec

spec.

spec.

spec

spec.

spec

config.

config.

config.

config.

config.

config.

.config.

config.

config.

.config.

config.

.config.
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clusterView.isPrivate

components.

components.

components.

components.

components.

components.

components.

components.

components.

components.

components.

elasticsearch.

elasticsearch.

elasticsearch.

elasticsearch.

elasticsearch.

elasticsearch.

elasticsearch

elasticsearch

elasticsearch

elasticsearch

elasticsearch.

address

basicAuthSecretName

hostpath

httpPort

install

k8sNodes

.masterkK8sNodes

.masterReplicas

.masterResources

.masterStorageSize

nodeReplicas

iAA
SRR MRE.

4MEB Elasticsearch ik , &3
SERATFETERN

Elasticsearch,

4NEB Elasticsearch FEAHIAUE
i Secret &R , B{FERTE

& Elasticsearch,
Elasticsearch #E1&1£.

Elasticsearch HTTP ¥ig[ ,
2N 9200,

ERBHEERRE
Elasticsearch , {g FH4MEB
Elasticsearch Bji& A false.

{# A LocalVolume Bf
Elasticsearch Data i1 & IP

3K,

Elasticsearch Master 7 = IP

FlzR ((NKMAEE(EA

LocalVolume Bf) .

Elasticsearch Master glZ<%k
({XKHUARETS)

Elasticsearch Master ‘&g

SKIBR® (XARNARET) .

Elasticsearch Master 77X
N (ARHAERTS)

Elasticsearch Data BlZ<¥4.



spec.

spec.

spec.

spec

spec.

spec.

spec.

spec.

spec.

spec.

spec

spec.

spec

spec.

config.

config.

config.

.config.

config.

config.

config.

config.

config.

config.

.config.

config.

.config.

config.

components.

components.

components.

components.

components.

components.

components.

components.

components.

components.

components.

components.

components.

components.
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elasticsearch.nodeStorageSize

elasticsearch.resources

elasticsearch.tcpPort

elasticsearch.type

kafka.address

kafka.auth

kafka.basicAuthSecretName

kafka.exporterPort

kafka.install

kafka.k8sNodes

kafka.port

kafka.storageSize

kafka.tls

kafka.zkElectPort

VthA

Elasticsearch Data fEfigk/)\
(Gi) .

Elasticsearch Data ‘&jRiEK/
BRI,

Elasticsearch £ EENER{EH
vmH , ZXIA 9300,

Elasticsearch £ E#I4% :
single/normal/big,

HMNER Kafka itk , BBZS{EF
AL Kafka,

BAREA Kafka AE , ZHA
true,

AMER Kafka IAUER] Secret 44
R, B={EAFA Kafka,

Kafka Exporter i , BRIA
9308,

ERBIFE%E Kafka , {§
FA4MNER Kafka BFi% A false,

{# 3 LocalVolume B} Kafka
B A IP B3R,

Kafka X4 vinH
9092,

, BOA

Kafka fFfEK/N (Gi) &

A BH Kaftka TLS , A

true,

Zookeeper %25
3888,

, BOA



spec.

spec.

spec.

spec

spec.

spec.

spec

spec.

spec

spec.

spec

spec.

spec

spec.

config.

config.

config.

.config.

config.

config.

.config.

config.

.config.

config.

.config.

config.

.config.

version

components.

components.

components.

components.

components.

components.

components

ttl.audit
ttl.event
ttl.
ttl

ttl.

ttl.
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kafka.zkExporterPort

kafka.zklLeaderPort

kafka.zkPort

kibana.install

storageClassConfig.name

storageClassConfig.type

.zookeeper.storageSize

logKubernetes

.logPlatform

logSystem

logWorkload

Pl
Zookeeper Exporter ¥H

2R\ 9141,

Zookeeper leader/follower J&
=mH , BAIA 2888,

Zookeeper & Fumin , 2k
A 2181,

B AL Kibana ; Kibana &
K3, %A false,

LocalVolume BJi@E 34

elasticsearch-local-log-

sc ; StorageClass F&E A

XJ Y e L FR.
FEZER -

LocalVolume/StorageClass,

Zookeeper 77fig A/
(Gi) &

BTHIERE K.
SR RE R,
Kubernetes HE{RE X¥K.
FaHERERE.
Aot HERERE.
W55 HERE R,

BRE TR AIRIERA , WS
ModuleConfig /2

.spec.version —&{,
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3. I IFZesE

T 62 /5 Moduleinfo EFRAAE , AIIEIREEM TR , ERBFREMRA

kubectl get moduleinfo -1 cpaas.io/module-name=logcenter

NAME CLUSTER MODULE DISPLAY_NAME
STATUS TARGET_VERSION  CURRENT_VERSION  NEW_VERSION
global-e671599464a5b1717732c5ba36079795 global logcenter  logcenter
Running v4.0.12 v4.0.12 v4.0.12

FEOEA

e NAME : ModuleInfo &4 #R

o CLUSTER : #AMFZIRIOEEY

o MODULE : fff442#K

o DISPLAY_NAME : }EHEB/REK

o STATUS : RIIMKZ , Rumning FIRTIRMINEIEITH
o TARGET_VERSION : BARTEERRA

o CURRENT_VERSION : ZIEHIRRAS

e NEW VERSION : A LZIEMIRFThRA

BidimH| &4 &% Alauda Container Platform Log

Storage with Clickhouse

1L NAAEEEE > SRHERM |, SRR,

2. £ #fF Fr% I , i Alauda Container Platform Log Storage with Clickhouse 4 1{li%
EIRA > k.

3 RBA MR AR RS .



At
RH
RE

RER
&1

4. ]Jilr KK,

2% - Alauda Container Platform
A Y
1tHR

LocalVolume : A3tz , AESIEEFAEENTIET RINAF K12, A
N R E BEA M EEGE AT | TTHRIEE MK ARFE | e EEIFH
FEMERE.

StorageClass : B FHENSARFHRIEFHEAEHIE. WAXRIEM
B UEBANERTE NSANFMHEN |, B JTRIEE Rins o0 BEA HEHE
STV 162 | BRARENREST E04MISNE . {8 StorageClass MAERT HESZ P4
A IR ER RN , BARMFME i A TTRILEISRILEMES ] A.

HE. SHMREITBIEESEN LA RENRKEE, B REFNSIER K
B35,
R - R FRERNRENSEE  MFEFIIEIRATATIFA R,

IB1Y YAML % 3% Alauda Container Platform Log

Storage with Clickhouse

1. & ] FHhRAS

£ global £ ZE ModulePlugin 1 ModuleConfig ‘Rig , F{RiEHD A -

logclickhouse 30h

logclickhouse-v4.1.0 30h

RNE P TETE ModulePlugin logclickhouse , BRRA v4.1.0 E&7.

2. 6% Modulelnfo

4132 Modulelnfo TR%E A , RECEFMSE
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apiVersion: cluster.alauda.io/v1alphal
kind: ModulelInfo
metadata:
name: global-logclickhouse
labels:
cpaas.io/cluster-name: global
cpaas.io/module-name: logclickhouse
cpaas.io/module-type: plugin
spec:
version: v4.1.0
config:
components:
storageClassConfig:
type: LocalVolume
name: ""
clickhouse:
resources:
limits:
cpu: "2"
memory: 4Gi
requests:
cpu: 200m
memory: 256Mi
k8sNodes:
= XXX XXX\ XXX« XX
hostpath: /cpaas/data/clickhouse
nodeReplicas: 1
nodeStorageSize: 200
type: single
razor:
resources:
limits:
cpu: "2"
memory: 1Gi
requests:
cpu: 10m
memory: 256Mi
vector:
resources:
limits:
cpu: "4"
memory: 1Gi

requests:



cpu: 10m

memory: 256Mi

ttl:

audit:

event:

180
180

logKubernetes: 7

logPla
logSys
logWor

tform: 7
tem: 7
kload: 7

YAML FEnBA (ClickHouse)

=

%

metadata.name

Bk i
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metadata.labels.cpaas.io/cluster-name

metadata.labels.cpaas.io/module-name

metadata.labels.cpaas.io/module-type

spec.version

spec.

spec.

spec

spec.

spec.

spec.

spec.

config.

config.

.config.

config.

config.

config.

config.

components.

components.

components.

components.

components.

components.

components.

storageClassConfig.type

storageClassConfig.name

clickhouse.

clickhouse.

clickhouse.

clickhouse

clickhouse.

resources

k8sNodes

hostpath

.nodeReplicas

nodeStorageSize

Vi

Modulelnfo & %R , ZZiAER A

<target-cluster>-logclickhouse .
R RIRKBAREEE.
WA logclickhouse
WIRA plugin
R ERIRARAS.

ClickHouse ¥U3E{FEZEHY -
LocalVolume B Storage(Class ,

ZEAUSK) StorageClass BIHE 774
HKLFR: LocalVolume AFEEZS,

ClickHouse &iRigK/IPR S,

{§/H LocalVolume B ClickHouse
TR IPF%k,

{£H LocalVolume BJ ClickHouse
BURAMIEIZ,

{#F3 StorageClass HJEIZA%K,

ClickHouse ¥IE1ZfE A/
(Gi) .
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FERHEIZ A
FERIK1E 148H

B RMAS - single . normal EY

spec.config.components.clickhouse.type

big .
spec.config.components.razor.resources Razor ‘&iEVESKIPRE.
spec.config.components.vector.resources Vector FIEEKIFR S,
spec.config.ttl.audit EITHUEREE KA.
spec.config.ttl.event EHBURRE XYL,
spec.config.ttl.logKubernetes Kubernetes HiEREE K¥K.
spec.config.ttl.logPlatform TaBRERE X,
spec.config.ttl.logSystem ARG HEREB R
spec.config.ttl.logWorkload b5 HERE KEK.

TERE TARHIARA | W05

spec.version ModuleConfig # .spec.version
_ﬁo
\ 0y
3. WuF&dx

T 625 Moduleinfo EFRAEAE , AIIEIWREEM TR , ERBFREMRA

kubectl get moduleinfo -1 cpaas.io/module-name=1ogclickhouse

NAME CLUSTER MODULE DISPLAY_NAME
STATUS TARGET_VERSION  CURRENT_VERSION  NEW_VERSION
global-e671599464a5b1717732c5ba36079795 global logclickhouse
logclickhouse Running  v4.0.12 v4.0.12 v4.0.12

FEARAA

e NAME : Modulelnfo ‘&E4 #x

o CLUSTER : JffFEcdmsEst
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o MODULE : $H¥4-4#R

o DISPLAY_NAME : JH{4 B R4 FR

o STATUS : RIMKZ , Running FIRTIRMINEIEITH
e TARGET_VERSION : BAREIERRA

o CURRENT_VERSION : ZIEHTRRAS

e NEW VERSION : A LI FThRA

2% Alauda Container Platform Log Collector 3
F

1. N\ NFEIEEHE > 80 | SR ERER.
2. 1 @4 #r% W , mi Alauda Container Platform Log Collector AR5 > &3k,

3. 1% TFAEERE (B %3 Alauda Container Platform Log Storage fIEEERE) |, Rty /AU E
S AERE  REEHANAEXETTE.

4. milr KK,

BT YAML 3% Alauda Container Platform Log
Collector ¥4

1. /& 0] FHhRAS

1E global &4 E ModulePlugin 1 ModuleConfig &R , M{RIEMHD A4
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logagent 30h

logagent-v4.1.0 30h

RNEHPIFEE ModulePlugin logagent , HIRAS v4.1.0 B4,

2. §173Z Modulelnfo

4132 Modulelnfo BR%E M , RECEFTSE
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apiVersion: cluster.alauda.io/v1alphal
kind: ModulelInfo
metadata:
annotations:
cpaas.io/display-name: logagent
cpaas.io/module-name: '{"en": "Alauda Container Platform Log Collector", "zh":
"Alauda Container Platform Log Collector"}'
labels:
cpaas.io/cluster-name: go
cpaas.io/module-name: logagent
cpaas.io/module-type: plugin
cpaas.io/product: Platform-Center
logcenter.plugins.cpaas.io/cluster: go
name: <cluster>-log-agent
Spec:
config:
crossClusterDependency:
logcenter: go
logclickhouse: null
dataSource:
audit: true
event: true
kubernetes: true
platform: false
system: false
workload: true
storage:
type: Elasticsearch
version: v4.1.0

YAML ZFEHRBA (Log Collector)

FRRI%IE WA
metadata.annotations.cpaas.io/display-name R IR TR,
metadata.annotations.cpaas.io/module-name IEHEFRIZFR JISON 25558,
metadata.labels.cpaas.io/cluster-name TR B RERE,

metadata.labels.cpaas.io/module-name WA logagent ,
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FEIEE

metadata.labels.cpaas.io/module-type

metadata.labels.cpaas.io/product

metadata.labels.logcenter.plugins.cpaas.io/cluster

metadata.name

spec.

spec.

spec.

spec.

spec

spec.

spec

spec.

spec

spec.

config.crossClusterDependency.logcenter

config.crossClusterDependency.logclickhouse

config.dataSource.audit

config.dataSource.event

.config.dataSource.kubernetes

config.dataSource.platform

.config.dataSource.system

config.dataSource.workload

.config.storage.type

version

3. L

T 825 Moduleinfo ZFREAE , AIIEIREEM TR , ERHFREMRA

B
WA plugin

FoubniR , BE A Platform-

Center .

HEHEX R R AR,

Modulelnfo IEETZFR , Bl 5F

ABREmA.

HF Elasticsearch R HEGF#EE
FRFR.

{$ [ Elasticsearch fZf&B1% A
null , B N&A ClickHouse £

BB,

EXREFITHE.

Fm

EEXEEMHHETE.

BEA5XE Kubernetes HiE.

2EXEWFHEE.

FiEZEBY | Elasticsearch EY

Clickhouse |,

TR EIARARAS.
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kubectl get moduleinfo -1 cpaas.io/module-name=1logagent

NAME CLUSTER MODULE DISPLAY_NAME
STATUS TARGET_VERSION  CURRENT_VERSION  NEW_VERSION
global-e671599464a5b1717732c5ba36079795 global logagent  logagent

Running  v4.0.12 v4.0.12 v4.0.12
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Menu ARTTHESE >

H AR B2

e

Record log fo file

Co

Send audit/event/lo Query audit/event/] e
o 9 messes N 99 MESE eluster with

log store

Auth and forward audit/event/log message

ElasticSearch [ ClickHouse J
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BRI A

HHELIRFTR

PHERENAR

SIHR R A7

Razor

Lanaya

Vector

SRSGIE

AR IS A B

AR T OThaEsE LA i
1. BEX&E

o ETIFIRLAH filebeat 3213t
EXRE - XIEXErERE BE. SUEEE. Kubernetes E4EFIERTT

2. HEGE N4

o ETFFIRLAMH Clickhouse #1 ElasticSearch 27 I A B HEFMBR TR,
BEEE - IFKIEMB ST
ST E)ETR - I E &5 EHE BEE MK,

HEAT ALtk

o RUMERFEMBEEE N, BESHMBEENTEEN.
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. \ .
HHRIRTTI

nevermore X\ daemonset JERX AR NERM cpaas-system f5 & FET |, AABHHIND
AR

R ThiE
audit XERITEIE
event REE IR
log KEREEIR (B ERDAHERE)

node-problem-detector ~X&ETREHNFEEE

MR EIMAE

nevermore X&E®EIT. BEHMBEEER , & HUEAXE|BEFMER | £1T Razor £
J& , & 1E1% ElasticSearch 3% ClickHouse 1,

L:\/ ﬁ %&ﬁ'ﬁ%

Razor

Razor Tl £ R FFW LR BEER.

o 1f Razor W EIR B &N LIERBEEM nevermore KIXHNEK G , BAEREKFTH
Token BH{TIAUE. ZNRINESR M , NFRLEIESK,
o MBRERPBELEGMALR ElasticSearch , EA¥MNKBEE Kafka &2,

o MRLIKMBEFMAHE Clickhouse , ESK N KBRS EL Vector , REAB A

Clickhouse,

Lanaya

Lanaya TAT37E ElasticSearch B s IHTR & B EHIE.
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« Lanaya iT[%] Kafka TR , ERERTEIBESR  2EXTEEFITHREE.
o fREMRR , SYTHEHITIIE | FMBEFE. HRFEREIFIIUE.
o R, EARIETHE NI RIFZEELKIH E 7152 ElasticSearch HNV ARSI,

Vector

Vector Tz 1E Clickhouse HiEfEiaht kP ARG & HEXIE , &K BEGFME
Clickhouse XL/ R,

HERT AL

1. AR5 Ul REEAHET. FEHMEENER URL #HTRR

o HiE&E M) /platform/logging.alauda.io/vl
o E4AE) /platform/events.alauda.io/vl

o Hit&M) /platform/audits.alauda.io/vl

2. 75 REEE%% AP| B4 Courier 418 , Courier £ )\ BEfF#E&E B ElasticSearch 8%
Clickhouse &1 HEXIEFHIR [O 2@ .
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Menu ALY >

R IR E R

T AR, FARET A B EFMEA AL EI%ESR - ElasticSearch # Clickhouse, 283
BN BX P FA SRS R ER S |, TSR REIERIERE,

WARNING

o ERAEIFMA ML IER RAE%IR ElasticSearch 2§ Clickhouse H 2 —.
o (BT BEFMHAHE ] DABOER 3T B EREM T HFEEUE.

- B DevOps F=5A A 4#{# A Clickhouse 1344 Jenkins pipeline $4Ti8%. tNFE{#F A Jenkins
pipeline ThEE , H1E1H1%EFF ACP Log Storage with Clickhouse 4.

« BHT ServiceMesh =g A #55 Clickhouse A%, NHFEARSMIETIRE | FEIELSF ACP
Log Storage with Clickhouse 4.

« B#T ACP Log Storage with Clickhouse A3 IPv6 Bakak IPv6 XUk L {EfaE .

B=x

BERSTEL
ElasticSearch 2244
Clickhouse 22#4

THRESTEL

PRI
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Bo MRS L,

ElasticSearch Z2#4

ElasticSearch 2&7F Lucene MEZKFFRENHRIERSIZE , BITHTRELIE RSN, H
THBBIE -

o SRR AR | XIFIIEER |, AR RRAMEEERIE.

o RIEHIEVEREN @ IR KAE N DSL , XIFEXB\FEK.

o AIY BM : TRIEFERMKEY R , ERTEFAEKNA.

o ZEVEIRESIT | BEMANIREM A ANIELE MR VAT Iz,

Clickhouse Z2#4)
Clickhouse & —f S MEERKISNEUEFE , TEAELIITAIE (OLAP) #it, HMAEFE -

o RE¥HEALIE : B HI AR EE E4E SRR B M AT

o KIS : RIS | EERNBIESITIAR.

o BARME S AMELIEE ANEMAEE T T K , FEEEEGRBIELR.
o RIEM SQL 3XHF : FAMME SQL , ZT EF , BAKERIHE,

TNREXTEL

Clickhouse Elasticsearch AR
_l%
aJ
e XFF XFF
M
XHF XHF

%
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Clickhouse Elasticsearch 1548A
J2
M
e
" Elasticsearch £7F Lucene ES12{tEiR Kk
y
M: L3EE L5 B ZBES |, T Clickhouse {323 SQL &
), BR&IT HiE&ReEN.
Ev2
" 1EAREIMEBESESK T |, Clickhouse BT &R/
;;i F Elasticsearch., a0 , X#F&FP 20,000 &
; E 15 = HERT |, Elasticsearch £ 3 4> es-master
o F1 7 4~ es-node (2c4g+8cl6g) , M
Clickhouse Y3 3 1 2c4g &IA.,
{3 _ EHRIRRELMHT |, Clickhouse X#FHHEE
=) 115 . .
BE 28 Elasticsearch,
#t
X
e s . Elasticsearch #X7ERAXF=E ,
éi = Clickhouse X FrERK RIS,
E

VERREX

o MMRMEIME(EF Elasticsearch 3 H X Lucene BES KRS , BINLkLE B ACP Log
Storage with ElasticSearch 4.

o MMRERITFAM Jenkins pipeline BARSTMIARTNRE , ZIXLKER(ER ACP Log Storage with
ElasticSearch 4.

o MREX BEAHAMENTIRBREARSEK , BX AEENFTRE SN , BiNEEE
A ACP Log Storage with Clickhouse ff{5.
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= Menu ZARTUMEYE >

HEB S EAL

AEFRAA R TR EREAGTNTFET I RENERHRENRE. EHNHEITE

B, Ht, BFRRIMEEER BT | FIRIEAET /8 SR B EF A TR R
R

WARNING

o UATEUIRAKBE S TSR ERIE | EENXTIRINSE, ORI
RIREE TRMARIR | B BERER RS X A B SRR,

o DUTFHUBMNMESECE ) : 6000 iops , 250MB/s i&EiEE , SSD JiiriEEk . WMRAERNIRTEAE
TIMET AR , BSZEANENEERESR , FREFTEIREEZ K CPU MINERIR.

Bk

ElasticSearch
AR 3T - EHAEE 1 6300/s
/IMIAR 5 T - EHAEE 1 9900/s
AHAE 3+5 i - B HEE : 25000/s

H

£& : 30000/s

Clickhouse
BTR - EHEE : 18000/s
=T/ - E£HEE : 20000/s
AR - S HEE : 40000/s
TR - BHEE : 69000/s
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ElasticSearch

JNIAR 3T - B HEE : 6300/s

At RlA%  CPURH  ATFRH!
ElasticSearch 3 2C 4G
Kafka 3 2C 4G
Zookeeper 3 2C 4G
Lanaya 2 2C 4G
Razor 2 1C 2G

NS B T R - R HEE 0 9900/s

B BlA%  CPURH — AN7FERH
ElasticSearch 5 2C 4G
Kafka 3 2C 4G
Zookeeper 3 2C 4G
Lanaya 2 2C 4G
Razor 2 1C 2G

KAAR 3+5 T - S HEE : 25000/s

Hit A% CPU R NFEPR S
ElasticSearch - Master 3 2C 4G

ElasticSearch - Data 5 8C 16G
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Kafka
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A
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Clickhouse
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I
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Clickhouse 1
Razor 1

Vector 1
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Ef  RERAEXRESR
W RERS T R LEMNFIRBEXREAG , ATRN EISTEE RN AR M. BEHRA
EHWEBEHIRE 28 | B R AERE iR A EKafkaBl B HEROS R A M. X
FLITHESHMFERISIREMAIERES.

Elasticsearch

AL : D ATARRM TSI E
YR ETF LucenefI2 KRS % , PUISONIHE A7k HEEIE | FHe At KRR Rae
N, SHEFHSRE AR FNRANFEZER | FBIAHRSI SRERE AR , BaRTHE

REMEITEE,

ClickHouse

T4 SRR E

WER - StERERNS IR EMEIREE | T AOLAPIRRIT , XFHAMergeTrees| Z3IPBL HEEK
EEME., XFFSEREEN. HESXMPBIBTTLERE , @R THEES TSI HRE S ET
Hip=.

Kafka

Ef A aTEERS

W EAREEERGAEER MY | RIESEHENREZR TRES. HElasticsearch&ff
HINAMIRRRENAET | 1B IS TopicHuk FilebeatZ X HESIE | SKELREHNEFFEER |, MRHE
EXR IR EME.

P2 DINREMEE

GXEEE

W BSSUR N TR AR T B BETNE - & > £ > BF > FiE . X
B EER

o HEMT : Filebeat — Elasticsearch/ClickHouse

o ZZ i8R : Filebeat - Kafka — Elasticsearch
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73|

tEA : Elasticsearch/F ZBEHHRE X B , ZUTEHIREFHREM. IFREERSNEIE
#3| (520 : logstash-2023.10.01) , BT RS £ EEE (ILM) SSHBsEKH-IE- 12
DEF.

o hRSRIA

WiAA :

o 5 : Elasticsearch¥ Z& 5| St T/K R T HMNEFM ST , XY HRT &,
o BIA : EANTANESIG , RESUENS ] AR EW (I,

ellEweeai

WER : ClickHouseBIA IMEMEALE) , BUERS T RS T , BZB/OIERE, XIFLATYHF
M

. FEEERIT
o BB
. PUARBTRERS

RBEAANE

Ingest Pipeline

17%BH : Elasticsearch ¥IBETIA IR EE |, BEBIERIRE A ZBIBITFERE G L. GrokfigiFl
R HEEETLIRE.

IHTREH

UtEA 1 KafkafFHATIESRALG] , RI—IBREAFHZ DREFTIHTIEFRB AR XRIEE |
MRTE SRR FFAL I,
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TTL (Time To Live)

BB - PR TR ESREE |, SOFRIFRSEL AR

o Elasticsearch : BT ILMZERE B & T EIRZAS] .
e ClickHouse : B TTLREXAasERHESX.

RllAR-f

WB : Kafka TopicZk AIKEIETURECE | & L E&KIBEAEANRBroker EFERRIALE , DU
SREIE AT S

AR IARTY

Elasticsearch—» 3| A8 %N
HE#
A{/BEEMHE ——>  Filebeat Agent TEEA
"TTuEmiEt—»  Kafka Cluster Elasticsearch Consumer
ClickHouse—»  SQL#&E WA
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Menu
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o EIHBEY B AR AR
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Menu

Bk

HEE RN
BEREE
Sk AAE%E
BERAELETX
BN A AR B TE)
FHREE NRERE R
0 H B AR E R R R
B CLI & EREA R
RLES NM A EEELERE
FIEREEHNTENARE
FIERERE L EHRNAEE
{F1EX £ Pod A&

I l_;\E -l'ﬁ,l é_,l\*ﬁ_

mEgH O BEEASTERT |, L] UAEFEERKSARE /E,. WE‘]M/&%EH:'.
Kubernetes BEMNAHZE. 1

/I_,\ y @*ﬁ%r)b /I_,\ jﬁ:lill?l El/L:\
HE1TIE .

AREAE  kKBBEETRMBZE , 0 : dmesg, syslog/messages, secure %,

H7& - Alauda Container Platform

ARTUHENE >

(stdout) H
BRI PR BRIR
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o AL FAESHEAGREREITFEMNE=AMRKERE , 20 : Container-Platform,
Platform-Center, DevOps, Service-Mesh %,

e Kubernetes H7E : Kubernetes B234nHAA XA EE , PAA kubelet, kubeproxy,
docker F=AERIH , 20 : docker, kube-apiserver, kube-controller-manager, etcd %,

o WMARE  WENBFANBEE , BEHREMr AR L FE.

AEERSFASIFERENETTER (NERAEEE XHE) $IREE , FBIEAEREFAR
HERIH RNEER,

WARNING

HTMREE SR , A —X&m% fRoR 10,000 £HE. WRFELNEEEEELBRNBERNTX |, 548/
ETHNETLE , 2 BREBEE.

j:glg% /L,\
1. HEMSHFE R 2440 > BE > BEERNH.

2. EFIEEM BTSSR, TARMG  MABKRRNEERE X , Aerd B,

TIP

o ARIK HERE AR A EE R &4,

o ATRLOERSIAZS D ERGMRE ; ARIRIRRENERFAEZAEN AND XA, BnERSMT
WREXFFZ A , SR REF MR Enter GERATIEI.

« EWFMHIFRMIRE ; BIANEWSME pod = nginx A[AZRE] nginx-1 . nginx-2 HIEE.

o BERBRRFMHMUBTRABERMER , SFHEM MD 1 R SHIHTREKE W, BiFE
=, BREATAZREER AND F1 R S¥.

o PREBRLGIEANETEERNNASEBEARNBARNEESRE. RETEPEMERE , 7]
BRUPKREFES T —MERENEBRAKEE.

~F Il:l:ll El /L,\R&-TI-E
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WE&RZ IR 10,000 5HE., SRRFIVNEEHELZN , ?ERRESHIEERRS 100
A%BEE.

1. RAPREAR AR SH v , FRENSE BESHEEFEEN TS
o JOE : HAESHIEE , likiF L4ETH sk £8ER,

o HHITH : NFHYHIEALR , &% 1,000 &

o 2FMER | UG UNBERSMRITERERE &% 100 7%,

o TR HERRTE, WBEA%RTREAFSHNEEELESH B BRNTRE

gl

: AR HESE G RIRF AR , S IRIESRIR T RIERE.
o B3 HREXASHRBEI , HF txt B csv . FAEKRL gzip EHERISH,

2. Ry S, YIS E IR T RS SR,

EE E Il_:\J:—FI

1. MEHERB XS, YETHEER RRY BT RS TENNERTE R 5 #BE , HENs4EARE
PP AR R A LR RS R A

2. JREAS E T XNRARFERERSEEE LT, SHAEZ LT , THER Ul , RE
S IREE , RS AR PR A LT3R AST,

‘EIEN A H SR B T[]

YR REME RMEE , Fa_ ENABEERREBI BHRTREN FAEEETIE fFiaskit £t
HEFMEIEY 8 Application Log Retention Time JRFE.

FaT VB e E BERE , X9Fa L MAHEE KRERE.,

TIP
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MERRUERTRENE T MAEE. REMBRKEG , %RE THEN A B SRR ENER
EAETR B R .

5 B R E R R

L SRS EAR > B > RS,
2. (s VRIITLE S0

3. R B FHAE , WE—ATHA.

488 AHAREBNE,

o {FRNTEESFIMA -/ + REVFBDAEINREB RE , SRERATHESTHARE. FAR
R ERREBEESEER 1 E) 30 X,

o FEIMNEN/INER , B EEVENEE ; BMAENT 1, ¥R ERER 1, B - REAR
Al | EWAERT 30, K TEEA N 30, B + REATaE.

5. iy A0,

T H B SO R HE R

L. 3\ 4 B (0L B VA AL

2. A ARG PRI HRER | 7B B AR
3. E BHMRENA.

o {FRNTEESMA - / + FRELBDAEMREB RS , SEHE TSP RARE. Fannr
WEKRBEBESTE R 1 £ 30 X,

o FEHINEAINL , ¥ _EEVEOEE ; HMAENT 1, B EERE 1, B - =EATR
i BWAERT 30, ¥R TEEX 30, B + RN R,

BT CLINEEREA R

1. 8% global &FF , PUTA T4 :
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kubectl edit project <Project Name>

2. RBAT 7R BHER yaml , fRIFFFRAL.

apiVersion: auth.alauda.io/v1
kind: Project
metadata:
annotations:
cpaas.io/creator: mschenl@alauda.io

cpaas.io/description:
cpaas.io/display-name: "'
cpaas.io/operator: leizhuc
cpaas.io/project.esPolicylLastEnabledTimestamp: '2025-02-18T09:53:54Z"
cpaas.io/updated-at: '2025-02-18T09:53:54Z'
creationTimestamp: '2025-02-13708:19:11Z'
finalizers:
- namespace
generation: 1
labels:
cpaas.io/project: bookinfo
cpaas.io/project.esIndicesKeepDays: '7'
cpaas.io/project.esPolicyEnabled: 'true'
cpaas.io/project.id: '95447321'
cpaas.io/project.level: '1'

cpaas.io/project.parent:

name: bookinfo

BoE# oy N A HSELERE

WRERFTEREHTHENAN KNEE , EAFEFHILETS (RESFHEFILH
B ISERTEREFIERETE (58, &TH, Pod) , KUXN A HEEXEREH
A=,

FIEXREEHNTENAEE
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A]EFTE AT ACP Log Collector ] FcEZ#) , XM MARE K&K , AMSE—EHxsk
HOEEXRETDE, RAERAEXETTRE , BELEXELIERFNZCEREHE.

FIEREEE A T RN A HEE

SLTERE A TIRARNAREE cpaas.io/log.mute=true , XMk & FEHERETTR , A
FIEREZm L TENHTE Pod HirAnd BEMXHRE.

AEREARAT

o ATAN  BEREREIEH TR , PUTUAU T a5 Efan & TIARE.
kubectl label namespace <Namespace Name> cpaas.io/log.mute=true

o REHRMEAI : 72 ME B MK EHdan & TR,
1. 7 T HE B MENMESRT , [den & T ETEN TH & 7.
2. EAMSAA [ av 4 (A,
3. RITE AN @55 T /A 7K.
4. 7 VB IR, Rl R4 A IUBIERIERAL

5. RINARZE (B2 : cpaas.io/log.mute , B : true ) SBREHBREHKE , Raad .

'f'_'-u:ﬁéﬁ Pod H/L;\

SATERE Pod FRINFRE cpaas.io/log.mute=true , X[Fi% Pod RHEERET & , NELEXR
£1% Pod drrERmE BEMSUERE

BREMTI—IEHT R, PITL T4 EH Pod #7%.,

kubectl label pod <Pod Name> -n <Namespace Name> cpaas.io/log.mute=true

TE . & Pod BTitE4M (Workload) , AJEFHTEZH4 (Deployment, StatefulSet,

DaemonSet, Job, CronJob) MIHrE , Si—E Iz TEAHE T TE Pod AR% , H Pod =3
ERENREER,
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EANTREAHRER AT :

1. 7 Container Platform =G QA&+ , RiTRARSATYIRE) Pod FT7EK)Er & =58,
2. EEMS AR R WTELHM > Pod BTEHIITELAFRE,

3. R EEMNITEAGANRIRIER > B,

4. REA_ LK YAML , YI#E] YAML SREEHLE.

5. 1f spec.template.labels FEXF , 7R/ cpaas.io/log.mute: 'true' FRZE,

R~

spec:
template:
metadata:
namespace: tuhao-test
creationTimestamp: null
labels:
app: spilo
cpaas.io/log.mute: 'true'
cluster-name: acid-minimal-cluster
role: exporter
middleware.instance/name: acid-minimal-cluster

middleware.instance/type: PostgreSQL

6. Ry A,
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Menu

2,

SKHTERE

AR HAEIREE B =T 77 i

o HETFZEHNIT NFS
o HEHFZEHMIF S3 FE

WA XS SN ES TRfEEERE
o WIS

o BAFEDIR
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Menu ALY >

R BB E S = 17

FaBTAENHER<FHERSFRANT , EHESHRENRERE. X TaMMERE
SN, BE FERHEREERNAIDNFEITEE. A, RS HE A XE
MERZ—.

ETULSR  FARMHT BEEMAR , AEAFEBRERFEIND NFS SXIRF6H#.

Bsx

AT ESMED NFS
BT
P BER S RIR
HrFESMNID S3 17
BT
Bl AERI IR

H1FZEHMD NFS

HIFAHES

IR 4B
NFS IRAIHEIE NFS RS , HAAE S EHEZH NFS 12,

Kafka 12 H3EY Kafka ARS:HBE,
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- o

ZIMFE global EREFP(EA CLI TEBITIA T an kBN &HbIL
- ¥%HX alpine 5% bl : kubectl get daemonset nevermore -n cpaas-system -o
s jsonpath="{.spec.template.spec.initContainers[0].image}"
- %BX razor §&{& Mk : kubectl get deployment razor -n cpaas-system -o

jsonpath="{.spec.template.spec.containers[@].image}"

\

ﬁIJL H Il_:\ ﬁ\})/?\
1. A NSRS SRS > £5.
2. AEFEF AEMNERHANRIRERM > CLI TA,

3. IRIEAN N SHORAAE K YAML , B3UR , BARBRIEZEITITN CcL TR &447F , FHEIZHN
7.

RIRRE FELIRIZ L

E4REXAE , XHF
ConfigMap data.export.yml.output.compression none (ANE4g)
zlib, gzip.

'ﬂ‘H:IIEQEllL.\I'fq:;*t
ConfigMap data.export.yml.output.file_type B T Hr txt. csv.

json =FhEHY

AN AR
XN, BfMB,
HE , BEEH;R
& compression FE&
FIRCE 48 B3
A, FFIARY,

ConfigMap data.export.yml.output.max_size

ConfigMap data.export.yml.scopes HEH#ELE , Bar
XFFEFREESR ¢
%zﬁ IL,\ rﬁﬁa
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o
S
F
e

FEIKIZ 15t8R
. Kubernetes H

. FEEmEE.

Deployment spec.template.spec.containers[0].command[7] Kafka ARSHbAE,

HRIEH NFS %
Deployment spec.template.spec.volumes[3].hostPath.path 1

=,
Deployment spec.template.spec.initContainers[0].image alpine gk,

Deployment spec.template.spec.containers[@].image razor 4 { ik,
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cat << "EOF" |kubectl apply -f -
apiVersion: v1
data:
export.yml: |
scopes: # HEHFHIOE, BMIMIXKENBEE
system: false # RZHE
workload: true # WFHZE
kubernetes: false # Kubernetes Hi:
platform: false # F=HHE
output:
type: local
path: /cpaas/data/logarchive
layout: TimePrefixed
# BANPRSUHRE IR/, B4 MB, BITX(E, H<B3MRIE compression FERHIACE
E4rBEA, FFIEH,
max_size: 200
compression: zlib # A% none (ANE4E) / zlib / gzip
file_type: txt # B txt csv json
kind: ConfigMap
metadata:
name: log-exporter-config

namespace: cpaas-system

apiVersion: apps/v1
kind: Deployment
metadata:
labels:
service_name: log-exporter
name: log-exporter
namespace: cpaas-system
spec:
progressDeadlineSeconds: 600
replicas: 1
revisionHistoryLimit: 5
selector:
matchLabels:
service_name: log-exporter
strategy:
rollingUpdate:
maxSurge: 0
maxUnavailable: 1
type: RollingUpdate
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template:
metadata:
creationTimestamp: null
labels:
app: lanaya
cpaas.io/product: Platform-Center
service_name: log-exporter
version: vi
namespace: cpaas-system
spec:
affinity:
podAffinity: {}
podAntiAffinity:
preferredDuringSchedulingIgnoredDuringExecution:
- podAffinityTerm:
labelSelector:
matchExpressions:
- key: service_name
operator: In
values:
- log-exporter
topologyKey: kubernetes.io/hostname
weight: 50
initContainers:
- args:
- -ecx
- |
chown -R 697:697 /cpaas/data/logarchive
command:
- /bin/sh
image: registry.example.cn:60080/ops/alpine:3.16
imagePullPolicy: IfNotPresent
name: chown
resources:
limits:
cpu: 100m
memory: 200Mi
requests:
cpu: 10m
memory: 50Mi
securityContext:
runAsUser: 0
terminationMessagePath: /dev/termination-log

terminationMessagePolicy: File
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volumeMounts:
- mountPath: /cpaas/data/logarchive
name: data
containers:
- command:
- /razor
- consumer
- --v=1
- --kafka-group-log=log-nfs
- --kafka-auth-enabled=true
- --kafka-tls-enabled=true
- --kafka-endpoint=192.168.143.120:9092
- --database-type=file
- --export-config=/etc/log-export/export.yml
image: registry.example.cn:60080/ait/razor:v3.16.0-beta.3.93df8e987

imagePullPolicy: Always
livenessProbe:
failureThreshold: 5
httpGet:
path: /metrics
port: 8080
scheme: HTTP
initialDelaySeconds: 20
periodSeconds: 10
successThreshold: 1
timeoutSeconds: 3
name: log-export
ports:
- containerPort: 80
protocol: TCP
readinessProbe:
failureThreshold: 5
httpGet:
path: /metrics
port: 8080
scheme: HTTP
initialDelaySeconds: 20
periodSeconds: 10
successThreshold: 1
timeoutSeconds: 3
resources:
limits:

cpu: "2"
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memory: 4Gi

requests:
cpu: 440m
memory: 1280Mi

securityContext:
runAsGroup: 697
runAsUser: 697
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
volumeMounts:

- mountPath: /etc/secrets/kafka
name: kafka-basic-auth
readOnly: true

- mountPath: /etc/log-export
name: config
readOnly: true

- mountPath: /cpaas/data/logarchive
name: data

dnsPolicy: ClusterFirst
nodeSelector:
kubernetes.io/os: linux
restartPolicy: Always
schedulerName: default-scheduler
securityContext:
fsGroup: 697
serviceAccount: lanaya
serviceAccountName: lanaya
terminationGracePeriodSeconds: 10
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoSchedule
key: node-role.kubernetes.io/control-plane
operator: Exists
- effect: NoSchedule
key: node-role.kubernetes.io/cpaas-system
operator: Exists
volumes:
- name: kafka-basic-auth
secret:
defaultMode: 420
secretName: kafka-basic-auth

- name: elasticsearch-basic-auth
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secret:
defaultMode: 420
secretName: elasticsearch-basic-auth
- configMap:
defaultMode: 420
name: log-exporter-config
name: config
- hostPath:
path: /cpaas/data/logarchive
type: DirectoryOrCreate

name: data
EOF
4. FFRZREZ A Running J5 , AJ&EFE NFS AP RFEIAMKABEE , BEXHE RE6420
T

/cpaas/data/logarchive/$date/$project/$namespace-$cluster/logfile

HIFE AN S3 1714

HIFAHER

IR BA

S3 77 IRHIER S3 1ZAEARSS ML |, FEFKER access_key_id A0 secret_access_key M
% B ; BB EERN .

Kafka IR BTHREN Kafka PRE-HLE,

BIRIE global SEFFFFEMA CLI TERITAT ds SAREUF Bt

- ¥%BX alpine 5% MBIl : kubectl get daemonset nevermore -n cpaas-system -o
Gl jsonpath="{.spec.template.spec.initContainers[@].image}"

- ¥%HX razor §&{& Mk : kubectl get deployment razor -n cpaas-system -o

jsonpath="{.spec.template.spec.containers[0].image}"

I HERDRIR
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1. EAEMS AP AT SRETE > &3,
2. B HERSE R AMNERERH > cLl TA,

3. ARIEI T S UOREINEH YAML |, 1B3UR , BRI TIFM CLI TR 6447 , HEEHR
7.
TR FERIEIZ i

FAREE )
Secret data.access_key_id access_key id {# 8
base64 gy,

REARERZIK)
Secret data.secret_access_key secret_access_key

{# 3 base64 4RHL,

EHRBEXAE , X

ConfigMap data.export.yml.output.compression none (ANE4g)
zlib, gzip.
SEBEEHE

ConfigMap data.export.yml.output.file_type B XFF txt, csv.

json =FpZERY

AN FR
A/, Bz MB,
HE , BEE;R
#& compression FE&
RIBCE F48 BEX
7, A,

ConfigMap data.export.yml.output.max_size

HEHFLE , Bal
XIFEFREE
ConfigMap data.export.yml.scopes A&HE. MAHR

. Kubernetes H

. EmEE.

ConfigMap data.export.yml.output.s3.bucket_name TFHEFBALFR,
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Deployment
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—
FELEE

data.export.yml.output.s3.endpoint

data.export.yml.output.s3.region

spec.template.spec.containers[@].command[7]

spec.template.spec.volumes[3].hostPath.path

spec.template.spec.initContainers[0].image

spec.template.spec.containers[0].image

VthA
S3 7RSI

S3 Tl 55 RSB

=5,
Kafka JR$-3HiE,

R A
12, KRS TS
FHEEER RS
Z S3 rtE/a K B3
MBIRES 77 R B

==
Lo

alpine =&tk

razor §E{g ik,
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cat << "EOF" |kubectl apply -f -
apiVersion: v1
type: Opaque
data:
# HIREE TFEMA key
access_key_id: bWluaW9hZGlpbg== # JFKEXZIfK access_key_id {# basebd ZgiL
secret_access_key: bWluaW9hZGlpbg== # §#kKEXZFIE) secret_access_key {# baseb64 Zg
i
kind: Secret
metadata:
name: log-export-s3-secret

namespace: cpaas-system

apiVersion: v1
data:
export.yml: |
scopes: # HAEHFHOE, FAMUKENARE
system: false # RZHE
workload: true # NWAHZE
kubernetes: false # Kubernetes HiE
platform: false # F=RHEE
output:
type: s3
path: /cpaas/data/logarchive

s3:
s3forcepathstyle: true
bucket_name: baucket_name_s3 # IHE B HERRTFAEHEE IR
endpoint: http://192.168.179.86:9000 # HEDHRK S3 FERE L
region: "dummy" # ISR

access_secret: log-export-s3-secret

insecure: true

layout: TimePrefixed
# BAANPRSUEHREAR/N, B4 MB, BIX(E, ¥SB3MRIE compression FERAALE
E9EREXAE, FIE.
max_size: 200
compression: zlib # A% none (RE4E) / zlib / gzip
file_type: txt # A% txt. csv. json
kind: ConfigMap
metadata:
name: log-exporter-config
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namespace: cpaas-system

apiVersion: apps/v1
kind: Deployment
metadata:
labels:
service_name: log-exporter
name: log-exporter
namespace: cpaas-system
spec:
progressDeadlineSeconds: 600
replicas: 1
revisionHistoryLimit: 5
selector:
matchLabels:
service_name: log-exporter
strategy:
rollingUpdate:
maxSurge: 0
maxUnavailable: 1
type: RollingUpdate
template:
metadata:
creationTimestamp: null
labels:
app: lanaya
cpaas.io/product: Platform-Center
service_name: log-exporter
version: vi
namespace: cpaas-system
spec:
affinity:
podAffinity: {}
podAntiAffinity:
preferredDuringSchedulingIgnoredDuringExecution:
- podAffinityTerm:
labelSelector:
matchExpressions:

- key: service_name
operator: In
values:

- log-exporter

topologyKey: kubernetes.io/hostname
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weight: 50
initContainers:
- args:
- -ecx
- |
chown -R 697:697 /cpaas/data/logarchive
command:
- /bin/sh
image: registry.example.cn:60080/ops/alpine:3.16
imagePullPolicy: IfNotPresent
name: chown
resources:
limits:
cpu: 100m
memory: 200Mi
requests:
cpu: 10m
memory: 50Mi
securityContext:
runAsUser: 0
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
volumeMounts:
- mountPath: /cpaas/data/logarchive
name: data
containers:
- command:
- /razor
- consumer
- --v=1
- --kafka-group-log=1log-s3
- --kafka-auth-enabled=true
- --kafka-tls-enabled=true
- --kafka-endpoint=192.168.179.86:9092

- --database-type=file
- --export-config=/etc/log-export/export.yml
image: registry.example.cn:60080/ait/razor:v3.16.0-beta.3.93df8e987

imagePullPolicy: Always

livenessProbe:
failureThreshold: 5
httpGet:

path: /metrics
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port: 8080
scheme: HTTP

initialDelaySeconds: 20

periodSeconds: 10

successThreshold: 1

timeoutSeconds: 3

name: log-export
ports:

- containerPort: 80
protocol: TCP

readinessProbe:

failureThreshold: 5

httpGet:
path: /metrics
port: 8080
scheme: HTTP

initialDelaySeconds: 20

periodSeconds: 10

successThreshold: 1

timeoutSeconds: 3

resources:

limits:
cpu: "2"
memory: 4Gi

requests:
cpu: 440m
memory: 1280Mi

securityContext:

runAsGroup: 697

runAsUser: 697

terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
volumeMounts:

- mountPath: /etc/secrets/kafka
name: kafka-basic-auth
readOnly: true

- mountPath: /etc/log-export
name: config
readOnly: true

- mountPath: /cpaas/data/logarchive
name: data

dnsPolicy: ClusterFirst
nodeSelector:

kubernetes.io/os: linux
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restartPolicy: Always
schedulerName: default-scheduler
securityContext:
fsGroup: 697
serviceAccount: lanaya
serviceAccountName: lanaya
terminationGracePeriodSeconds: 10
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoSchedule
key: node-role.kubernetes.io/control-plane
operator: Exists
- effect: NoSchedule
key: node-role.kubernetes.io/cpaas-system
operator: Exists
volumes:
- name: kafka-basic-auth
secret:
defaultMode: 420
secretName: kafka-basic-auth
- name: elasticsearch-basic-auth
secret:
defaultMode: 420
secretName: elasticsearch-basic-auth
- configMap:
defaultMode: 420
name: log-exporter-config
name: config
- hostPath:
path: /cpaas/data/logarchive
type: DirectoryOrCreate
name: data
EOF

4. A SREZA Running Ja , I BB AT IFEEMKERE.
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= Menu ALY >

AT HRSMNID ES ST

BT PUBIHRE YAML BCE AT |, XTHESMNIPH) Elasticsearch 3 Kafka &3, 1RIEE
W ESK , AT PLGIRN XS MEBIK Elasticsearch £ 3% ([RIRTfE Y AT EERE L% Kafka) |, Bi[E]
B X344 MER ) Elasticsearch 1 Kafka £££f.

TIP
XJ#e4MED Elasticsearch XFFAIRRASZNT :

o Elasticsearch 6.x X#hk74~ 6.6 - 6.8 ;

« Elasticsearch 7.x X#hR7< 7.0 - 7.10.2 |, ¥#EF{EH 7.10.2,

B=x

RIRES

BRAIESIR

WIRES

TN , BRRARLENTLEE.
1 AEMSAAET , B SREHE > RIREHE , ARVIRIIFROREFNER.

2. Bl QI RIENR , RIBEARERBUSHSREEABIETD.
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o XTESMIR Elasticsearch FTEERIELE -

apiVersion: v1

type: Opaque

data:
password: dEdWQVduSX5kUWImc21acg==
username: YWRtaW4=

kind: Secret

metadata:

name: elasticsearch-basic-auth

namespace: cpaas-system

o MREFRERSNG Katka £ , NEFEABE T XHHESNG Kafka LR -

apiVersion: v1

type: Opaque

data:
password: dEdWQVduSX5kUWImc21acg==
username: YWRtaW4=

kind: Secret

metadata:

name: kafka-basic-auth

namespace: cpaas-system

3. B AU,

BRAELDIR

1 EEMSHAES , B MARE > FHEEE,
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2. EIREBS A+ , WEFIFL M ACP Log Storage with Elasticsearch {4 £ £ 7K.
3. #i; ACP Log Storage with Elasticsearch Al /EiRsl > T3,
4. JFJ3 533%45MNIB Elasticsearch JF35 | ACE YAML X4 , BCERFIFSHORBLIT -

o XF$EHMIR Elasticsearch £ £ |, BN/ 4 e EEL K Kafka :

elasticsearch:
install: false
address: http://fake:9200

basicAuthSecretName: elasticsearch-basic-auth
storageClassConfig:

type: "LocalVolume"

kafka:
auth: true
k8sNodes:
- log1
- log2
- log3

storageSize: 10

o XTHEHMIR Elasticsearch & EEFISMIT Kafka & E£f :

elasticsearch:
install: false
address: http://fake:9200

basicAuthSecretName: elasticsearch-basic-auth
kafka:
auth: true
install: false
basicAuthSecretName: kafka-basic-auth
address: 192.168.130.169:9092,192.168.130.187:9092,192.168.130.193:9092
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B, RREFEME. TaMTAkEeh, Y&E#. TRk Pod ERIBEEIMFER , BraTRL
BT D ATEAF R BRRRA,

ETNEAFIRBIHERE , BAaT RO TR EERM., SRBREGHELRDEEH
B, TUBEMIASE , BARMERA RRETH, AR Xg.

H=x

1 FHBR 1

{52 FABR !

ZINRER KT HERS. EMRTENE Y3 ACP Log Collector #1 ACP Log Storage
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Menu ALY >

Events

Bk

BRAEIRAE
= SR

BRAEIMAR

1. S ZMS A~ K Operations Center > Events,

R - BT TREN S A T HDE AR R SR R AE B X S 1.

dlinl

= AR

S TUEENARRRIL 30 DN AENERSMHBE (BRATRUEESEE XHESLE) |, A
R EIRBHCR.
o BEEEMEW A FHARTREZEMHNRRELEMENETLERNREREHNTIRETE.

o EE  BE—RRZRRELXLBEMHE , RIRBERSZM,

o B8N : MRTREBFHRNRIFIEHN 20 , FRIEFMENESTERN , § 20 MRIRRET
B, A—RIRTREZ AL,
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o WREMHICE : EEESMHMREXETT , BRmEN AEERNFaER&EtRAAEMHC
Ko BAUREERFARAIES NS, WAl URTAEFMATnRAR TR
=, EREMFNT

o WIRTY . RAEHM Kubernetes EiRZEE! |, 440 Pod.

« Namespace : Z4ZEHH Kubernetes ‘EIRFTIEMRI G 4 Z=E).
o EHERR  EHREMNERRA,

o BHR7  FHNEEREE , 20 Warning,

o WIRBFR : KRAESMHM Kubernetes RIRLEFR , Al GEFETM AL N BFR,

TIP

o RIEBEMHICFEF RIELHZHORIER , AJ7E58H ) Event Details STEET EEEHFME

=]

/Cno

o EHRREMBEMRREERTIEMHRS., SREERNRFRAEMHEAA Normal |, HEHR 28 ;
EREIRFRRNXEMHRAA larning |, WARIBFERE , NXEXEHUMESERRL.
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Menu ALY >
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48
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o TRENMLEHF S MPIZR : FFETE global HERFTIE N T MFF CRD AT X HFE W INAZE 4
TRV A
» ModuleHealth : £ M FEZWIMALE & il 75K,
e ModuleHealthRecord : & X & & B X W 2H A ISz R ,

o EHAVSMLAMIRT : Courier 2% %1 ModuleHealth , BEFEETNRE , REBKRELLERE N
ModuleHealth #1 ModuleHealthRecord f¥] CR &5,

o AR FINT : Courier 755K Kubernetes AR HEUE , AE B SIRRES R F
TER[R)EL,
o Kubernetes : KEAHEARERE , URAHRIABHERILEE.

« Prometheus / VictoriaMetrics : 1RIERLBHFIRMHEHTENR , EVRIFFIKTLA 2 BREIE & 124t
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AU T SR 1

- TR K node-
exporter ZAHHA
24 THE
Running 3K ;

- TR
kubelet ZA4HA
24 THE
Running k7.

- BIARTE A &
=

- RSB FEF
KEHIKRBIT 5

.

T T S

- R IR AN
- EHNRITAGERE
- £ 34 kube-controller-manager
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< .
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— AL TFHE Running K.
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