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Menu ATURE >

TEpRETE

FEREIERGET Prometheus / VictoriaMetrics WEERKIFENR. AJARTE S EIRIX L
TERR.

B

BHETFAAMHRERTER
&% Prometheus / VictoriaMetrics fZAERI T B TEAR
[iIE7E 553
BRAEDIR
BERFAENKENETER
[iIE7E 553
BRAEDIR
& RRAMNERTERR
[iIE7E 553

BRIEDIR

EEFaAMFRENTER

FARNERAMREEANERY serviceMonitor HERREEMNTEIR, FETHIEANTIBIT
/metrics ¥gRATT. EAILMERUTRBIGSEEFaTENAMFENTE :

curl -s http://<Component IP>:<Component metrics port>/metrics | grep 'TYPE\|

B
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# 7 Prometheus | VictoriaMetrics 260 FT B TR

FATAE B SR ARTERS IR | BENEET XL E BT K PromQL,

Al 5
1. XEHREA = Token

2. FE AR et

BRAEDIR

ZITA T4, #H curl FHKERFERTIE
curl -k -X '"GET' -H 'Authorization: Bearer <Your token>' 'https://<Your

B
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"status": "success",
"data": [

"ALERTS",
"ALERTS_FOR_STATE",
"advanced_search_cached_resources_count",
"alb_error",
"alertmanager_alerts",
"alertmanager_alerts_invalid_total",
"alertmanager_alerts_received_total",

"alertmanager_cluster_enabled"]

BEFaENNITANETER

AT EHAPER , FERET KEE BfEtr. GAERE SESRITERN AT IEHE AxX L
bR, THEBITEN. RN BIMTER X LEIERR.

Bl 54
1. SREZFELF ~ Token

2. FEARECF et

BRAFLIR
BT TH4 , (EA curl REVEARIIE :

<

curl -k -X '"GET' -H 'Authorization: Bearer <Your token>' 'https://<Your

Bl
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{

"alertEnabled": true, e

"annotations": {

"cn": "ITHAMHPRRIM CPU FIFXR",

"descriptionEN": "Cpu utilization for pods in workload",
"descriptionzH": "{tEAHHRHRM CPU FIFZR",
"displayNameEN": "CPU utilization of the pods",
"displayNamezZH": "JTEAHFRIRM CPU FIFR",

"en": "Cpu utilization for pods in workload",
"features": "SupportDashboard", eg
"summaryEN": "CPU usage rate {{.externallLabels.comparison}}{{.externa

"summaryZH": "Pod ({{.labels.pod}}) B CPU {#FZ% {{.externalLabels.cor
3
"displayName": "VIIAALERZERH CPU FIFK",

"kind": "workload",

"multipleEnabled": true, (@

"name": "workload.pod.cpu.utilization",

"query": "avg by (kind, name, namespace,pod) (avg by (kind,name,namespac

"summary": "Pod ({{.labels.pod}}) B CPU {#fZ {{.externallLabels.compatl
"type": "metric",

"unit": "%",

"legend": "{{.namespace}}/{{.pod}}",

"variables": [ @

"namespace",

"name",

"kind"

]

}
]

o

TEMESTHATRESE
UFEAM R B ST AT R EAR
e AT TR EZ RIREE
TEPRE L H] PromQL i&7%]

AFERR PromQL WE/AF Al AT &

/ /

S

iy
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S RSN TERR

&7 FEaRNETERI , BRI PAEIT serviceMonitor B PodMonitor EEMEMIN AEE=

N AZFRENTEAR. ATAER—SEEH L pod B3] Elasticsearch Exporter A3 T
WA,

Al 5
EEREN BT A REIAR. ARUBREMBARETE cpaas-systen HET

8) , FHEZET http://<elasticsearch-exporter-ip>:9200/_prometheus/metrics g,

BAELIR

1. 4132 Service/Endpoint PA{it Exporter FZETEHR

apiVersion: vi
kind: Service
metadata:
labels:
chart: elasticsearch
service_name: cpaas-elasticsearch
name: cpaas-elasticsearch
namespace: cpaas-system
spec:
clusterIP: 10.105.125.99
ports:
- name: cpaas-elasticsearch
port: 9200
protocol: TCP
targetPort: 9200
selector:
service_name: cpaas-elasticsearch
sessionAffinity: None
type: ClusterIP

1. A3 sServiceMonitor XJZRIMIABHKIN FHFEFHTE
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apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:

labels:
app: cpaas-monitor
chart: cpaas-monitor
heritage: Helm
prometheus: kube-prometheuso
release: cpaas-monitor

name: cpaas-elasticsearch-Exporter

namespace: cpaas-systeme

spec:

jobLabel: service_namee

namespaceSelector: e
any: true

selector: e
matchExpressions:

- key: service_name
operator: Exists

endpoints:

- port: cpaas—elasticsearch@
path: /_prometheus/metricsa
interval: 6036
honorlLabels: true
basicAuth: Q

password:

key: ES_PASSWORD

name: acp-config-secret
username:

key: ES_USER

name: acp-config-secret

o ServiceMonitor [/ [E]ZH4~ Prometheus ; operator £4E3& Prometheus CR f]
serviceMonitorSelector BCE "SI Xt ) ServiceMonitor ‘&R, 1R ServiceMonitor FIFR
ZAULEC Prometheus CR f] serviceMonitorSelector BtE , MiZ ServiceMonitor &4

operator 5%,

@ operator £1R1F Prometheus CR # serviceMonitorNamespaceSelector Btg YN
Ltdh 4 T [8)fK) ServiceMonitor ; 2[R ServiceMonitor A~7£ Prometheus CR f]

serviceMonitorNamespaceSelector & , RIi% ServiceMonitor ~4:4 operator ¥54%,
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Prometheus W& HIFEARSRIN— job #54% , XA jobLabel ] service #r%E

ServiceMonitor 183 namespaceSelector B EULACYTZ ] Service,
ServiceMonitor fE#g selector BZE ILEL Service,

ServiceMonitor tR#E port ECEILEC Service HumH .

/(8] Exporter lKi&12 , EXAK /metrics,

Prometheus JIEX Exporter $5r&KI[E)fE .

WNRIAIR] Exporter R FEIAUE , MIFERIMAEER ; 3 #F bearer token, tls 1A
WEE A,

0000 OF0

1. #&&& ServiceMonitor 2744 Prometheus 43%
WalsRA 4R Ul , BEEABTFELE job cpaas-elasticsearch-exporter .

e Prometheus Ul #ifit : https://<Your platform access

address>/clusters/<Cluster name>/prometheus-0/targets

 VictoriaMetrics Ul #i3lk : https://<Your platform access

address>/clusters/<Cluster name>/vmselect/vmui/?#/metrics
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AoE S Z AN

ThRemit

FANSTEEHETREEERMA 2RI AN ANASHE . BIFAMERNARSEEN
RERBENEERN , BERELNEERIRMNREENSG) , AN R BNEE
RRAR.

T FaEE eV HF AR , I UER BRRTEEAN A EECEMEIREE R , Y
JIZIV:'I;.%I:F-IA:]\ ﬁ/ﬁ\-o

FETNRE
o NEASGEZLRM : ET% LBEESMEK |, £5%F global MM T ERBERTEER
RIS ZHLA),

o BENEEMN : SFHETZMEIRROIESTENN , BEME BETER. BEX TS
PR, REEIEW, FE SR eSS4 0E.

o HERIREE | SFAURMEEIRENEERIR , REN AT RMUTIR.
o BEBMEM  HFEISMHREFTEEEHELBEAR,
o FEARRS : XOFaEETEMIFEE  BWRARABARKEEBNTEREE.
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BARSSHIAR N ECE |, IREB4ENR ; SEARNE , EFTARA

o [BEZIEN  SEEMEIME , BRENEAIEM , THLREEFEHE , SKHEIM
TRl
o BUREHE™H | TERMIIEITHTE  BRELEEERLE.

Ul G2 2R

BIE &M

- BEREBEMRE (MFEREEHEEEM)

o BEHCIRERAN (RS ERIEEERIENLE)

o BERCTRAEHFHREAGMBEREENG (EHAREMEHIRELRENNTE)

BRIFDIR
LB B4R > % > £
2. fit AR,
3. REEAEE.

T

k%% o

nukﬂ*

Ve E IR
RS

nufﬂ*

o RETRLEBINIMNEEAT (A1av % =8 T deployment 1K)
FRIRERRRAA

o REFESHREANEE" , IIFEREKFTARM IR,
o VEF RS, (UERT LRI,

. SRS HAZEN , FRARERENRER (30 cert.” ) .
LT
. BAKEHALRNETIA (21 Pod REFH)
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o BAEEIEE RIR TR RIR , STHFENREKFARMEIR.

BeE S AN
A RN | RIEEEATIME N T2 :

BRIREESH
2 Wt
Prometheus A&\ IR IS TaAR RIAFOAR | 60
Expression rate(node_network_receive_bytes{instance="$server", device!~"1o"

[5m])

Metric Unit BE X SISFEbRaq |, A Fi AN A TUE A&

Legend EHIERF LS NVARZFR , 8K {{.LabelName}} , 20
Parameter {{.hostname}}
Time \
HE/EAERKREOD
Range
L
> AENAENTE (4 Eror) |, SMEWTEZ A OR M
Content
Event EH4EREMFER (Reason , & BackOff, Pulling, Failed %) , 2/ &)
Reason FEEZ B OR &k
Trigger AL BOEER . SZEEMIFENE (%) AN, RIESKRE/EE
Condition %%&/Eﬁz%?&'—ﬁ 2 SE I PL B SORHE TR R MBS T N R [B) 3T 2 &
i,
ert Lovel 4y APYNE2R « Critical, Serious, Warning #1 Info, AJARHEAZHL XV 55
alert Leve
ISR E N N R EZEER
BEHEESHN

28 iR

Time Range EHERNNEIEREN
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\
2% Vi

Event Monitoring ltem  STHFEEEMHRARECHRE , ZNFERZAIM OR &%

Trigger Condition ETEHWENLERF
alert Level ERIPEEFRE AR
HECE

1. EFE—N S E AR AIB IR,
2. REEERIXER.

o 2/ : EAFAIALE.
o BEX : IRIEEZFRXERRMRIEFAIR.
o EEFAERN , (NEEEHRFIK RIS ZIXBH.

HAtbt B
1. FEEENNMEZ S |, RERSEMIEE.
2. FREFEMRECEE S % Prometheus Alerting Rules Documentation

3.7 EPAEGFH svalue =, IJRESHELRE.

18T CLI g RREZ

HIIR 51

. EREBMFS (NEREQHELEN)
. EAREREICENIAN (5RO A R A TE)
. BARERDREABEHANNAEREAN (28R EMBAARE BRKITAE)

BRAEDIR

1. F#E YAML BCE S |, 54k example-alerting-rule.yaml ,


https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
https://prometheus.io/docs/prometheus/latest/configuration/alerting_rules/
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2. 7£ YAML X750 PrometheusRule RiIRFIEAE. A T/RBIGIEE T 427 policy RIFTEZE

R
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apiVersion: monitoring.coreos.com/v1l
kind: PrometheusRule
metadata:
annotations:
alert.cpaas.io/cluster: global
alert.cpaas.io/kind: Cluster
alert.cpaas.io/name: global
alert.cpaas.io/namespace: cpaas-system
alert.cpaas.io/notifications: '["test"]'
alert.cpaas.io/repeat-config: '{"Critical":"never","High":"5m", "Medium":"
alert.cpaas.io/rules.description: "{}"
alert.cpaas.io/rules.disabled: "[]"
alert.cpaas.io/subkind: ""
cpaas.io/description: ""
cpaas.io/display-name: policy
labels:
alert.cpaas.io/owner: System
alert.cpaas.io/project: cpaas-system
cpaas.io/source: Platform
prometheus: kube-prometheus
rule.cpaas.io/cluster: global
rule.cpaas.io/name: policy
rule.cpaas.io/namespace: cpaas-system
name: policy
namespace: cpaas-system
spec:
groups:
- name: general
rules:
- alert: cluster.pod.status.phase.not.running-tx1lob-e998f0bh94854eelea
annotations:
alert_current_value: "{{ $value }}"
expr: (count(min by(pod)(kube_pod_container_status_ready{}) !=1) or
for: 30s
labels:
alert_cluster: global
alert_for: 30s
alert_indicator: cluster.pod.status.phase.not.running
alert_indicator_aggregate_range: "30"
alert_indicator_blackbox_name: ""
alert_indicator_comparison: ">"
alert_indicator_query: ""
alert_indicator_threshold: "2"
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alert_indicator_unit: ""

alert_involved_object_kind: Cluster
alert_involved_object_name: global
alert_involved_object_namespace: ""

alert_name: cluster.pod.status.phase.not.running-tx1ob
alert_namespace: cpaas-system

alert_project: cpaas-system

alert_resource: policy

alert_source: Platform

severity: High

BT CLI plEE S

HITE &4

- BECEBMKRE (MTFEEBNEEBHM) .

o BMENORRERAN (FRERTERURSEREN KT .

- BERCREAEAMAGMBEREAN (FHABENSEHLIREZREENE) .

BAEDIR
1. #7132 YAML BCE XX , 95 example-alerting-rule.yaml .

2. 7£ YAML XX 70 PrometheusRule RIFRFFIREE. PATFRBIEIE T 44 policy2 HIFTE
EREE
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monitoring.coreos.com/v1l

kind: PrometheusRule

metadata:

annotati
alert
alert

# na

# ki

# na

# op
alert
alert
alert
alert
alert
alert
alert
cpaas.
cpaas
labels:
alert
alert
cpaas
promet
rule.c
rule.c
rule.c
name: po
namespac

spec:

groups:

- name:

rule

ons:

.cpaas.io/cluster: global
.cpaas.io/events.scope: '[{"names":["argocd-gitops-redis-ha-haproxy"

mes: FHEENRIRAI | FH/FFAZ, operator FHo

nd: fRSEAHEERRIRIEE,

mespace: fIAFEHELENRBEIBHETR. THARTFFGFETRARIE, 4 ns A [
erator: &g =, 1=, =~, I~

.cpaas.io/kind: Event # 45%H), Event (Egﬁ#ttﬂg

.cpaas.io/name: "" # WREZGH, BEHEEHA

.Cpaas.io/namespace: cpaas-system

.cpaas.io/notifications: '["acp-gqwtest"]'

.cpaas.io/repeat-config: '{"Critical":"never","High":"5m", "Medium":"
.cpaas.io/rules.description: "{}"

.cpaas.io/rules.disabled: "[]"

io/description: ""

.1o/display-name: policy2

.Cpaas.io/owner: System
.cpaas.io/project: cpaas-system

.1o0/source: Platform

heus: kube-prometheus
paas.io/cluster: global
paas.io/name: policy2
paas.io/namespace: cpaas-system
licy2

e: cpaas-system

general
S:
alert: cluster.event.count-6sial-34c9a378e3b6dda8401c2d728994ce2f
# 6sial-34c9a378e3b6dda8401c2d728994ce2f TJEEN, MfrME—14
annotations:
alert_current_value: "{{ $value }}" # MF{EEHM, FIFIGA
expr: round(((avg
by(kind, namespace, name, reason) (increase(cpaas_event_count{namespa
+ (avg
by(kind, namespace, name, reason) (abs(increase(cpaas_event_count{nam
/ 2)>2
# policy2 ) id FAEEREAFR ; 6sial WASHIEFENN|EFRILAC
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for: 15s

labels:
alert_cluster: global
alert_for: 15s

alert_indicator:

alert_indicator_aggregate_range:

alert_indicator_blackbox_name:

alert_indicator_comparison:
alert_indicator_event_reason:
alert_indicator_threshold:

alert_indicator_unit: pieces

I|2Il

&1 - Alauda Container Platform

cluster.event.count

Ilsooll

I|>|l

ScalingReplicaSet

alert_involved_object_kind: Event

alert_involved_object_options:

alert_name:
alert_namespace: cpaas-system
alert_project: cpaas-system
alert_repeat_interval: 5m

alert_resource: policy2
alert_source: Platform

severity: High

I E BRGNS E RN

%%ﬁﬁ%ﬁN*MWﬁmigﬂMﬁﬁﬂ%%mﬁéo‘
A bR, TRENTEAMHSIZEERE,
HIIR 51
- BECEBMEKRE (MNFAEEBNEEBM)
o BERCTRERAN (EREEERES

BAELIR

B HERIR

1. EEMSPRE R T B4 D > FE > FERIR.

2. Ry BIEEHEREAR,
3. BLE EEHERNELRER.

Single

cluster.event.count-6sial

HEER , AT RASERIE

CRIILE)
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g

Expression

Metric Unit

Legend

Parameter

Time

Range

Log
Content

Event

Reason

Trigger

Condition

alert Level

1. mifr BIE.
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, ARIELLT S ¥R BRI S ZEAN

iAA
Prometheus A& Z\FETTEAR AR , BI40

rate(node_network_receive_bytes{instance="$server", device!~"1lo0"

[5m])
B X ETIEAR AL , A F i NS T & Tl B Sy o
EHIRIRP AT VR ETR , A {{.LabelName}} , f5IZA

{{.hostname}}

HES/EAE RN E & H

HERNSERTFE (70 Error) , ZAMERFE B OR %E#

EHREEEWFE (Reason , & BackOff, Pulling, Failed %) , Z/&3f]
FERZ A OR &

AbBOEERT, SEBREMIFESNE (A1) ABREHt.

4y FPUANZLR : Critical, Serious, Warning 0 Info, AJARHEEZHNIXF L5
Kln IR E N N BRI EZEER,

E S ERR AR HE R

1 A SATAL S B > 5% >

%,

HERE., 27N BT S A Y B s

2. Rt A HER RAFNRITRE > BRI HERE.
3. BEERN S, 2EUTHH :
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\
2% Vi

RiR ERREANSEEREIR. EARIRER. TRAMTEAMDIE, SRR
B Ja, TEARERRARENETEAN, BRREEFER.

TR WARARARE ST ST 8. TR R WWHAN MEERIEARIR ; XN TIREHR

KA BEIR,

1. |mir AU,

REEEHR
IR, TRATRAMGNEEHTHRNRE. BT EEEREREHK , TRUTH
WEERE T TAANEE B AR AR AN ZEBEHE.. KRR AFREAM B € X T A)FHEK.

BlgN : FAEFHEREAERE , WS RIFATRELIIFERSE | SBARESTEME | BHEANREHE
BAHPTTAEN RN R EEE . R E T ERIEF T DU R ZAE .

EE BRI R AT N |, #RRRER B3R,

Bid UI&E
1. FEAMSHRL S BAR > 5% > L8R,
2. RIS LR A AR R > BRI,
3. Y H LI FREFBRE.
SUR ORI REHISBR B R AER. BULHBR XML,
4. IRIB TR ER R S8 -

TR« EREEFHICTRSRIEARR , BN R, FoREEM BIFRRD IR ST
IERERERARINEHER HERNE ; S 2, (MERTANEP RIETCHE , FEH BIERAR
N IRBA AL,
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s W

RN AR RO

RN BT RIS R B TR,

B HEFHINETOE . FHIEEITHAN , SEEAFIORE ; AR
2 REERBEMLETEERTTHMATE , ELEBMERE. KA  SHFRRER
ibf SRR MR, BENX @ BREXFFRIHAMLRE A , BEERATD
[E] T 5 4.

5. pii W&,

Pe7R 1 NIREFFBRZIEREATTIART , SERIEFHIORE N SIS | HHARSRIE AR S
B IER RIXIBA ; SBIFRBIEHNE |, SERIEFHIRTN #8520+ , BLRRE SRS ALY
iR S BN AR AZX B,

BT CLIEE
1 3R EREN RN EEERTELHR , BITUTHS

kubectl edit PrometheusRule <TheNameOfThealertPolicyYouWantToSet>

1. BRBIEBURIR , ANINEREER IR AL,
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apiVersion: monitoring.coreos.com/v1l

kind: PrometheusRule

metadata:

annotations:

alert
alert
alert
alert
alert
alert
alert
alert
alert

alert

cpaas.

cpaas

cpaas.

cpaas

labels:

=R

BEHE

WHERES

SHMFER SR ELT. TATE RS ZHTE
S NRTFRRIN TS | RE TS ANBEASAEHBURE M , LARSSH.

.cpaas.io/cluster: global

.cpaas.io/kind: Node

.cpaas.io/name: 0.0.0.0

.cpaas.io/namespace: cpaas-system

.cpaas.io/notifications: "[]"

.cpaas.io/rules.description: "{}"

.cpaas.io/rules.disabled: "[]"

.cpaas.io/rules.version: "23"

.cpaas.io/silence.config: '{"startsAt":"2025-02-08T08:01:37Z","endsA

.cpaas.io/subkind: ""

io/creator: leizhu@alauda.io
.io/description: ""

io/display-name: policy3
.10/updated-at: 2025-02-08T08:01:42Z

ZANEIEIX

SEELENE , ENgraE, #

o REDBIEEFHAN : (MBI EATRKIAN., B RELSWHANEE , FTHEESEE
MEP U EITEERR,

o RIFERMARRE : AZBEAAEKAAR , MIFERIARARE, X4 ERE
i, MPRENEIEE |, Frasedt— S AEMREEIRE. R EEB DTN
SH
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JEVEIIAAN , FIRTRARERASKELB AR , MIEASMEREBLIEFAN. B BRI

BANFLEECEHAMN , BEITRUEZEKAR.
o RFBMNEEESR  WREEERN , BEIEKER, TTREREAZDIRIE. EE 75
f@iE , IREHFELHESA KRG | BERA P REEEE I IR,

o AHRETERS  AMNSEERS , fERA AEERAVR S E N AEIEL, 5120 ,

BIREITEN, BERE™ERR , FEIR S

[ = . S
NFEAL

W= ERFNRE A Critical , FRMEXA
W Ela i i5esk , MRELIEZ R,
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TEYIRE

o BAIRS AR : BAIRS 20T S LB MR AR NBR AL BIIH SRS , HIANERHARS

[=Ra}

aﬁo

o BAXAAA : BHEXAANARE AR ERMNSEFERBEFIZRRA |, BESHRBOEEHE
RISKIRIEA T2 | AT AR I4E TRie,

o BHER  BARRZHBENLANE. RRXENMNERASIAMMIR AL , AT
JLIBARENSEEMHENANSMEN. B0, BEXAMFBRMKEDMAE.

o JBANFLN : WBAIFLNE—LAE XANAEAFEIRA AL X B A E SRR, X T FZ I8 ENSNED
REMIFE , A%, KRFIEFINE , KsaE RIS AN,

1B 1R 525

BRARSS 25T A LRI AR SR XERHERIRS . FaBRsF L T EMRS S

o MWVIBFETAMS S : IFERMELWVS, TN KBRENA , I AKEIEBA,
o EREFARSTS | BT AR ARS 2R R IXBRAHIE AN,

« Webhook AR 5525 : STIFERMMM SRR, STETR LS A, KREALSEA |, 3
FFERE RS 23 R 1% WebHook,

WARNING

EERM— N BE T ERSES.

VB ET ARS &5
WiEtLS

LRBRAT/RBIECE BRI S 25 2 8. HES R , VIRE SHEHE > RREHE T
global %Ff , BIZTWIRXR.
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apiVersion: vi
kind: Secret
type: NotificationServer
metadata:
labels:
cpaas.io/notification.server.type: CorpWeChat
cpaas.io/notification.server.category: Corp
name: platform-corp-wechat-server
namespace: cpaas-system
data:
displayNamezh: 1Mik{s
displayNameEn: WeChat
corpId:
corpSecret:
agentId:

2. IR , FEFEH ArAaeslE > AT SN DAEE TEFA AN ME
V5 ID , WiRA FREIER HUUER.

£T47

LRBRATRBIECE B AR S 25 2. HES R , VIRE SHEHE > RREE +1
global %, BIZTWIRXR.

apiVersion: vi
kind: Secret
type: NotificationServer
metadata:
labels:
cpaas.io/notification.server.type: CorpDingTalk
cpaas.io/notification.server.category: Corp
name: platform-corp-dingtalk-server
namespace: cpaas-system
data:
displayNamezh: £T4T
displayNameEn: DingTalk
appKey:
appSecret:
agentId:
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2. QTG , FEFAEN AraesiE > AreE BN PAGE REHA PN §T4T
ID , R PREIEE HUUBE.

P

L RIRACRBIECEIBRIR S5 28, HES R , VIRE SREHE > RIREHE T/
global %% , BIZWIRXR.

apiVersion: vi1
kind: Secret
type: NotificationServer
metadata:
labels:
cpaas.io/notification.server.type: CorpFeishu
cpaas.io/notification.server.category: Corp
name: platform-corp-feishu-server
namespace: cpaas-system
data:
displayNamezh: K+
displayNameEn: Feishu
appId:

appSecret:

2. 0ETRE , FAETFAN BraeEiE > e SR MAGE FEMAAHN B
ID , #fRF FPREIEE HRBUBE.

MR AR S5 25
L AW SHAAE FARE > BARESE.

2. _if IRECE.

3. 2EZUTRHRER RS,

M WiEA
&S5

it Y3 SMTP WMXIBAI RS 2531E |, 5140 smtp.yeah.net .
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28 WiAA

=<k

i BAIARS 25RO 5. Ak A SSL B , FAE SSL x5,

A SSL : “£EHTFE (SSL) 2—MhERTEEAR, SSLFXATE
fi&3 HI B BIEIRS 23R i 2 [BIFE 3 INEHE.
#5HhC BT R LIF : insecureSkipVerify FF3e BT 154 2 B UEE FimuE B0 AR

B FRFNL. BREE , BABRBEBFEBRFENLZSRE RS FNLZH—K
M,
b, s . o . ~ .
S IBANARSS 28 P RIAHRRFETK S , AT AR 1B ANHRME .
H
JaF N, o -
T MREZAIL , BECE PRS2 5 B 2 FHZANRD
.

4. fi WE.
Webhook Z5RVAR %25

XIRERSVRIEEHNZIA. STETEAS A KRB |, SEEFEE K Webhook RS- #%
KL HTTP &K,

IS EIZEA
1. FEAMNS IR m SRS > &35,
2. B global HFMIR/ER >CLI LA,

3. £ global &EHHNFTAIITU TGRS :

kubectl patch secret -n cpaas-system platform-wechat-server -p '{"data":{"e

78 dHJ1ZQo= ;E true K base64 Yghy ; HERA , ¥ dHI1zQo= A ZmFsc2uk
B false (] base64 4jkD,

ETETRAALZS A

1 EEMSHIA R B > 37,
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2. mir global HRFEMIRIEIR >CLI LA,

3.7 global &EHFMETSPITUTHS :

kubectl patch secret -n cpaas-system platform-dingtalk-server -p '{"data":{

327R : dHJ1ZQo= £ true B{ base64 4ghY : HEER , ¥ dHI1ZQo= FEHA ZmFsc2uk
B false f{] base64 4y,

KPBEAHEA
1. FEAMNS A at EHEE > &5,
2. mifi global HEHFZHEIERM >CLI LA,

3. 7f global &EHMETRPITUTHS :

kubectl patch secret -n cpaas-system platform-feishu-server -p '{"data":{"e

$&7R @ dHI1ZQo= JZ true X base64 JwiL ; HEEEM , K dHi1zQo= BHRA ZmFscauk
B false f{] base64 4ghY.

Webhook fiz%-2%
1. EAEMSHIA md SRS > &5,
2. B global HFMIR/ER >CLI LA,

3. 7£ global &EHMETRPITUTHS :

kubectl patch secret -n cpaas-system platform-webhook-server -p '{"data":{'

JR7N 1 dHJ1ZQo= £ true fK] base64 Jghl ; HEEA | ¥ dHI1zQo= E#A zZmFsc2uk
RP false f{] base64 4gh3,

BAEX AN
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BHEXARANA R —HAGRNZERERB AR A . 6120, ER LR a4 F B E @ A1EX
ANA , (BT FERCE BRI M AETE,

INFO

1. FESFLFBEMMS T , WA N WAL E SR ASAREIB A IR 525 AL BT R 7R
2. INRFE(ER Webhook KRR FZRAEABAHRINA , DAEBEEXARAAFTEEAX URL,

1. FEAEMS I R im0 > B4,
2. D)3 BAEXARAA PR

3. Rl AIBIBAIEXARAA , FRIELL TR A RS,

2 iR

FEANBHEXARANERM—ERFE | FA<mAFE
FARBTAKARAKBIFERIXIBA.

Webhook URL/{# 5=
LSS AISTETRENLZR AT KT
Alas A

HIRIE AL E B A0 AR 55 28RS XY I @ &1 77 2\
URL , BCE RN R AR B L 77 TR OB A

Rilt AIXARAN  BEEFERFRNEKAANA.
RKARANRE EIRRAMERK AR AN AT (BE, B, &AM
i) HEMITR | BRBEEEMRRN.

4' ﬁ% %7]” o

1B RIAEAR
BB R SR (S, WAEERINAMRSME R | BTTBAR
HEBABENREAER,

FEEHE REsE A RAT AR EBAMER , RIFEAFNEEENANEELBHHENASH
B, WY PRERBCREEZEESR | ResHmE,
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INFO

FAXIFFLIBAMSTER , BB N (I8 KRR AR BB R IR ST R BC AR TIROR. AARBCE B
MRS, BOAR BRSNS R AR B EAEAR .

B IBRIFEAR

1 M SHRL A B > B
2. YE AR WA

3. i AUBAIHUR.

4. 18 EAEE 7 BREL TS,

2 WA

TRIEIB SN B HIEFETHEZE
HEXRR HEEE  REBEEN A'Jﬁ&l%zﬂ‘]iﬁg/ﬁg BaFasZUReEH ;
AHFREIEE | KERFELEAHREMRNBIEE.

5. 7£ #ARACE #9y , SEARRIRRLRIE X ENNETRASH,

INFO
1. ERAB AR E. AERRE AT ASHFEARIINCES AR, ZEMH AT
BERAS , REFEIEENLL,

2. AR REEE AT A IFHAE., BT MERAENEREMATKN , EFEEREER
5. 2% 22%E M BT REHRMETWR0ES .

3. FAETRINa4E7SHRM T 2B AMIEENIOABIERANE | MEASHEMHERES
K. WTTCEIATSK , AT EEEARIAMERAE,

1. Rl IR,
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FELBAIEE (NotificationMessage) AR IEMRRGE , 18K {{. labelkey}} . AFA
FEAPREREAREE , AT EREBENERS ; 6§20 © &R {{

.externalLabels.severity }} .

LB ENALNE T8 ARAR ) F R A X B AEER |, RIRTF A ELS| FIBEHIHE X M AREK)
B (RIREEEUR) | REALBRHECASE AR X BT BURS AP,

FARARMLLT R AE

LA

7~ TE 1tEA

%

A

A

g%

45 {{ .externalLabels.status }} Fan - =

&

M

]

%

% {{ .externalLabels.severity }} &4 : EE,

will

H

=

ax

o {{ .labels.alert_cluster }} Filan - REEZHER 1,

it

&

- A SRR

; {{ .externalLabels.object }} R, FlA0T =

192.168.16.53,

R

p

y FEHNZFR , 520
{{ .labels.alert_resource }}

% cpaas-node-rules,

7N

& {{ .externalLabels.summary }} e ey
%
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B
= T Es
%
i
#
fith
by {{ .externalLabels.currentValue }} fih A 52 W E .
=l
.
=]
= {{ dateFormatWithZone .startsAt "2006- .
_ EHEIhan(E).,
Bt 01-02 15:04:05" "Asia/Chongqing" }}
[B]
(3
= {{ dateFormatWithZone .endsAt "2006-01- .
HELERETE,
i} 02 15:04:05" "Asia/Chongqing" }}
[B]
=
2 {{ .labels.alert_indicator }} WASTERRZ R,
PR
Hﬂlg'fq:q:' E‘]%ﬁﬂ‘%_ﬁﬁﬂm =
HREF B &N A HTML A& AR R BAan T3k -
WA TT _ .
PREE VA
=
. AP AR RIAEN
XA - 7
=
<font color="#FFO000" >R E K
FAK </font> WEFEER.

<b>fNAAFK</b>
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ngc R Bt
7yl <hi>—Rirgi</h1> , XFFZE h6 (FRE 6) WEAFBEA.
B <p>E&%</p> NS BEE A,
El;:! <g>3|fi</q> ARSI BRE.

BT <a href="//www.example.com">B4kH</a> O\ BEEE.

1B RIALN

B FANZE —2HE SAMA R E AR AR BEAHERAN, 3T REEMINDRSHIHR
MEE, WRAEFIAUE , IR AIE MR .

INFO

FEFFLFRAMSET , BRI W ABHEX AR B AR S SEC A TRR. AARREBH
MRS5S , BOARN BRI MA@ AR,

HIIR 51

A WBETARSZS BHEKAAR , AREEE PNAGE FBEYKAAR , HE #Ee
WS 1D,

BAFIMAE
1. B SRR BRI > B,

2. Rl BIEREXMN , FARIBA T RBIECEMR RS,
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S L

B SNEX BRI AANAR—AZE LB FREA |, FaRERTsEsEmAE
F YN FIXEH.

JEBNIE: S WERERM— DB M BEAIREA |, FEBRIBERBAR MAEE FHRECR
A FRRIRIBAN.

XEFZMAN , BIE BEEWS. 747, KB S MEREEA. §T4T

BT . N
& Bilzs A, KPEA2A. WebHook URL , §F%L %,
” T OSSR TR ERMREREAAER.
i 44
;”g B AR R R B A S,
3. i Bl

NP E ECE IR AL

FAMKBMRNE, BEXMEARFIBIIXARNAI A RS, (FAMBEEER  BIUEEERRE
RHEAMATRE S5 B AECERBRRE . BARRSENXAAA. Fit , BFESELX
AR B Bo B & 1E 8 F R

AR5
1 EEHATAEE R RB ARSI,

2. ARBEABETAEN , EFHHRWEMKAACE TAEE T EMEEBELR

BRAFIMAE
1. 75 TE SHE AT | Kl TESH
2. TS AL A BN,

3. PN BAXARANA IR , £% BAHKXAANE SIZBAIXARAL.
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TIP
WRAFRBILBIMXAANAEHBAXARAN , HAFRIBA webhook KALERARS 25 , ATk

IR,

4. PIRE| BHIEAR PR , 255 WAIMRIR QIR IBAAEAR .

5. PIE| BAIALN AR, 278 IEAIALN BUEIE AN
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Menu AT >

RAERATIE Iy =gait

B

ThREHEE
FEIRE
mE
AR
HIE &M
WIEERS IR AR R
B TR
B BT AR
SNER
I E
70 pannels
Ay 1 |
VIR
H AR
E1H pannels
pannel it
pannel BCE A
BRAZH
pannel #5578 5-%1
BT CLI A% dni= iR
W RRBNAEE
H R
ERXE
ZEERRGI—
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ZEFRARGIZ
AN BTSRRI EE I

ThRemit

FRRMEERNEREEDGE , BEENESN Grafana TH , AR FHRERE RGN HT
K5, ZEEICRTFANMSRLINE | ENSE—NEENE , BERAERECEDE.

ETRYIRE
o FALSMEMT A RERE A E L YHSHAR.
o WHEARTEEFARERATEZNER , BIRETUS BRSSP THE.

o XIFEIHMMRTFH pannels , VFR RN, Bk, 2% pannels , X35 pannels K45/
RyEHs.

s AVFEHRFPREBENETE , AT IIEE IR,
o YIMEERPEENA , BFEE pannels, HATTETFEENTEEE BN,

o STFF pannel ZEEVESE K. BiABITAE . ARREL KFAPIRE HPIROGRE], 4ER
B, &g, GoitEL XY B, 9fE. XA,

o« —HES A\ Grafana IR,

S

o SFHRFEENEESR , AEMBAERRS) , RIESRE/MELEZERR.

o IRFEFEFNAAMER , BIFTEE. RE. &, HmRMERIEZH,
o STFaAERIRTESEM , WHAREXBS EEER , RIRESIERE.

o RESEHRBRTFEZMUAE , STFARTIRIERS. W, FREFEERE AR FREen
FRIMEREXLZR AR RIS I

o LI Grafana IR JSON , H{EM Grafana IFFELkL{E .

(E3EEZ75y
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o ITIZAER : /E0 1T IZERBA SR , AT A EEERS — RRMER T 25T & R 2KMRE
1848 , 20 CPU, Nf7, MRRES. BED EEMRMEENN , BRI EML RS
A, 1R e HEER,

o NRMERESHT ¢ MAFFAMIMEA R8T T EARF E KA LR , BEVURRY RiETT
WEMBIEFE. FTEFSIARN A RNT BEZAE  RASITIERERSR , _REH0MNK
i,

o ZEMEHE  EHINARERNA, , TS EEERCEARSHNGEERE , —B7T
RERERGRBEIZITRI.

o HIESHWT : REL IR |, EEERIE G éﬁﬂ‘]f& BRI LA , FHEMREE AR
R, AJiRESEEERERERMREITIERES) , TATRABESHT.

BIBESRH

B ISR FE R AN NI A G R ERN S EHE. Bt , ACE WISmERET , BT
AT HER -

o MHREREXITHRNERS TR YITAM , A4k ACP Monitor with Prometheus

ACP Monitor with VictoriaMetrics {4,

o MHRER T RRRNBIEC SR RA M RE.

HIEERS R AR R

o VIRERTIFEFMT Kubernetes £85+ |, AJ I TREK Cluster FR& VIR EEEME.

o WEEMRIKBIE NN A GEREIER , FRINEHARYIIEHEEINTELTAHER
Z{TIES .,

o IEmARENAR XN ERFOE K ISITEUE., BEHPUNRIEE LRI T VictoriaMetrics 1
%, FE¥EIEREMEREMIERXNEEE , THIIMLE.

B AR

HMGEHE—1NEZ A pannels ARNES | R—1TERZITALRHES | R ETEWRIAE S 2N
&, X4 pannels I] ABURIFE R FIA¥IE | FHERNTF A XIFH— R HAHER.
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B IR
L RE QIRE , 2EUTRBRERXSH.

28 iR
DS AR TR AR, AT ABOEF B A XK.
PR&E EATEARRIAREE , AT E T TRARAREE R R E TR E A HAR.

wAEE  BRE, MRS STEmARRCAEER ; B MITEARDIAEN | 2K
R IWRREEAREIE.

BEERIRINAE | 45 pannels 5| BIEAIERSE , al/EAERE
TR R 1E A,

1. ARG , A A ST mEIRGIE. #TFRE RIAZE, 70 pannels, 7RAN54H
SRR /BT,

SHER
FAXFFEHES A Grafana JSON |, BHEH A KiITERFITRIR.

o BREMX3ZHF Grafana JSON V8+ hRA |, {RhRAZEIES A,

o SIANERFPEFLEFEAZIFHN pannels , AJRER/RA AZFFH pannel 28! | (BA[{EH
pannel X ESKINIEE BIR.

o SNBUEEHTRMEERRME , SFE AN pannels Jt5.

wNINAE
1 AR RN | A TR

28 UiEA

BRI Query KAVEE | AFETI FFRHEA TSR, AJIeEE N
REAMNSITREREALER.

RE
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28 UiEA

iR

T ERE R TRENIARRE  TEEAAHNE. NESRER (&

g L

. )

ay

s Query AN R AVFE TR IS4 RIS RMIE. E BB EN | (s

=1

- PromQL AT 4 , TARIZUER S B BMEL, £% % FRMFAT
%O

ER . e _ \

oy EENRESUDEERSWEERETONLE , LR S BN

_;‘ EATN. A ARETE PR R,

e

-~ - %355 EARE WINERI RS20 |, AAVFRIFNEEZ NMER. F1E pannels

;E T AR e | XA RIS B X AR,

- 280 A%fE , IRERT ERAE £1 MR, AERERENIE.

2. Rl WE FN—PEENEE,

7/l pannels

6] 4 QU M IRTEAR RN Z A pannels , AT BRI R IRAHIR.

127K A |y pannel A TABE XK/ ; Rifi pannel (EEAE F] &% pannels IiifF.
1. |mifi 0 pannel , 22 MRBRECEME XS,

o pannel LY : S RIRATAITEARXS A BHRN A .

o FRINFERT : BLE pannel FREUH A1ETEAR,

o BINAR : IFHERRNETEIRRIRE B E IR , FEIFFERAER.
o NETE | WETANENTE BIERREBISE , RRMAT pannel THI%HE.

o JFE : ANINZE pannel KIFTBTEFR MR GE— , NBETER)— pannel RINZ B TE
PR,

o FA : BRENIENRNL, FEARFRERN K EBISER. FEArRETNENE PromQLiEIL | E
BS% PromQL B AAY 7.


https://prometheus.io/docs/prometheus/latest/querying/basics/
https://prometheus.io/docs/prometheus/latest/querying/basics/
https://prometheus.io/docs/prometheus/latest/querying/basics/
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o EBISEL : 2% pannels FRAZST VB FR, B{FRAXATAER

o KW : WINEMIA {{.xxxx}} A&, BIZ0 {{.hostname}} £EHARZXNIREM
hostname FR&EXTIV(E.

o 3R BHARIHFIR | pannel FHIZ L REIRERRER.

o BENEHYI : FF/3 BIRY FFocit | i@id Prometheus Query 3O MBI EIHEF |, EATS
TTEIFERE. RANER query_range FAIEITHE , EWFEE MBI —RIIEIE.

o pannel BE : XHFREFAE pannel ZERIRT AL FEREIRE. VEN, B pannels,
2. R fR7F TTAAIN pannels,

3. AIEERNIARIN—NEZ A pannels,

4.5 MfE , TTIEE LT RERRIR pannels BRFAK/NFETRE -

o M pannel E A BETE XK/,
o A7 pannel EEIEARIAF.

5. ¥ TAE , RETEARRAEK RF RARFER.

B aEA:]
SARTRNEBEES IR , T pannels IT3EIE,
1. (35 R0 pannel THIE# > RINSME | 2 TR EMEESH,

o NH : HLELFR.
o BE  IFZEHAEEZEFEYHI pannels T E,

o ZHER  NERZE , FAMIAGIZERNA.

o SYWAE | IR YH pannels BIENAE , WIEAMSAEXENEN ALK —ITHER
KFNA, FRERFFER. BIREFEE) pannels,

2. oA SR, A ARITIA FIREEIEIRA pannels BIK :
o MATIFETRIT , [BBERTIANE. TEKHERN pannels REEE ),

o ¥ pannel AN , {#X% pannel BZNAEIE, NMAFIPANBE T —HAZEKFAE

pannels,
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o NAREN , WA BEEIASHEEHNTHE pannels,

o PARFTESRITWETERAE , AFE T XITIHFERMRIFRS , Rl R7.

IR EAR

RARA B E L EHTEARR EAEER , BRI GITEARDREN B RS EmREE.
1. FEEM S R E B4EP0 > 11T > WEmR,

2. BUAZAEEHTEMR , Ry VIR,

3. ANEIARE LA PHERERAMR , BT FEAR FFXYEEAR.
HAIRAE
] REER A AWK , ARBBEERTIME,

PR WtEA
FTHF 7T Kubernetes £ AR SR CR RIRAS |, Al B JmiE

YAML

YAML RS HEHERFTEARNS.
S RIK " _ N .
& Al S M HITEAR(E A FEAR R T B\ FRIXL |, =k CSV.
T
= SHIMFIER , FJIRIEREYWE pannels 3 BFEAFHEAR.
BE R YFHRKNEREE , NERRERARNEL T E,
iliES FHIRR 24 BT I AR

‘BIf pannels

FRRHSTAAAAR , SFARMERGR. AFEZNEXL pannel 28 BLEERL
R,
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pannel ${#i&

FARE.

Fr pannel ‘g .
i =
s i 18R B FERs
B —&HE &4
JRRFERTB) AL B#EE |, 20 CPU FIF
IR FE RS
e *TﬂihTmWi & NTHEAR.
7
TEITEE R b, {8
BT K FHEE LS EA RNE S AR, sk
2] BEMIRS , TERE .
IREER,
FREEAAL IR HREEMS R EES | BEhATER,
FERE BIEA/N | AESftk MEE | B EFMET R | M
BME. Pod 8. AKESE,
FANEIRE | {BfE N \
KA ;;;%&%;g WIRAER SN | K TALKE T FFIRE
RE . 7 B4R, 12T
(# AL RSN B R LA ISISTEAR Y TR |, RS
NES SR BT R CPU FIFI%E. NTEEM%R, BIEAS
., EFEFEEN, | FRTEER.
B R M AEAR M AP | N B AR
NEZEe (EREEEART W, RERE. GERIISHZ LT
RE SR BITE R b Bt , S R EATIRE | tna] ARG
zs () akFI .
B A BRESURIER R AR ,
PHE BRI RS Lﬁﬁﬂq‘]?zﬂ_mgxf 3ixxm2xxEu?]riﬁf5tljz
(% —_ \ . . o] |\Y 1
BIRBEL B 2R,
B,
DAATFITE AL _
88 BIRGEMWZ 4% WD RVEE
T et ; RGNS AR | A0 SR

Pod FHIEES.
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pannel fic & itAA

He
PR 5

pannel
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VA

JRIRBA KBS PRI
YRIE , BEREX
T,

ERAHR/REIR RS
H—RIEER , R
BR PR A E R KAE X
i

DN AP NS
BEEXA  BERE
PRI ZEA.

BINERISR

EERRER R ETEIROSKEEE | 10
Pod 18, TR¥E. LEENSE.

EENTHANTERERR , BEBER D
mAMEMMR, REFHE , FEZHE
TEARIE]KEX,

EERIAXAEE |, 20 pannel ViEA, &
FEHEE WAL,

WA

TRIEFTEFEAREUIE LR A& pannel 3E8Y | IRIIAREANAE ; AIARII—EZ
MR, RS X N R 4 AR (A,

[RATEAREIRE R, BEAh , (EREFGEARPRESFECE SE 7B, B

RPRERA LEEISE HAE DL,

SR ={5 pannels B SCEIEUBRI B R |, XFREEHERF.

BCE pannels KSETFX , BAKRTE pannels FRLEE G ERSE , XIFH
EWNNTE=S

FEREMTEAN , NeHESR/ME. AECEOERTETERIFEREL.

ERE NI E B ESEEXIA , 20E X 100 AR, AECEUERTEITEL
RIZFIERE,
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pannel .
e ¥ A
w7 AR E S FREE N B REET  PTERE B NE R s bRts
FaRE " % HAY, | EFEE SR B RIS I, ARIESCRRESRiE
T
¥,
NES BRAM  YEERERBEEFELZANIEREN , TR ESHKTFSRER
DEILI E& HEF1),
B BNETEN : AEMEINEEMM B, KREFFEBR
PR E A,
B & BRAVIAH  REBDHEVIFSE | BRIEAIRKEHRER
5
wE ZAFINTH. BHIBOEFERA HAib.
WEBRTE R EGEREF BIRKTFER.
632 . "= — s
BHE] . AERRGHE SR B R R A B R,
=55
i B a3 : LR RIS, REBNFEINSE.
wE FIRFFE BRI IRNEIERT A
BRAFRMEAN - RIS BSR4 &,
. E3hiZ X . — . _
XARA bt B - SRR XAYREAEEL HTML SP4RiE s A+ BRI
T
=.
I CLI B3 ViR

1. FiE YAML BCE -, 4

#°5 example-dashboard.yaml .

2. £ YAML C 4780 MonitorDashboard ‘&JEFHIEA. DU R~BI41E 4 5 demo-v2-
dashboradl {42 HEKR :
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kind: MonitorDashboard

apiVersion: ait.alauda.io/vlalpha2

metadata:

annotations:

cpaas
cpaas
cpaas
labels:
cpaas

cpaas

.io/dashboard.version: "3"
.io/description: '{"zh":"#iR{zE","en":""}' # Description field

.io/operator: admin

.1o/dashboard.folder: demo-v2-folderl # Folder

.1o/dashboard.is.home.dashboard: "False" # Is it the main dashboard?

name: demo-v2-dashboradl # Name

namespace: cpaas-system # Namespace (all management view creations will oc

spec:
body: #

All information fields

titlezh: EHB/REFR # Built-in field for Chinese display name (this field

title:

english_display_name # Built-in field for English display name (th

templating: # Custom variables
list:

hide: © # 0 means not hidden; 1 means only the label is hidden; 2 m
label: &% # Built-in variable display name (label is set to the ar
name: cluster # Built-in variable name (unique)
options: # Define dropdown options; if a query retrieves data, it w
- selected: false # Whether to default select
text: global
value: global

type: custom # Custom variable type; currently, only built-in (cust

allvalue: "" # Select all, passing options with the format xxx|xxx|
current: null # Current value of the variable; if not set, defaults
definition: query_result(kube_namespace_labels) # Query expression

hide: 0@ # 0 means not hidden; 1 means only the label is hidden; 2 m
includeAll: true # Whether to select all

label: ns # Built-in variable display name

multi: true # Whether multiple selections are allowed

name: ns # Variable name (unique)

options: []

query: ""

regex: /.*namespace=\"(.*?)\".*/ # Regex expression for extracting

sort: 2 # Sorting: 1 - ascending alphabetical order; 2 - descending

type: query # Custom variable type

time: # Dashboard time

from: now-30m # Start time

to:

now # End time
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repeat: '' # Row repeat configuration; chooses custom variable
collapsed: 'false' # Row collapsed or expanded configuration
description: "123" # Description (tooltip after title)
targets: # Data sources
- indicator: cluster.node.ready # Metric
expr: sum (cpaas_pod_number{cluster=\"\"}>0) # PromQL expression
instant: false # Query mode true retrieves data at a specific time
legendFormat: "" # Legend
range: true # Default querying range when retrieving data
refId: #§#r1 # Unique identifier for display name of data source
gridPos: # Information on the dashboard's positional layout
h: 8 # Height
w: 12 # Width (width corresponds to 24 grid units)
X: 0@ # Horizontal position
y: 0 # Vertical position
panels: # Pannel data
title: EFR#pditab # Pannel name
type: table # Pannel type; currently supports timeseries, barchart, sta
id: a2239830-492f-4d27-98f3-cb7ecb77c56f # Unique identifier
links: # Links
- targetBlank: true # Open in a new tab
title: "1" # Name
url: "1" # URL address
transformations: # Data transformations
- id: "organize" # Type organize; used for sorting, rearranging order
options:
excludeByName: # Hidden fields
cluster_cpu_utilization: true
indexByName: # Sort
cluster_cpu_utilization: 0O,
Time: 1
renameByName: # Rename
Time: ""
cluster_cpu_utilization: "222"
- id: "merge" # Merging data
options:
fieldConfig: # For defining pannel properties and appearance
defaults: # Default configuration
custom: # Custom graphic attributes
align: "left" # Table alignment: left, center, right
cellOoptions: # Table threshold configuration
type: color-text # Only supports text for threshold color setti
spanNulls: false # true connects null values; false does not conn

drawStyle: line # Pannel types: line, bars for bar charts, points
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fillOpacity: 20 # Exists when drawStyle is area (currently does n
thresholdsStyle: # Configures how to display thresholds (currentl
mode: line # Threshold display format (area not supported curre
lineInterpolation: 'stepBefore' # Step chart configuration; defau
decimals: 3 # Decimal points
min: @ # Minimum value (currently not supported for page configurat
max: 1 # Maximum value (page configuration only applies to stat gau
unit: "%" # Unit
mappings: # Value mapping configuration (currently only supports va
- options: # Value mapping rules
"1": # Corresponding value
index: ©
text: "Running" # Displayed as Running when value is 1
type: value # Value mapping type
- options: # Range mapping rules
from: 2 # Range start value
to: 3 # Range end value
result: # Mapping result
index: 1
text: "Error" # Values from 2 to 3 will display as Error
type: range # Mapping type for range
- type: special # Mapping type for special scenarios
options:
match: null # nan null null+nan empty true false

result:
text: XXX
index: 2

thresholds: # Threshold configuration
mode: absolute # Threshold configuration mode, absolute value mod
steps: # Threshold steps
- color: "#a7772f" # Threshold color
value: "2" # Threshold value
- color: "#OO7AF5" # Default value with no value is the Base

overrides: # Override configuration

- matcher:
id: byName # Match based on field name
options: node # Corresponding name
properties: # Override configuration; id currently only supports
- id: displayName # Display name override
value: "1" # Overridden display name
- id: unit # Unit override
value: GB/s # Unit value
- id: novalue # No value display

value: No value display



options:

orientation:

legend:

calcs:

- latest
placement:
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horizontal

right

placementRightTop: ""

showLegend: true

tooltip:

mode: multi
sort: asc

reduceOptions:

calcs:

- latest
limit: 3

textMode:

colorMode:

displaylLabels:
pieType: "pie"
mode: 'html'

'value'

['name', 'value', 'percent']

content: '<div>xxx</div>'

footer:

enablePagination: true

F R AL E

F FRREK

ENEWRER | [RER PromQLIREE SN , FAMIRMHLAT H Aek%

2%,

By

label_names()

label_values(label)

label_values(metric,
label)

i

1R [a] Prometheus F T AL , 21 label_names().

IR [a] Prometheus 7 AT W IEFE AR R 2 XS I fR) BT A 156

{8 , 20 label_values(job),

IR [8] Prometheus F 5 EFEFRFAREE % XTI (KT o] % 1E

70 label_values(up, job).

BENEWRRE
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metrics(metric)
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e
IR [@l7 R HEAR 7B R LIENZRA R BT B TERR A | 40

metrics(cpaas_active),

R[EFEE Prometheus EIRMERLER , 1

query_result(query)

FHREE

query_result(up),

ENXNEWRER , T ARAGHREE , REELBENEXE, UTANYEREEE

#HEx .

TEL
cluster

node

namespace

deployment

daemonset

statefulset

pod

vmcluster

daemonset

EIRRRER
label_values(cpaas_cluster_info, cluster)

label_values(node_loadl, instance)

query_result(kube_namespace_labels)

label_values(kube_deployment_spec_replicas{namespace="$namespa

deployment)

label_values(kube_daemonset_status_number_ready{namespace="$na

daemonset)

label_values(kube_statefulset_replicas{namespace="$namespace"}

statefulset)
label_values(kube_pod_info{namespace=~"$namespace"}, pod)
label_values(up, vmcluster)

label_values(kube_daemonset_status_number_ready{namespace="$na

daemonset)

A EF ARG —
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{£ A query_result(query) ER¥EE{E : node_loads , FigHX IP,
1. 7£ B}ERE FIEE query_result(node_loads) ,

2. £ MEEE X5, , %S/~ FIA node_load5{container="node-
exporter",endpoint="metrics", host_ip="192.168.178.182",instance="192.168.178.

182:9100"} .
3. 7£ IEMFRIRZ #3EE /. *instance="(.*?):.*/ $}&E.

4. 75 A EETYS X, , TS RFIHk 192.168.176.163 .

ZEFARGZ

1. RINE—AE : namespace , {8 query_result(query) K EHE :

kube_namespace_labels , F32HX namespace,
o TMNRE : query_result(kube_namespace_labels) .

o AAE{ETY : kube_namespace_labels{container="exporter-kube-state",
endpoint="kube-state-metrics", instance="12.3.188.121:8080", job="kube-
state", label_cpaas_io_project="cpaas-system", namespace='"cert-manager",
pod="kube-prometheus-exporter-kube-state-55bb6bc67f-1pgtx",

project="cpaas-system", service="kube-prometheus-exporter-kube-state"} ,

o IFMFRIXZ : /.+namespace=\"(.*?2)\".*/ ,

o TEEMY Xig , M/ RFHIEEL A namespace , 4] argocd . cpaas-system 2,
2. RINE A& : deployment , 3| BRTEAIZRNTE -

o TMNRE : kube_deployment_spec_replicas{namespace=~"$namespace"} .

o IFMZRIXZ : /.+deployment="(.*?2)",.*/ .
3. 1A 4 ATEAR AR pannel , 3| ZBNRMKAE | 640 -

o TEARBFR  ITELAHT Pod NEFEFEH.

o 88{EXF : kind : Deployment , name : $deployment , namespace

$namespace ,

4. RINFFHRTE pannels f5 , A EARETEEXT Y pannel {52.
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AN ETEA I EE S

WARNING

UTHEPMERBEXZE namespace . name F kind , R3CHF Lk SoftlF 230,

« namespace {NXFFEEFEAKGETHE ;
e name {XEXF=Z91EAH : deployment . daemonset ., statefulset ;

e kind {NEZIFFEFE=2— : Deployment . DaemonSet . StatefulSet .

e workload.cpu.utilization

e workload.memory.utilization

e workload.network.receive.bytes.rate
e workload.network.transmit.bytes.rate
e workload.gpu.utilization

e workload.gpu.memory.utilization

e workload.vgpu.utilization

e workload.vgpu.memory.utilization
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Menu

ARTUHENE >

RETETE

B

ThRettid
el
[f a3
BRAEIRAE
el
[f a3
BRAEIRAE

B E M BlackboxExporter Wiztsith
PRIETRAR

ot

=

BT CLI I B4 W isTn AL
BITR S
RAERAR

ZEER

ThRemit

& IR ThBERT Blackbox Exporter SR , fti4 A Filid ICMP, TCP 8 HTTP S$R4& 3t
TERN , PMRRE(LT & LA AERIIRE,

S5REFACANELLREENNEERERSAR , REhBEXINESR. YEERET
FEmAIm RS A AR ER RN, RaRiTEBREZAIEFAETHRERHEE, 4]
W, BEN APHEARER , BT AR RIS RS R ELS .
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WARNING

BRETTBEARSTIFEPRAZAR A 3.10 AT R L2 ICMP Rl IPv6 stilit, EREAGR 5
BT RPRZARA TR E 3.11 RRAE,

FRAL
mm 111

A VIRE TIRFESERT , HIREAMHEITIER.

BRAFIMAE

L EEMSHR RS EARD > 55 > BakE,
HOR - BAVHSNERRIRE , ARSI SR TSR
2. R ARBALIDN,

3. SRR TR EMXS .

N
>3d§

WA

ICMP : J&@id ping IR BFRtE (588K IP) SRENARS 252 B rX
TCP : BTN BAptit FFEER <84 3ma> 3L <Ip:igH> KERNFE
P GIENNIZ ST
A HTTP : R AR BFRE URL |, RERhZEEME.,
127K« HTTP RN REOANSIHF GET 5K , &% POSTIER , HE% 5
E X BlackboxExporter Wizigisf

By

NI BB R[N .
EI]iE
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28 UiAA

Mg B ARt , KR 128 NFH.
~ REEEM AT R A& TF
R ICMP : 84k IP 3k , 520 10.165.94.31 ,

b3
L TCP : <i#4%:u0> 3k <IP:uHd> , 440 172.19.155.133:8765 ,
HTTP : DA http 8% https FFKE) URL , f3l&0 http://alauda.cn/ ,
4. [ AU,
BERINE , SRS EEHMRNGESR , HFETEQ IO EZ R, L&

ISR , A BIRSE , BAMARA R TLE.

WARNING
RELERYEANGE  REFRA 5 NN ERPECE. EHRDE , Aot TR , Bk
BERHRNER.

=S
o WISBAIIE REEERT  BIIAHETES.

o REREHIACSEINME , BRAGERAERERD , Rani=mim ] RNLER,

BRAFIAZ

L FEAEMSHRE AT BRI > 55 > SR,
FOR BRI ERAIRE , AETSMAYRER. BFHRTRERRE A YIS
S

2. iy AR E R,

3 RBANRARER RS Y ; EZSMEEFSE ARG ERE.
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o BEAR R R,
o WIRZHY  VEEE £,

o Rl ANINEEAR,

]]u@

SRR L

BE T FEF ARSI,

o FEMREIR 1 EERABWRISIHILE S ENTEN. TA HaSFFNTERR A Connectivity F1
HTTP Status Code,

Connectivity : @RATBREWITM , MR EKMA “I= 17 FORE S BIZTHK B ARy

AEART] K,

HTTP Status Code : {XH4 B & WISHERINA T HTTP B A3k, bR KREEF =11

B, BIAIRE R “> 299”7 RRNGR AL 3XX, 4XX B 5XX IR EE,

o JBRITRME | BEEFTSTACE A M AR .

o M AN,
1. | pIEE, RATEEEREE , THESERRYRPERLRE.

5 5E . BlackboxExporter 5k

#R AT PR TS M) BlackboxExporter BCE AR E E X Maistdst | R E 4 WIsThae. #ian ,
‘,ﬂﬁxi]u http_post_2xx #ikf5 , HREEIFMERUAREA HTTe B, BIATERN POST &K
FIEHPRE
& NISHIBCE U TS R4 Prometheus BRI 2 RN , ZHARHRA cpaas-
monitor-prometheus-blackbox-exporter , AJfRIESCIREFRIFITIERL,

TIP

AECE A5 A TEMERM ConfigMap #iR , FlIBIE ¥ & EHIhaE SRETE > RIREHE RE

BB MR,
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BRAEINAE
1. B RECEXHH key modules RIMBE X KITIER |, FHEES KT ESUH.

BUAAN http_post_2xx #5451

blackbox.yaml: |
modules:
http_post_2xx: # HTTP POST FRMFELR
prober: http

timeout: 5s

http:
method: POST # RIMRER A X
headers:

Content-Type: application/json
body: '{}' # PRI BSHSH AE KK
BRESLHIEHHTE YAML R , 5% 2%25E.
2. BE U E—ARMEACE.

o % Pod , Zj3 Blackbox Exporter ZH{f cpaas-monitor-prometheus-blackbox-

exporter,

o BITAU TS 4VAH reload API , RIFTECESCH -

curl -X POST -v <Pod IP>:9115/-/reload

1BIY CLI IS M ismANE=

AT 5
- CREBMGS EBEEaHEN) .

o BRI CRREEAN.
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Lo sy
Tm'ﬁflmﬁi
1. 7 YAML BCE X , @545 example-probe.yaml ,

2. £ YAML P70 PrometheusRule ‘&IRFIFIERS. AT RBIGIE LA prometheus-
liveness MIFTEZHRE

apiVersion: monitoring.coreos.com/v1l
kind: Probe
metadata:
annotations:
cpaas.io/creator: jhshi@alauda.io
cpaas.io/updated-at: "2021-05-25T08:08:45Z2"
cpaas.io/display-name: "Prometheus prober"
creationTimestamp: "2021-05-10T02:04:33Z"
labels:
prometheus: kube-prometheus
name: prometheus-liveness
namespace: cpaas-system
spec:
jobName: prometheus-liveness
prober:
url: cpaas-monitor-prometheus-blackbox-exporter:9115
module: http_2xx
targets:
staticConfig:
static:
- http://www.prometheus.io
labels:
module: http_2xx
prober: http
interval: 30s

scrapeTimeout: 10s

1. #FiE YAML BB , 7945 example-alerting-rule.yaml .

2. 7£ YAML X0 PrometheusRule RIRFFIREE. PATF/RAIGIEL A/ policy MIFE
LRE
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apiVersion: monitoring.coreos.com/v1l

kind: PrometheusRule

metadata:

annotations:

alert
alert
alert
alert
alert
alert
alert
alert
alert
cpaas
cpaas
labels:
alert

alert

cpaas.

.cpaas.io/cluster: global

.cpaas.io/kind: Cluster

.cpaas.io/name: global

.cpaas.io/namespace: cpaas-system

.cpaas.io/notifications: '["test"]'

.cpaas.io/repeat-config: '{"Critical":"never","High":"5m", "Medium":"
.cpaas.io/rules.description: "{}"

.cpaas.io/rules.disabled: "[]"

.cpaas.io/subkind: ""

.io/description: ""

.io/display-name: policy

.cpaas.io/owner: System

.cpaas.io/project: cpaas-system

io/source: Platform

prometheus: kube-prometheus

rule.cpaas.io/cluster: global

rule.cpaas.io/name: policy

rule.cpaas.io/namespace: cpaas-system

name: policy

namespace: cpaas-system

spec:

groups:

- name: general

rules:

alert: cluster.blackbox.probe.success-y97ah-9833444d918cab96c43e9ab
annotations:
alert_current_value: "{{ $value }}"
expr: max by (job, instance) (probe_success{job=~"test",
instance=~"https://demo.at-servicecenter.com/"})!=1

for: 30s

labels:
alert_cluster: global
alert_for: 30s
alert_indicator: cluster.blackbox.probe.success
alert_indicator_aggregate_range: "0O"
alert_indicator_blackbox_instance: https://demo.at-servicecenter.
alert_indicator_blackbox_name: test
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alert_indicator_comparison: "!=" # EBEMELRFUENT
alert_indicator_query: "" # HESZHEH, TERLENSH
alert_indicator_threshold: "1" # HEHNRE, 1 FTREEH, FHFAL
alert_indicator_unit: "" # SE=HNFEIREALL

alert_involved_object_kind: Cluster  # Z2&E 55 A
alert_involved_object_name: global # B&AISTRTIEER
alert_involved_object_namespace: "" # SEHNTENSmaE
alert_name: cluster.blackbox.probe.success—y97ah # %%%%%LAW%$$
alert_namespace: cpaas-system # SN R
alert_project: cpaas-system i@‘ﬂ)\uﬁﬁ%ﬂﬁlﬁﬁfgﬂ
alert_resource: policy # ZHZHNNFTIEEZEREE R
alert_source: Platform # HZMNEIEZE : Platform-FE%3E, Business
severity: High # EZHNZL : Critical-K¥E, High- ™8, Medium-E4;, |
- alert: cluster.blackbox.http.status.code-235e1-99b0095b6b666941504
annotations:
alert_current_value: "{{ $value }}"
alert_notifications: '["message"]'
expr: max by(job, instance) (probe_http_status_code{job=~"test",
instance=~"https://demo.at-servicecenter.com/"})>200
# HTTP RENEER, §FMMER R MITI 4 A B hRithiit
for: 30s
labels:
alert_cluster: global
alert_for: 30s
alert_indicator: cluster.blackbox.http.status.code
alert_indicator_aggregate_range: "O"
alert_indicator_blackbox_instance: https://demo.at-servicecenter.
alert_indicator_blackbox_name: test
alert_indicator_comparison: ">"
alert_indicator_query: ""
alert_indicator_threshold: "299" # HEMN|HEE, HTTP REMEEIHRN
alert_indicator_unit: ""
alert_involved_object_kind: Cluster
alert_involved_object_name: global
alert_involved_object_namespace: ""
alert_involved_object_options: Single
alert_name: cluster.blackbox.http.status.code-235el
alert_namespace: cpaas-system
alert_project: cpaas-system
alert_resource: policy33
alert_source: Platform

severity: High
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ZEER

B mIE YAML BECE T BRBIINT ¢
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apiVersion: vi
data:
blackbox.yaml: |

modules:
http_2xx_example: # HTTP FRIN7RHB]

prober: http

timeout: 5s # ERI R I Bsf )

http:
valid_http_versions: ["HTTP/1.1", "HTTP/2.0"] # 1
valid_status_codes: [] # ZRIAK 2xx # Bl
method: GET # KA.
headers: # VKK

Host: vhost.example.com
Accept-Language: en-US
Origin: example.com
no_follow_redirects: false # EABAFEEM
fail _if_ssl: false
fail _if_not_ssl: false
fail_if_body_matches_regexp:
- "Could not connect to database"
fail_if_body_not_matches_regexp:
- "Download the latest version here"
fail_if_header_matches: # ®IEXREE Cookie
- header: Set-Cookie
allow_missing: true
regexp: '.*'
fail _if_header_not_matches:
- header: Access-Control-Allow-0rigin
regexp: '(\*|example\.com)'

tls_config: # https &KM TLS ECE
insecure_skip_verify: false
preferred_ip_protocol: "ip4" # ELAN "ip6" # 1S({ER
ip_protocol_fallback: false # A[EIRZE] "ip6"
http_post_2xx: # T Body B HTTP FRIMIRAHI

prober: http
timeout: 5s

http:
method: POST # WWINEK A%
headers:

Content-Type: application/json
body: '{"username":"admin", "password":"123456"}"'
http_basic_auth_example: # i P2 B RN 7R 45
prober: http
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timeout: 5s

http:
method: POST
headers:
Host: "login.example.com"

basic_auth:
username: "username"

password: "mysecret"

http_custom_ca_example:

prober: http

# PRIMEHZR N A 4 2R

# PRINESHE RE (8 F RARME S

http:

method: GET

tls_config:

ca_file: "/certs/my_cert.crt"
http_gzip:

prober: http
http:

method: GET

compression: gzip
http_gzip_with_accept_encoding:

prober: http
http:

method: GET

compression: gzip

headers:

Accept-Encoding: gzip

tls_connect:

prober: tcp
timeout: 5s
tcp:

tls: true

tcp_connect_example:
prober: tcp
timeout: 5s
imap_starttls:
prober: tcp
timeout: 5s
tcp:

query_response:.

- expect: "OK.*STARTTLS"
- send: ". STARTTLS"

- expect: "OK"

- starttls: true

- send: ". capability"

# PRINESE R ELE 7T

# TCP MR

# B2AEM TLS

# BCE IMAP MHBMFARST <SRN 7RAI
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- expect: "CAPABILITY IMAP4revi1i"
smtp_starttls: # BCE SMTP HPEAR 25 ERINIRAB]
prober: tcp
timeout: 5s
tcp:
query_response:
- expect: "A220 ([A ]+) ESMTP (.+)$"
- send: "EHLO prober\r"
- expect: "A250-STARTTLS"
- send: "STARTTLS\r"
- expect: "A220"
- starttls: true
- send: "EHLO prober\r"
- expect: "A250-AUTH"
- send: "QUIT\r"
irc_banner_example:
prober: tcp
timeout: 5s
tcp:
query_response:
- send: "NICK prober"
- send: "USER prober prober prober :prober"
- expect: "PING : ([~ ]+)"
send: "PONG ${1}"
- expect: "A:[A ]+ 001"
icmp_example: # ICMP TN RBIACE
prober: icmp
timeout: 5s
icmp:
preferred_ip_protocol: "ip4"
source_ip_address: "127.0.0.1"
dns_udp_example: # {EF UDP fX] DNS &EWE/RHI
prober: dns

timeout: 5s

dns:
query_name: "www.prometheus.io" # fENTEIE 4
query_type: "A" # 184 XT N 2Ry
valid_rcodes:

- NOERROR
validate_answer_rrs:
fail_if_matches_regexp:
", *127.0.0.1"
fail_if_all_match_regexp:
", *127.0.0.1"
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fail_if_not_matches_regexp:
"www.prometheus.io.\t300\tIN\tA\t127.0.0.1"
fail_if_none_matches_regexp:
"127.0.0.1"
validate_authority_rrs:
fail_if_matches_regexp:
", *127.0.0.1"
validate_additional_rrs:
fail_if_matches_regexp:
", *127.0.0.1"
dns_soa:
prober: dns
dns:
guery_name: "prometheus.io"
qgquery_type: "SOA"
dns_tcp_example: # {#/ TCP f DNS ZEifj/rfl
prober: dns
dns:
transport_protocol: "tcp" # EUAA "udp"
preferred_ip_protocol: "ip4" # EHAN "ip6"
guery_name: "www.prometheus.io"
kind: ConfigMap
metadata:
annotations:
skip-sync: "true"
labels:
app.kubernetes.io/instance: cpaas-monitor
app.kubernetes.io/managed-by: Tiller
app.kubernetes.io/name: prometheus-blackbox-exporter
helm.sh/chart: prometheus-blackbox-exporter-1.6.0
name: cpaas-monitor-prometheus-blackbox-exporter

namespace: cpaas-system
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Menu

SKHTER
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= Menu ZARTUMEYE >

Prometheus SiZ¥UE &SR E

B

ZhREfRI/ ™
A=
BIE S
BAEDIR
EHBIRE
R BREHEER (EE)
AR RBEH
KRR
BRAELGER
THREZ
TSDB #iEtE =i
HIEEHEEEM
JRBARE

DIREMRIIT

Prometheus YSi=%UEDA TSDB (BTF¥RRE) BRAEM , TIFHUER MK ETNEE. Iz %URE
TFH#7E Prometheus B23TEEHKIE T (HBCE storage.tsdb.path ¥8XE , ZHAA

/prometheus )
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template:
spec:
containers:
- args:
- '--storage.tsdb.path=/prometheus'

EA=

o AGLTIHETTEERE S MIsERE
o HIEEAMENSEISITEURERX
o FERVIEFIRTZEIFM Prometheus 34

B B o 1F

o %%k ACP Monitoring with Prometheus 4 (1TB 44 FRA prometheus-kube-

prometheus-0 , Z&HY4 StatefulSet )
o ABEHNEE AR
o WHRBRFEMUES EBHRFEMTIE

BAELIR

&R

FEFFIRB B Z AT , EIEE : Prometheus FFEEHTHURR , RRERERINEIRLMNEF , A)a
EMBEANFER R, UTEOHAARUEER REEIRR , A BREEONZIEFTH
367

AR BOEFEER (EF)
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1. ¥/ kubectl cp 45 &1 :

kubectl cp -n cpaas-system prometheus-kube-prometheus-0-0:/prometheus -c prom

1. NEfERimEH (IRIBRIREEFRFMHEISEY)
e LocalVolume : )\ /cpaas/monitoring/prometheus B3N

o PV : )\ PV HFHBFEI (B PV K persistentVolumeReclaimPolicy & & A

Retain )

» StorageClass : )\ PV ##HRF# N

AR REBEH

1. B Admin API :

kubectl edit -n cpaas-system prometheus kube-prometheus-0

ANINACE :

spec:
enableAdminAPI: true

WA EHFEEACE R , Prometheus i) Pod (Pod £&#R : prometheus-kube-prometheus-0-
0) £F/F , %4 Pod #B T Running KA FHIT REIRIE.

1. B RER -

curl -XPOST <Prometheus Pod IP>:9090/api/vl1/admin/tsdb/snapshot

R R

1. ¥ & ¥EFE 12 Prometheus 825 :

kubectl cp ./prometheus-backup cpaas-system/prometheus-kube-prometheus-0-0:/p
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1. % EEEE AR

kubectl exec -it -n cpaas-system prometheus-kube-prometheus-0-0 -c prometheus

mv /prometheus/prometheus-backup/* /prometheus/

MR AR . YU ZM#EZA A LocalVolume B |, B2 &4 ¥R D12 L334
TR /cpaas/monitoring/prometheus/prometheus-db/ B3R FEPIA],

BRAEER

o ZMNTRUE , FTEBNEMEIEIE T EEITEMN TSDB A& LI ¥R
o KETTHSE , Prometheus £ B FNINEH £ Lin¥EE

THEZ

TSDB ##Ei& =\t
TSDB &R BELEMIRB]
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O1FXP317QBANGAX1XQAXCJIKIODB
F— chunks

| L— 0e0001
F— index

— meta.json
(-

tombstones

T

— queries.active
L— wal
— 00000020
— 00000021
— 00000022
— 00000023
L— checkpoint.00000019
L — 00000000

BWIREMEEEM
. BUBIETEAEGHRINETIR
o EVEHHHTHIRE 1)

o {#F PV 7268 , B persistentVolumeReclaimPolicy &4 Retain

JRERIRAE

o PUEEEBIRR RIEMRIRR
o EHIHTEIRE TR
o MEEMRBEMGTTI , FIEREKH Admin AP
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Menu ALY >

VictoriaMetrics 3 ¥3ER NSk E

BAEDIR
1. AT IS
2. PATHIRE
3. PUTHIRIKR
BREER
THREZ
JRBARE

TIREfRI T

VictoriaMetrics SiZ#iE &3-S B TNRE AV AN ST HESH T & AL R A BHRIK
2, DRI EE T2 AT At

ER=

o EHBH TR EIEE R
o RLuIHBEBHETS
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Y-
o KXEKE

o MEAMMRHIRER

B B o 1F

o & &Ik ACP Monitoring with VictoriaMetrics {4
o WIRAEBREET AT EH
o B3t VictoriaMetrics 1ZAE& 12T RIA R

BAELIR

1. B AfF AR 12

VictoriaMetrics H) ¥ iE BT ER 2 TEE K12 T , BB -storageDataPath SEFERE , EUA
4 /vm-data .

AL E R

spec:
template:
spec:
containers:
- args:

- '-storageDataPath=/vm-data'

18R : ACP Monitoring with VictoriaMetrics il HITB LA ZFRHA vmstorage-cluster , 28

U4 StatefulSet .

2. PATHIR &1

{FF vmbackup T EFHTHIER % |, EARIEE S % vmbackup B A XA 7,


https://docs.victoriametrics.com/vmbackup.html
https://docs.victoriametrics.com/vmbackup.html
https://docs.victoriametrics.com/vmbackup.html

VictoriaMetrics 'S5 ¥IE & 51k E - Alauda Container Platform
s—
3. PUTHIEIR B

{£F vmrestore T AR E & AEUE , VFHERIEES % vmrestore B 7304 7.

BREER

THEGRE , BRRE— A BN SRS A, PITIRERER | BREEBIEERE
B ETHR.

ThEEZ

« VictoriaMetrics B A 3XFY ~
o MURRMERIERE 7
o MR EHEHES -

JRERIRAE

o BWIFRHEIER TN
o WEEMEMITH
o TERNEIR ZIRFE

o BEZMESFHHITIRE


https://docs.victoriametrics.com/vmrestore.html
https://docs.victoriametrics.com/vmrestore.html
https://docs.victoriametrics.com/vmrestore.html
https://docs.victoriametrics.com/
https://docs.victoriametrics.com/
https://docs.victoriametrics.com/
https://docs.victoriametrics.com/vmbackup.html#best-practices
https://docs.victoriametrics.com/vmbackup.html#best-practices
https://docs.victoriametrics.com/vmbackup.html#best-practices
https://docs.victoriametrics.com/vmrestore.html#troubleshooting
https://docs.victoriametrics.com/vmrestore.html#troubleshooting
https://docs.victoriametrics.com/vmrestore.html#troubleshooting
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Menu ARTUHESE >

M B RE M an 24 B3R O K LR 2R

B

ThRettid
ERHR
Al &A1
BAEDIR
BREER
THREZ
JRBARE

ThRemit

FAsFRSERERAAHNECE | NBE X mAKMERAOXEMEIE  EEEBELE
NEEAEXLERANMERERSS.

ER

MR REAEE XS EMEED (RS eth. len. [l " lw.* &%&HE) AREE
T LU O AR B MR NIE .

i Se3
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o BRIV S &R
o EBRBFAEE AR
o BHBEEXMEEONHANTT

BRAEDIR

1. REFAIMES A+ CLl TAEMR.

2. mif global,

3. 7f global & , BTNV EM K- EEEHK moduleinfo RIFLZFK

kubectl get moduleinfo | grep -E 'prometheus|victoriametrics'

TRBIEIE
global-6448ef7f7e5e3924c1629fad826372e7 global prometheus
ovn-0954f21f0359720e8c115804376b3e7e ovn prometheus

4. YmiE b &5 B moduleinfo &R :

kubectl edit moduleinfo <MV/EE&EEM moduleinfo RIRZFR>

5. s NEkf& sk valuesOverride “FEX :

spec:
valuesOverride:# MPXFEATEE, NEELL spec THIE valuesOverride FEERDL
ait/chart-cpaas-monitor:
global:
indicator:

networkDevice: eth.*|em.*|en.*|wl.* |ww.*|[A-Z].*i|custom_interfac

6. %15 10 N¥Je , KET REZNE ERMEAXER , ABCES AR,
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BREER

BB , BT A B UHmER BE a4 ME R T HE
o MLEMELIRE
o MIRFILE
o MZEBLET

THEEZ

o AARMBEENESER  BE R IMI

JRERIRAE

o MHTEE XM RO RMERETER
o RIBEMITHIRRESEZENN
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Menu

URRA

IR SR RAR FENE R ERBIRAT

Fa&  FA BB 6e

" . - . - o &
ThiE BAE ‘B it =g )& o
Al AR Al Al
BE v v v v v
i ZelEES v X v v v
==
aiops-alerts o v % v v v
M v X v v v
EvEF v v v v v
SRR ee X X X X
aiops-alerttemplate G Y % % X %
il v X X X X
BE v v v v v
s BiE v X X X X
aiops-alerthistories T v % % X %
illi73 v X X X X
vEF v v v v v
BEISTERR Bl v X X X X
aiops-monitoring-

metrics SR v X X X X



n IETEAR

aiops-monitoring-

dashboard

G

aiops-notifications

BrREE
aiops-

notificationsmanage

MPRULEH - Alauda Container Platform

Fa &

e B Gy

R N
BE v v
Pl v X
E v X
IS v X
E5F v v
Bl v X
SR v X
S v X
BE v v
Pl v X
E v X

illiZ3 v X

mE
i

psilil

AN

R
B &
=

Al

v

&
NA

v
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Menu

%

A

L

|
R

V2556573
1 AR

=~

K

B3

3 Jaeger Operator

82 Jaeger 341

4% OpenTelemetry Operator
B2 OpenTelemetry 324
JERThREFF <

HHIBERARSE

5ot
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Ly iy
BBl
BiEhRE

0 A

R O

Telemetry
OpenTelemetry

Span

Trace

Instrumentation
OpenTelemetry Collector

Jaeger

B{EErE

BIFIBER
ThRgit
TTRHE
TNRERS
BEE Y
BHLEROAT
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BWBERHE
5t
BbDg
AR

HEEmRE

SKHITERE

Java Y ATLRAA RN ARG
I E AN
FRZR
EEG
BRIELSTR
IRIELER

5 TracelD <Nk HE

des=
B

¥ TracelD #NZE| Java Y FIEE
¥ TracelD #N%| Python &2 B HE
WAUF 7Tk

AR 4L



BV R R AR
(&) A

RESHT

RELAfRIR T =R
RE2HRRTTR

1 FBERR AN ST
BRIty

HRESHT

IRE LR RITR
IRE2HBRITR

& FB%E - Alauda Container Platform
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Menu ALY >

>

M4

G

A HARBERED R T A TTMIMNMARF R EIER , BTRUA AR ARSI NGEERS 9
M. AIERET OpenTelemetry (OTel) AREME | IREMBUERE. FHEP AU TR
BRRAR , BIWFFASEHAMRREVRSFARFTE . HVTHEEERM , FHEEEKRMEAN
Ay R T AL
BEREFFEBARMEAN , ZERIRRENERIEEEES) : NAEE oTelEshiEA 8
SDK EEARAEMIBERSIE | XEFIRETT 5t —KEFF T Elasticsearch , sxZ BT E L
VISR Z 4 AT AL HT. BT ARIA Traceld . PRBLHR. WEEEE KHHTRAR

=

Ao

Hx

S
INASERT 5=
i FABR S|

U
BRI AT

o UnZliniEERAES]
XHEFERS. Bt BRSO RNTRERCR , FMERRMRSEMTHE AR X
A,

o RIEMBHERETN
REENEN (TTARBBE) SSDKERMINERT , F# A Java/Python/GoFEiRiTiE =
IR .
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o SMBEFMEAR
X FElasticsearchfE AN F i faln , XFFEEspanBIENEANSRER R,

o RIEHIEIRFOHTAE
BIRUIBIT R jaeger-query APl , XFr&T TracelD, ARSFIHE. 7%, spanZkflsg
SHSHRRIEEW , A1E R P RIEE SRR,

o ARAEIIIGIF
ET OpenTelemetrybrAERIRE , BEAS & A thOTel = JRAEZR{HAE ARHIB BRENIE

IAZERY 5

BERRNEENRZRAT

o DA ARGELHT
FEMIRSBEMF |, STRERIBERREN A AR E AR FEIEMFTE AR |, B St
]

o MRERIM AT
BYERLRFZERFAMALER , A RURAIMEERS , AMTTES RS MU RIRAZ.

o REFKBKRDHT
EENI PR AN, JEMWR/RARSS RIAKVA FRR A2 MR RIS R |, MBI T REE BT AN
i

{5 PR

EERBERE , RESRUT RS
o XFERIESMERENTE

o et BIHEF , BEREUEMINET]BEXSElasticsearchil M BERIFMEIE R —EE S , Bt
BVARIEL SE N SIRACE XA,
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Menu ARTTHEE >
—_—\
A<

WARNING
FEHEXHEERTRRFASERAGEMRIAE.

Tracing 2845 Service Mesh A+E fx. WREEEBE T Service Mesh A4 |, 1HLEHIRE.

AIEm MEREIE IR Alauda Container Platform S8 F L IKIB IR ARG HRIMAE.
AR -

o TIRABF AL platform-admin-system APRAEIMS , ATLPAI[R) Alauda Container Platform
B,

o AL kubectl CLI,

o OHEBIFHTEMEIRSUEN Elasticsearch A , A&V URL A Basic Auth 15

7/Bnro0

Hx

¥ Jaeger Operator
BT Web 5% & %% Jaeger Operator
#0E Jaeger K
4% OpenTelemetry Operator
1Bt Web #%H]4 &3 OpenTelemetry Operator
2B OpenTelemetry 34
IEERIEESIES
EHEOB PR AL
k% OpenTelemetry 245

EDZEK OpenTelemetry Operator



2% - Alauda Container Platform

ks Jaeger S5

{ENZK Jaeger Operator

<23% Jaeger Operator

1B Web 324 & %3k Jaeger Operator

#a]PALE Alauda Container Platform [{] Marketplace — OperatorHub F+%Z|3% % Jaeger
Operator,

HIR

o £ Web =66 H SFEEIE EF , WHFERIE Jaeger Operator i) &5 , KAfadtA
Marketplace - OperatorHub,

o IR ARIEFIEZA Alauda build of Jaeger , miy Alauda build of Jaeger #Rril,
 [i% Alauda build of Jaeger TU[]_L ] Operator NMA{E 82 , AT L&,
o £ WA :

o EFF F 1EH FHEEREE, XTTF Manual ERHLIRER , OLM £AEEREKR. EAEHE
HEA , BEEFIHLE OLM EFTEKAFHK Operator ZEFThRAS .,

o Y% stable (BAIN) MME.

o IR HETF /BN RN E. B Operator RIRIEHFH jaeger-operator fpAT(AF ,
{§ Operator BEfE MITHAEEHNTAE G L TEF T A,

o M T
o A RE BIRA Succeeded , UAfiIA Jaeger Operator &3k a2,

o #& Jaeger Operator KFTEAMHRAMINREK. BIRIRERER , PUTUATH4$

kubectl -n jaeger-operator get csv

Ntk
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NAME DISPLAY VERSION REPLACES PHASE

jaeger-operator.vx.x.0 Jaeger Operator X.X.0 Succeeded

MR PHASE FEXEI/RA Succeeded , 3RJN Operator R HAHE BTN,

#BE Jaeger 35

ATRAMER install-jaeger.sh AR Jaeger KBIRHMRTIR , GWAEZ =124 :

e --es-url : Elasticsearch fiia) URL,

--es-user-base64 : Elasticsearch f{] Basic Auth FA % , base64 4ghY,

e --es-pass-base64 : Elasticsearch ff] Basic Auth %Y , base64 Jghl,

M DETAILS EHlRMA , SREIBrER , (R7FA install-jaeger.sh , FIFHITAN
fRfE121T :

DETAILS

FABITIRG -

./install-jaeger.sh --es-url='https://xxx"' --es-user-base64='xxx' --es-pass-b

FE Ay 7R
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ES_URL: https://xxx

ES_USER_BASEG64: XXX

ES_PASS_BASEG64: XXX

CLUSTER_NAME: cluster-xxx

PLATFORM_URL: https://xxx

INSTALLED_CSV: jaeger-operator.vx.Xx.X

OAUTH2_PROXY_IMAGE: build-harbor.alauda.cn/3rdparty/oauth2-proxy/oauth2-proxy
configmap/jaeger-oauth2-proxy created
secret/jaeger-oauth2-proxy created
secret/jaeger-elasticsearch-basic-auth created
serviceaccount/jaeger-prod-acp created
role.rbac.authorization.k8s.io/jaeger-prod-acp created
rolebinding.rbac.authorization.k8s.io/jaeger-prod-acp created
jaeger.jaegertracing.io/jaeger-prod created
podmonitor.monitoring.coreos.com/jaeger-monitor created
ingress.networking.k8s.1io/jaeger-query created

Jaeger installation completed

423 OpenTelemetry Operator

BT Web %% 4 %% OpenTelemetry Operator

#En]PALE Alauda Container Platform f{] Marketplace — OperatorHub F3#2|3%c3
OpenTelemetry Operator,

Sk

1£ Web =% 8K LA EE MEG |, EFEHFZE OpenTelemetry Operator K] &£8f |, SRfa1t
)\ Marketplace . OperatorHub,

I8 ZREFIEZE Alauda build of OpenTelemetry , mify Alauda build of
OpenTelemetry #xil,

%1€ Alauda build of OpenTelemetry TWH_EK] Operator NMAEE. , R LIk,

£ &Ik T :
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o W F3h 1R FHERIE, XT Manual EHLIREE , OLM LEIEEIEK. 1EAKHE
R, BREFIHAE OLM WEFTNEKLATZK Operator ZIFTHRA.

o &% alpha (ZAA) S73H.

o WEIF #1F 1E0 LOR(LE. ¥ Operator RIRTEHETFM opentelemetry-operator #h%
TE)F |, {F Operator BEB T HEEHNTEGLZTEF A,

o R BE.
o A KA BIRA Succeeded , DATIA OpenTelemetry Operator %3 a2,

 #& OpenTelemetry Operator IFTEAMHERAINRK. BERIGERER , BITUATH

4

kubectl -n opentelemetry-operator get csv

Bl

NAME DISPLAY VERSION REPLACES

openTelemetry-operator.vx.x.0 OpenTelemetry Operator X.X.0

MR PHASE FEXBIRA Succeeded , 37N Operator K HEAAHE AENEE,

ZhZE OpenTelemetry 345

A PAM{FEA install-otel.sh BIZERZ % OpenTelemetry S & H AR EIR,

M DETAILS EHILEMA , BRENBIrER , fREA install-otel.sh , FHFBEFHITHIRE

1Z1T -
DETAILS

FIA AT -



2% - Alauda Container Platform

./install-otel.sh

FEl Ay 7R

CLUSTER_NAME: cluster-xxx

serviceaccount/otel-collector created

clusterrolebinding.rbac.authorization.k8s.1i0/otel-collector:cpaas-system:clus

opentelemetrycollector.opentelemetry.io/otel created

instrumentation.opentelemetry.io/acp-common-java created

servicemonitor.monitoring.coreos.com/otel-collector-monitoring created

servicemonitor.monitoring.coreos.com/otel-collector created

OpenTelemetry installation completed

JERTIRETT R

BERARZIHAIALT Alpha (i , £F
X

1£ ThEEF < EFFshER acp-tracing-ui THEEFF

RIa , N BHFE U, SME AT - Tracing , BIAf EEIEERVIRE.

B PR ARSE

fHF%& OpenTelemetry 2451

BEROEIRNER , PUTUATan &M% OpenTelemetry SKl B HAE KBTI,

kubectl -n cpaas-system delete
kubectl -n cpaas-system delete
kubectl -n cpaas-system delete

kubectl -n cpaas-system delete

servicemonitor otel-collector-monitoring
servicemonitor otel-collector
instrumentation acp-common-java

opentelemetrycollector otel

kubectl delete clusterrolebinding otel-collector:cpaas-system:cluster-admin

kubectl -n cpaas-system delete

serviceaccount otel-collector
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iElEk OpenTelemetry Operator
AT PURIE Web 2| &) F a5 YLEIEIZL OpenTelemetry Operator,

Bk

3t )\ Marketplace — OperatorHub , {F#f 8 &1E % Alauda build of

OpenTelemetry ,
o Air Alauda build of OpenTelemetry Rt A\ EIER.
o EVHEIRA L R EIER R4,
o fE3BH A EDE "opentelemetry-operator"? &9 =it EIEK.

W% Jaeger 34
BRETENER , PUTA T 4% Jaeger S Rk HM KRR,

kubectl -n cpaas-system delete ingress jaeger-query

kubectl -n cpaas-system delete podmonitor jaeger-monitor

kubectl -n cpaas-system delete jaeger jaeger-prod

kubectl -n cpaas-system delete rolebinding jaeger-prod-acp

kubectl -n cpaas-system delete role jaeger-prod-acp

kubectl -n cpaas-system delete serviceaccount jaeger-prod-acp

kubectl -n cpaas-system delete secret jaeger-oauth2-proxy

kubectl -n cpaas-system delete secret jaeger-elasticsearch-basic-auth

kubectl -n cpaas-system delete configmap jaeger-oauth2-proxy

ENZ Jaeger Operator
AT PURIE Web 2 &) F & & HLEIENZL Jaeger Operator,

Bk

¥t )\ Marketplace — OperatorHub , {Ff #&4IE % Alauda build of Jaeger ,
=]

=7 Alauda build of Jaeger ARl \iEIER,
TS A A R K R4,
e K FIZK "jaeger-operator"? & iy EIEK.
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ARTUHENE >

B8¥4] - Alauda Container Platform

RIMET OpenTelemetry #1 Jaeger TABME , SKELNANAREN L ANEE, R

Business Cluster

auto-instrumentation

< opentelemetry-operator

fraces

install

I. ] query trace

User

embedded
—_— —_— traces
Ty
’\_jaeger—nperatnr >
/a
(XD install W
-
K jaﬂger-nnllectt;\\
install
[Tracing UI]

traces

i/
/ /
jaeger-query {
)
/
¥
f

AN

Hx

MR
BRmAR

query

ElasticSearch ,f;

e
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Ak

1. OpenTelemetry K%
« opentelemetry-operator
& ##4K Operator , TaTirhE5%IE otel-collector 2B , I OTel BaFNRE

o otel-collector

kB N ARREFREERYERE S TIHIE. IR EH A E jaeger-collector,
o ARHE VI
%% jaeger-query API KIB R ] LR , IFZ AT MRM.
2. Jaeger K&
* jaeger-operator
EE 5518 jaeger-collector #1 jaeger-query ZH4,

« jaeger-collector

FUA otel-collector ¥ & 40 fa VA FBSEEURE |, ST/ \EE# [T E A Elasticsearch,

e jaeger-query
ReAbARSEE W APl , XXFF TracelD, #REFZAHRE.

3. Figl=

o Elasticsearch

NHNFEEE , XFFEE Span FENSBEANSKE.

WARInAR

o BENE

F#EF/ -> otel-collector -> jaeger-collector -> Elasticsearch

K/ FAi@id SDK s B zhiT N4 AL Span BUE |, 22 otel-collector ARAEANEST , F5 jaeger-
collector X 12! Elasticsearch,

o EHRAE
B -> A% UI -> jaeger-query -> Elasticsearch
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FA @i Ul IR EMEAF |, jaeger-query M Elasticsearch B ZEEUE |, Ul 4RIEIR [E45 R T
AR,
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Menu ALY >

2 S

B

Telemetry
OpenTelemetry

Span

Trace

Instrumentation
OpenTelemetry Collector

Jaeger

Telemetry

Telemetry FEHZ RO AT AR KRR | AR, TeArfIBE.

OpenTelemetry
OpenTelemetry 2—ANa[ VMM ~AERRM T AR , SEARMEITENSUR | Mk ~ . T54%

SHIHE 7. EERE , OpenTelemetry 2HNETTXK , XEWKEE T LS FET UM 5
vn—HefE , B1F Jaeger 7 1 Prometheus ~ XZEFFFET AR R NV =5,

Span


https://opentelemetry.io/docs/concepts/observability-primer/#what-is-observability
https://opentelemetry.io/docs/concepts/observability-primer/#what-is-observability
https://opentelemetry.io/docs/concepts/observability-primer/#what-is-observability
https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/logs/
https://opentelemetry.io/docs/concepts/signals/logs/
https://opentelemetry.io/docs/concepts/signals/logs/
https://www.jaegertracing.io/
https://www.jaegertracing.io/
https://www.jaegertracing.io/
https://prometheus.io/
https://prometheus.io/
https://prometheus.io/
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Span (EX) BoMNEHRNEARMER , AR—DEEIRIERTIERTT, B4 span it
TIERTPREFESNE , BN BEAREPITIE AP R FAE L.

—/> span BE AR, WEMXNEE. SMUNESEERRMTHE (BiY)  XEER
HEIL T IRIERTTREIR.

Trace

Trace (IBER) ICRTEK (TURKBNARFECRERIRM,) ELMFLEM (MRS
el ) FrEERKE.

—MEEREHE— 1 EZ A spans A%, 55— span #FRAIR span , BEREKR TERKNFFBEILER
RN FERL, 1R span THF span IBHEIFEAM_ETXEE , K TPERAIESFREFHEAN

HIR.

IRRBERE , ENHARSET IR RBRA RERAFE RAiRtE. BERET N #E
SRERGTF ML , WU T ARSI,

Instrumentation
AT SREATIUME | R FRLTAME (Instrumentation) : LR RGHVA AR LIA
LN (=1 1 = P
B OpenTelemetry , #A] PUIB IS B3 B A X AEBEH THEAR -
1 BETARIENBRAR -~ - FREAREMER T RLBESHK API F1 SDK 7
2. FRNBRFAE 7

ETRIBMERARELENY AREHRGERANREMER KEUEIE. EeTUEE
OpenTelemetry API 7EL FEHP A Al MR |, IR XS RR NIRRT A BN E WEIRHEZ 4
7t

FRABRAFTRESREN] , BEETTEERFHRIE NEER N BRRFER. E1TR
BEEHERNESuE TR R AR RENSE. H—FERE , BMREXTARERFD
F (Edges) RAEMEIHEE.


https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/traces/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/metrics/
https://opentelemetry.io/docs/concepts/signals/logs/
https://opentelemetry.io/docs/concepts/signals/logs/
https://opentelemetry.io/docs/concepts/signals/logs/
https://opentelemetry.io/docs/concepts/instrumentation/code-based
https://opentelemetry.io/docs/concepts/instrumentation/code-based
https://opentelemetry.io/docs/concepts/instrumentation/code-based
https://opentelemetry.io/docs/languages/
https://opentelemetry.io/docs/languages/
https://opentelemetry.io/docs/languages/
https://opentelemetry.io/docs/concepts/instrumentation/zero-code/
https://opentelemetry.io/docs/concepts/instrumentation/zero-code/
https://opentelemetry.io/docs/concepts/instrumentation/zero-code/
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X PR R T7 3 AT AR A

OpenTelemetry Collector

OpenTelemetry Collector B —/ MV ETTRHEMRIE | GBI, AIEFMSEENEIE. BXHF
PAZ FiE R EBEWOEN%IE (20 OTLP. Jaeger. Prometheus ARIFZEN/EETLTER) | 3#¥
BUBRIXE|— N ERZ N al. BIEXIFESH 2 s IR AT S s .

&5 I, Collector 7,

]l

BZEE

Jaeger

Jaeger E2—IFBEHR A HRNBIRASE. © EELIEMSHET MRS MR E RS HRA
%, WY AETREKIEER. HATHEERIAHEERHE . Jaeger %% OpenTracing FrAE

(ILA OpenTelemetry BK—HB4y) , XITLFRIDES MEMEAEE , 2= R4S K <8 W
T A


https://opentelemetry.io/docs/collector/
https://opentelemetry.io/docs/collector/
https://opentelemetry.io/docs/collector/
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Menu ATURE >

BEIHIEER

B

DhREHLR
FEHEM
DRSS
BERE
LB 1 AETEEM
L% 2 PUTEW
BEWERHHT
Span %13
i P A

Span #1F

ThREMREA
S TRIBIRENTAE NGO 5 SHIR (ST RIBERBERAE ) | BT AETR5 IEE FO TT AR
BN PR RS S RIEL, HPHREE BRI TN -

o BEREEKIBER - EEEDHRASEFERTEHMIEKIZZE.
o MREMRMANMT : RRISER PR ERERE AA BT

o WIEREER : BIITERIMCIRREMREUA AR R .

& AR aIE

o FEATIMREHUIEHFE IR B 5% RS
o EMARBRMATRRS IR BRE.
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o TEHThRA R ERAE AR EAE R X AR,
M OHhE
o It MINARGTHI AT MMM,

o GRAETASRENE (MTTR) .

o (UHLARSTEIRIARTERE.

R

o SUEEN : 38 TracelD, FREFEHR. AREEAHEALHAA,
o TR 1 B R E N R R R 475,

o MEMEE(L IR Span TIEFIARE TR,

TR

o PREFIRFIRND : BT L AERE R RS MNIETCE , MRIEBE (D .
o AIMAEN  FRNFRARIENEIIRAXR , REEFMMEFRITIES TR,
o RIELH  ANHEATOMEIMAGE N , BN XFEHANT LSS,

1B RS
1) IR 1 AEBTREHE
R BWEAHTASER , S PUBIRMZ AN E WA RFEE A E .

SRS U UiAA

TracelD TEERKE—IMR , TR TEEEERIBER.
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SRS U Ut

AR 55 KEAEYARE KRS (FEEES@A) .
o BAT OB AR (Tag) HIREWLER | FFHRFEAFE Span
B BT BIARAS.
Span AT . -
HENATEHET HAE (ZW) B Span,
KT
ol 5% Span £7%5 Tag {8 error 25 true M Spans,
Spans

R Span : BZRACEER RS AERMR Span, BECERRSE
Span %) AR REKI AR B RHE AR AR,
AR%s A\ A Span : BRACER RS BOARERRSE—1 Span,

TSR K Span 58 , BiAR 200,
BABWS 12 BTMAEER , FA—KRERZ R 1000 4 Span, WMRAE
M TS Span BERT BATWAMN , EAAKE LM
4 NI RIRE FELH T I B 2
2) IR 2 PUTEW]

o EEREAXMEIGAMNAES | BT FMBIEEEMF =M, YR EIRTE Tk
fF R, HAREN.

o BERIRURIT ¥ REWSRM , RERMTERE KRR 5.

EWRELRAMT

MATARMIHERE , NEHERERLERXIL,

Span I3

ERERXIBAM BRI EFAH Span JIREHEARER , B1F - WFLR. ARKNZAK
SEIER TR, FE B IFRART A,
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i & A &
EWEER XA MR g4 BB RIR T — OB ERT K Span Z [AIFAAX R, BT
RN FRAENEESRAT
1. B EM TR : BFERARTRNEMEAREMY (Spans) BEBRIR EAE TR, &
NIKFEERR—DRFARSAIREFE | (B R T HBRZEIRF.

2. BHAVAHRY TF © B R R AR EIA AR R, S FBRKERNZOARRFFEIE , R
EWPEBA R RIERE A X AR,

3. YadHi R | YA FRRARKER KR | REHBIRFRRIEA R PR RKREE K,
4. A EMANFHBEIEROR « Rl R AR RATE T LB A AR E L ER.

Span 1¥15
1 B R AR T Span FTE(T , ATRURTFHEE Span KSR , Hbas -

o &% : Span FHIARS.
Span ¥ (Z#) : Span $FEA[E],
URL : fRSAAI URL , XFF Span #rZ ) http.url,

PRZE @ Span KIAREEASE , ERMEXAMN , TRTSHTRRNIREERHM. BT Rltre
FHIRA , TR SRR RMAT RS, E—DEHERLR.

JSON : Span HJR4% JSON 254 , AFE—HREHNIMEE.
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Menu ZARTUMEYE >

EWIEPRHE

B

ML
R
HIHR &A1
HESWIRME
yiREEREE
O/ ASKS
& Pod & #F
RS A)TE
mEWKM
A% Trace ID
SARAE
SHAE
BE L BRFE
BERELETX

MBI

B ER B SR FREB S ME—K) TracelD BRM AT S E N HIVERFARMBE. HINEER
BAFFR A A ZE N GRS A (el , IEAESKIAR | 7Pk ss RS SIBER LT aOkHkiE k.
EFRME -

o RARAEDHT  IRAID ARG MRS KFRFNER A,
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o FTFIOKEK S BESEREERE , DISRIERER ] .
o S¥ULIE : #& Pods Bk TracelD idIEHE , PARIFMREIE.
BRI
o AHBRFEFRKU.
o DM EFRTIERTFHMERERM
o HITERAIEMAE AR SR,

M HIRE

ET TracelD & : {#A4FEH TracelD KRS5Z KEENATA HE.
A Pod /OIS : EESSEEHRMNETE Pods HEE.

St - PR E SIS iR fa i) B SR
L TYHEES : RERNRFBE I REECRUTERARDH.

B 5

TIP

1EI@id TracelD BWIEERAEZ AT , BARSEX RS #HITIRIE , UMEAVSHEFES TracelD, &
1/ Business Log Correlation with TracelD Guide PAAREECE ¥ .

BIAMTA
o BREBMERIFEMAREE.
o MTAOF 1 HMHIEER , EEERFAN R FEW 1 SN EE
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HEEWIRE

1) AEEEREE
1. AEWIEERE , R EBERIEREHLFHAGEE.
2. EIBERA M ERF i BEFHE 7%,

2) WiEAE

% Pod £ #R
£ Pod Z#R E&FET . NSERFIIRFEFHEIF Pod,

RES AL
1 U SRR | R BARR A

REWSRM
T EW&M IAEFHAKRT | LURIBREAETIRARE.

!

A4 Trace ID
154# B 5 Trace ID Bik4E,
3) ERIRE
SHHEE
1. |\ 4.

2. S RIHEEFE R B ENTEL,

3. TEEFHEI (JSON/CSV)

BN BRTE
i WE, YIREIRER T AR AL,

EEHELETX
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1. RIEMEERBEFUM R,

2. R BRI AT /R 5 SRR REHEE.

3. AR L TRFIUNERES HE.



SCATER - Alauda Container Platform

Menu

SKHTER

Java Iy BTtz A A T HEN A R4E
TheEE®I AN
AR
ELMH
BRIEDR
PRAELER

5 TracelD X% HE

de =
B

¥ TracelD #NZE| Java N FIHE
¥ TracelD #/iN%| Python Y HE
WA FTIR
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Menu ALY >

Java v BTtz A\ T Fx N\ A sk

INFO

B3\ OpenTelemetry Java Agent ~ 3% Java 8+ ARAS,

Hx

TheER
ERAZ=
B & 5
BAESIR

BRAEER

W BIRE N AN ARG A WINIMERIA EES |, BER TEICTIE KIE ARG NIA AR 1Z 51ERE
BUE. AXAAWTIET B3hiEAN OpenTelemetry Java Agent AT , 3RE Java N TTIEA
ENARREEIRA R,

ER=

EATU TR Java BN :

. ETHIER Java ARG


https://github.com/open-telemetry/opentelemetry-java-instrumentation
https://github.com/open-telemetry/opentelemetry-java-instrumentation
https://github.com/open-telemetry/opentelemetry-java-instrumentation
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o TEHRMBHRN AR
o {#M Kubernetes ##1TIREEBE
o FETMAARSB)E < ARFMEEERM AT

BIBE R

fEFASTNRERT , AR :

o BIrIREERELE Alauda B4
o ARFZ{FF Java 8 Bk FE 5 IDK hiA
o A B4 T8/ Deployment ZrEAR

o FAT T REE

BRAELIR
XTEEHE )\ Alauda Container Platform if %K) Java v , EEHITLATERL :

« >k Java Deployment f2& B3ENIEHE.
e &'E SERVICE _NAME IEA&E,

o ®E SERVICE_NAMESPACE HIEATE.

Deployment 1&RCRA
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apiVersion: apps/vi
kind: Deployment
metadata:
name: my-java-deploy
spec:
template:
metadata:
annotations:
instrumentation.opentelemetry.io/inject-java: cpaas-system/acp-common
labels:
app.kubernetes.io/name: my-java-app
spec:
containers:
- env:
- name: SERVICE_NAME @
valueFrom:
fieldRef:
apiVersion: vi1
fieldPath: metadata.labels['app.kubernetes.io/name']
- hame: SERVICE_NAMESPACEe
valueFrom:
fieldRef:
apiVersion: vi1

fieldPath: metadata.namespace

0 1%&+$} cpaas-system/acp-common-java Instrumentation fE2A7E A Java Agent IRECE .
@ MCE servicE NAME FMEATE , A[IEI labels XEXSEE EMN A,

@ F#CE SERVICE_NAMESPACE IEAFE , H{EA metadata.namespace ,

BREER

Java IV F&RC/E :

o H23hi Java IV pod F&TFEIE opentelemetry-auto-instrumentation-java #J344L
Bey , NFRIRFENAEIN,

o [ Java WV A& IENEEK.
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« 7£ Container Platform f{EF , %% Java  AFTERNIE . S84 506,
o SR AT -> FRSE WA , BF Java N AREREESUREAEN FEME.
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Menu ALY >

TIP

AICKIES IR SR AR & Ak 77 7ARL 4kEX TracelD #0 K TracelD ARMEINARE |, &
B —EFRERMRIHTFRA R,

5 TracelD f8x<pv % BiE

Hx

des
B R

¥ TracelD ¥z Java VFAHE
¥ TracelD #xN% Python & FBHE
KuEA .

des=
B R

o ATIEHEZ N BENEENEE (FER/MERPEBRARBRERAT /RS ) REE)—
IRERF , RS HTTP iESKkH A FE TracelD FHE b T REXIRERKIEE..

o —ANIRIRFRIRBAAMEKRHIIERITFE |, TracelD EFMAZERKEE— ID. EHERES
TracelD J7 , IREMSE R LSV A BEH#1TREX.

ET ERER , ACEMEBRAAIN HTTP &Kk ERER TracelD FFEHIFNEINARES |, &F
BB (E A TracelD HERE T & LI BESUE.
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% TracelD 7502l Java i FAHE

TIP

o RLUFRBIET Spring Boot #E42 , 3£{#F Log4j #1 Logback #4T15tEA.

o« BHIN RFEFF MR LT ek &M

o BEERZETIIRRA DRI A FEK

H&HE ARASZEK

Log4j 1 1.2+
Log4j 2 2.7+

Logback 1.0+

« WAREFEEA JavaAgent,

FiX1 : BEE logging.pattern.level

EEEHRN RFEFECETH logging.pattern. level ¥, AR :

logging.pattern.level = trace_id=%mdc{trace_id}

7752 : Bt E CONSOLE_LOG_PATTERN

1. /&84 logback FCE X , 20 FF7R :

TIP

B RASE I A Rtk A6, HF %x{trace_id} F/NM MDC FHAZREIKHE trace_id HIfA.
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<property name="CONSOLE_LOG_PATTERN"
value="${CONSOLE_LOG_PATTERN: -%clr (%d{yyyy-MM-dd HH:mm:ss.SSS}){faint}

2. EFEMB ETMEF , N esif4) EMIHERBENSEE RS, TR :

@RestController
@S1f4j

public class ProviderController {

@GetMapping('"/hello")

public String hello(HttpServletRequest request) {
log.info("request /hello");
return "hello world";

¥ TracelD 02 Python v FBHE

1. EN AR, BRI REBUMNER KK Z TracelD, REMREGANT , ATRMRIEFHEH

ITEE .

TIP

getForwardHeaders RN IERKFRARIRIEMEE , HF x-b3-traceid MI{EBRDA TracelD,
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def getForwardHeaders(request):

headers = {}

incoming_headers = [
'X-request-id',
'X-b3-traceid’,
'X-b3-spanid',
'X-b3-parentspanid’,
'X-b3-sampled’,
'x-b3-flags',

for ihdr in incoming_headers:
val = request.headers.get(ihdr)
if val is not None:
headers[ihdr] = val

return headers

2 ERFIRASE | AL FRIGBUSR REIN TracelD AR, REUIIINT | ATLUR
IEREUHTIRE :

headers = getForwardHeaders(request)
tracing_section = ' [%(x-b3-traceid)s,%(x-b3-spanid)s] ' % headers

logging.info(tracing_section + "Oops, unexpected error happens.")

BUEFTIE

1. REZMSAF=F K Tracing,
2. EBE W LKA %EFE TracelD |, i\ TracelD #HTEM |, 4R J5 57 Add to query.
3. EBRHIERERBIET , R TracelD 3535H] View Log.

4. 7f Log Query WA L , 4% Contain Trace ID ; RGN B/REE TracelD B EESIE.
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Menu ALY >

ERAEI T RE R VA R sE

B

[ Ut
RE ST

1 R R E T

2. Elasticsearch SREHERR I
RE LR TR
RE2HRRTTR

| e ik

FEAR S MM BV RGERS | ATRERIBRITTIFA RE B dRE RSERTE I

RE AT

1. A AR AR TR

LARRRXFER SR ETRE , RS CAIREFRENRE. 5 KERTTRIEH
B, XA RER SBRABIEERT A LA,

2. Elasticsearch S 14[R 5|
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Elasticsearch &S| HEABCE X "refresh_interval™: "10s" , XSHEIEMNRNEE HX
R ZRESHKIER 107>, BRI A KA BER |, ARl TEURM RFFAL , ER
ATBESHRIR.

XFHER 5| BCE A AU Elasticsearch IR &IFES , RARSI BEMEXREARE , B
WAE—EFEE LR T HIRMSKHA,

ARELFARIR T 3

o IRIEFRELRSKHE,
o EREFEMNXEA , MEFXEE,

RE2MfRR TR

JBJt jaeger-collector P{] --es.asm.index-refresh-interval BEIEESEEERHIE)
%, BAEHR 10s .,

WRZSEHMEHR "null" |, MIAREXTESIHK refresh_interval FHITALE.

EECEAR "null" B, £%05 Elasticsearch HIMEEFM BRI E,
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Menu ARTUHESE >

1A SRR AN ST

B

(o) U R
HREA AT
1. PR A AR
2. B[RS BR A
RELAfRIR T F
RE 2R R TR

e Rk
BRI T HR RS R -

o TR (3035AN) BWLERRKNEE.
BT 1 /NS R IS

RE AT

1. ¥RIFAHIER

Elasticsearch WE AT RFELTNFEZRHX (buffer) - #H{ERE (translog) - B3
(segment) HILMEIRFE , AT E AKEUE R BEFETER] DMEREIR
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2. Bf[RSLREIRR 1

BABAT , jacger-query BVIESEERSAARIGERS | I EEIAZERS EMRIAN RRTE &
SE fi— /NS

Bian , ENEERNRRENEN 08:12:30 , LARE(AA 08:12:32 , MEVEZA AR EE
EBloA 07:12:30 F 09:12:32 ,

R, AR R 1/, B E R TEWN |, ARETTERIT T B KR A,

ESH NP S

FESFRI TR UM ER = E N,

AR 2R IR T3 3

MR EHRIE PR RS ERK , aTPUBY jaeger-query B --es.asm.span-trace-
query-time-adjustment-hours [BENS¥AEE LM BN REESEE.

ASHEOMER 1 /M, BT DARIE T SRE S I RAE.
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Menu
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H SRR I
ey 2ol
AR
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BRI

SERfHIERTER
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DIRELLRE
SEAFHR

HEAHBSEAX
ElasticSearch
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A

EA
TR
ReOTRER
RBEEARE
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B{Frera
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ATUMEYE >

HERRE ACP REIN—ESH. TRMBESEERATR , EEARFRELEANEEX

%, fFE. EEMHOITRE.

E T & KIIFIRA M | REeXH Filebeat BHTHEXR S |

ElasticSearch #1 Clickhouse fENBEEE/GYs , MR PEEBREMALNIE KEHESIE |, 3%

IS ARER RV S5

RIS

o =MEAE : =1t ElasticSearch 1 Clickhouse HI3& K MERE
VB FNHT.

o RIEM  IFEMHEEBRNXE , SEBHEAEWFHRNFK.

o SKEME @ ARMSKA RSALIERES |, ERFREBRIEIRAIM X RS fE e 24,
o WY RM : RERMBOTIFEMY R, REBARIR IR KRN RETIR.

o AP IREFTAURRAENEEANENES , RIS RN EF.

, ROTREB AN IR g B MR | STFRE
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FRIRIY 37

Apinir KRN RREFARS SR TRE , R ABAAEFES.
REFT | WENANTRLEE , FIAWRAIBEN R 2 BIHERITA.
HIEAFE : B HEDHTRRE SRR , RS RGRE R,

WEHHT : BEHFPITAMASMHREN BREST , HBIRR | ML FRTE.

AR5 FIBR )

o REMN : XKAEREHIBEEMFTERZSHNRIENX , EERIRITHEENBENR |, 1RIE &
SRR AR BT ALKY.

o A : AENV S ERREREEFMEAN , TR global R3] (a)\V %R 11780
]

o ZAMHERY  SEAIRMLT ElasticSearch # Clickhouse BiFp AN B B EFMAH | EERIER
KFEE |, IRATHTFA AR,

o TEMK : FAXFEIEEHTERNTEMBAL , (TEEHNBEETTLURITREREEE
B BREFBAEGF | BEBIESREIXIE AT B EA XA N RIR , UGS
IWIRESBHRKET TORA.
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= Menu ATUMENE >
S
A<

FEMBERSGH ACP Log Collector #1 ACP Log Storage B MEHMAL , ANE ¥ M SN 48
AT & 2 X PR AP

WARNING

1. ACP Log Storage fitFRFEBING , RERAHNEHTHAETETFSEHNEHRER (K
ACP Log Collector B AIE) |, ATFATREERHEHAEFMRS.

2. global SHEEBEMFMETAPE—LERBEN LNRTHIE. FWR global SKHA
Vila) TAEfa &R 11780 3 H .

3. ACP Log Storage with Clickhouse {45 ACP Log Storage with ElasticSearch ff4ToiA L 1E
B—&R , EFNE EAE N SR REH Y —MAEF SR,

B

L& ACP Log Storage with ElasticSearch
¥ ACP Log Storage with Clickhouse

%24 ACP Log Collector #H {4

%t3% ACP Log Storage with ElasticSearch

1. SME MAREEE > SERHaM  SEERER.
2. 1f & WET , #d5 ACP Log Storage with ElasticSearch AR /ER4 > 3.

3. 2T , BCEMXSH.
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SRS

Elasticsearch

PRHRRRE

R B [E]

4. B Tk,
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VthA

RIFRIA , EF AP EEF A

LocalVolume : A7 , AESIREFRT AT RENAH /7 (%
AR, FRZARRNBET BEAGEMAMFEEERSTE , T
T MK IEFME |, ATIARR B AT M RE.

StorageClass : {§ LN SR FH R IR T A EHIE.
FRAARNMABETRAEESRNRIEN ; YBIMERHENZINE
2SR, EIR RATRICH B AR HARIEE s N MR s |
B ENFEREXTFiERRN. {8 StorageClass HIMEBERTBES
SR W& TR FR RN |, 7B FEERBAMEFimIE
TURAL SR SENAF K = AT At

BHEHEE, B BIHEEETTESE R LRBRKEE , BHRE
I RIKEIE RSB,
R - A BITE O HRIREREIE , FFE) , BIRATRAX

FFALR.

3= ACP Log Storage with Clickhouse

1. SME NAREEE > SRHEMN  ERERERN,

2. 1€ fifE TWEF , 8 ACP Log Storage with Clickhouse A{URIR/EiREH > T3,

3. 2N, BCEMXSE.

%
” WtAA

| LocalVolume : A3tz fig , HESUES EHRT NG RlAFE#ERS. £

L

FZARRABET BEAENAEEFEEEIE , TTHIBILMETIRF6E
AR SR 4F At BE.
StorageClass : (£ FIfFi#Eah S oI i IR RS8R, Rz
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=z \ E

% ol

® KB ETEEESHNRIEM ; UBNERTE NS MR, BEATTRUA
=1 HEAHRIBE R R IEEXN N EMRES |, BTN FE RS EHHNRE.,

{8 StorageClass (IMAETTAEL S RIMA B RAER SRAMIN , HAHE
AR R R S T ARSI A RS 7T B

g ZHEEE. B, SR TSR HEBHRKEE |, BERBERBNEIE
i LW ENEIE.
- BN - B ETENEKIBRBIEIE | inFHE , ERKABAIRFAA.

4. B wik,

¢3%= ACP Log Collector {4

1. SZE VABEEE > £3HAM | EIFBERER.
2. 1 i@ WET , $d ACP Log Collector AUKIEEIRA > Rk,

3. ¥ 7SRt (B%RT ACP Log Storage) , &8 BH/HAEF BERR | REEH
FHEXERTEE.

4. B wik,
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Menu ARTTHESE >

H AR IR IH

T e

Record audt o f

audit file log file

Send auditeventiog message Cuery auditeventlog message
¢ Y - cluster with

o) (e

B
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1. HEXR&E

o ETIIRLAH filebeat F2 13t
o HEXRE  IFX&EMERE BE. XHHEE. Kubernetes E4FETT

2. BEfFf4

o ETFFIRLEM Clickhouse #1 ElasticSearch 127 FIFr A RIK B EGFMBR TR,
o HEGFM  THRHKPFEEBEEH.
o AEGEMERIEIE | IFEM A %&HEIE HEF MK,
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nevermore I\ daemonset JTE XL EIERNEEM cpaas-system (& T AT |, ZHEEHINED
2SR

R ThiE
audit XERITHIE
event REF IR
log XERAEEIE (BIEARERDASEERE)

node-problem-detector ~ RET R ERFEEE

WEXEINAE

nevermore ¥X&®& 1T, BHMAEEER , S BIEAXIIREFMER | 21T Razor £
fa , =& 1FRE) ElasticSearch 3% ClickHouse &,

/ L,\/ \ﬁ %&ﬁﬁ%

Razor
Razor AR £ R FRW M EZBEER.

o 7 Razor N ZIRB £ LIEREERHK nevermore KXHNEKfG , BAEREKRPK
Token FHTIAUE, AFIAUER M , WFELEVESK,
o WRTEMBLEIEEAH R ElasticSearch , EA¥MN K BES )\ Kafka &£8E,

o MRLEMBLEZMAMR Clickhouse , BN BEL B Vector , TRAB )

Clickhouse,

Lanaya
Lanaya faiafE ElasticSearch HEZMAEMFIHTFIEE A BESIE.

o Lanaya iT% Kafka FRIEM , ERENTRIBEER , SEXTHEHTHREYE.
o RE4ESE , RYIHEHITIAE  FIILEFTER. BRTFEREFATIE.
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o & , EARIEIE SRR FNZEELEIE E /752 ElasticSearch MNEKI&S|+ .,

Vector

Vector TaTg1E Clickhouse HiEfiaht kP AN IR & HEXIE , &K BEGFME
Clickhouse XN/ 1z,

HEAT AL

1. AR Ul REEEET, FHMEENE R URL HTRIR

o HiE&E M) Iplatform/logging.alauda.io/vl
o E{AM) Iplatform/events.alauda.io/vl
o E1E) /platform/audits.alauda.io/vl

2.8 K&HE% API £A# Courier 408 , Courier £ W BEGF &S ElasticSearch 3k
Clickhouse &f] HE¥EIFIR BIZITMH.
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Menu ALY >

HEER i are

ERRERIEN |, FEIRHET ElasticSearch # Clickhouse FiF BEFEAMEEERE. &
SCREERN B AR RAE RIS R | BEIEHME RE G HEE.

WARNING

o EPAEIFMEA ST IR A% ElasticSearch 2% Clickhouse HAH > —.
o EEERMNBEFEHAMITERRTEERSE | DI EEHEEIE.

« HFThRAS DevOps F=aa A XFF#E A Clickhouse 1344 Jenkins i K& HATICK . WNFH(EA Jenkins
MIKEINRE , FEIEEF A E Clickhouse i) ACP HiEFF 1.

o YHIIRAK ServiceMesh ARFMIEAZFFS Clickhouse /8. NF{EFHARSFMAETNEE , EVEIE
1A% Clickhouse ) ACP HEF 4.

« YHTHRAK ACP HEF B A Clickhouse #EFFASIH IPV6 BAkEK IPv6 Stk TIEfaZ&REE.
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ElasticSearch Z2#4

Elasticsearch Cluster

Data Node 3

Coordinating 11R2 12R1 \‘\\\ AN
Only Node TSi > | Master
Eligible

Data Node 1

11P1 12P2

Master Ingest
Eligible Node 1
Node 1
Ingest
Node 2

Elasticsearch >
Client

Elasticsearch .
Cient

I: Index
P: Primary Shard
R: Replica Shard

”,:” Node 2
Data Node 2 -’

ip2 | er | 177 -

Data Node 4

Master
Eligible

11R1 12R2

ElasticSearch2 —: TR BRIRRSIE , EF LucenetiZ , LARREIRFM AT
it HANBEE

o SMERERR | SFKIHRER | AEBRELIHIGENE.

o« RIENEWAES : REGERNEADSL , IIFRRMEHF K.

o AYRM  IARIERERIWKEY R | BERIAUENNA.

o ZHIBHRST | AEBAMBLEMAAIREMMEE SRR 2.

Clickhouse Z2#4]
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client : : '
response ; Storage ! 5 : IBlockinputStream
: : : IBlockOutputStream

client : H
! merge :
tree

client Interpreter serialize

interpreter

Deserialize

Y Parser AST object
s analyzer

client &

disk/mem

Clickhouse 2 — RS MHREMS IR E , ERELNHTLIE (OLAP) TMmitit. HMBELE
o RFEHIELIE | B FHIFAEMBUEESS , SIFREZTRM AT,

o SKEFYAT : REMALIEKETIIRIR | EESKINEIEN IR,

o BAIE : T KARBIEEANEANMEE , FEEEAEURSR.

o RIGHISQLIHF : AMAESQL , BT LF | FRREAI AL,

ThRECEXT

Clickhouse Elasticsearch 1A
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aJ XHF X
A
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.
= XFF XFF
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Clickhouse Elasticsearch 158H

&

" ElasticSearch 7T Lucene {E= 12T g

y

" EE GEH KHHEZRBES , Clickhouse {NZ#F SQL &
W, BRENBIR.
EMRIRMEEESK T |, Clickhouse X+ &IRH

® KK T Elasticsearch, #40 , x3#F 20,000

IR . HESMWHIERT , Elasticsearch % 3 4

1K =)

] es-master A1 7 4> es-node

A (2c4g+8cl16g) , M Clickhouse (N FEE 3 4
2c4g HIEIA

4 * EMBENRIREZHET , Clickhouse 3xFFH1H

R =) 1K e _

BE 81557 Elasticsearch,

#t

X

" i N Elasticsearch 1XJEEK , XA4E=E , T

éi = Clickhouse IE7ERFEBK I FEEMIT .,

E

GRS =AY
o BELERIMNT Elasticsearch FHEAAI , X Lucene ES HREHURM , BINAREEHEE
FELE ElasticSearch 4] ACP HiL12AE.

o HEXTEAR Jenkins K& IRS WIS TRERB IR , BINMRESERFERES
ElasticSearch {4 ACP BiEFE.

o HEXBEAFMMRENRIVERARSNEX , BN THEBRNEREARINGE , BIEF
fERAA A Clickhouse 4/ ACP HiEF 4.
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= Menu ZARTUMEYE >

HEHAFEAK

AEF AR F e A EXEAENFEFR— IS IMEH LRXENBRE. 4T

Wik, E, BFERINHGEEENE |, FREASETRTES AL B S EEARTER R
B

WARNING

o DUTHIEAIERIE 54 TS RIKAREURE | (VEEEMIIRIRN 2%, S0 ihR &SRR
AR BB T AT Frd R MR %R | 31 B AEAAEAR R I AN 4 A SR,

o ATHURMBEECE X : 6000 iops . 250MB/s XEHZ | SSD M . BHEMKIRE
ERBETMRRR , B2EEANENELERES , FRIBFTERHELZRNCPUNINTFRIR.

Hx

ElasticSearch
AR 3T - HEEE 1 6300/s
/AR 5 T - BAEEE 1 9900/s
AAAE 3+5 T - HEEE : 25000/s

KHAE 3+7 T - HEEE : 30000/s

Clickhouse
B R - BHESE : 18000/s
=R - HEEE : 20000/s
AT R - BESE : 40000/s
AN - BESE : 69000/s
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ElasticSearch

IR 3T/ - HiEE = : 6300/s

At BlA%  CPURRE|  PNTFIRSI
ElasticSearch 3 2C 4G
Kafka &) 2C 4G
Zookeeper 3 2C 4G
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KRS 3+5 T - HAEEE : 25000/s

it RI&% CPUBR®I  PfFRH!

ElasticSearch - Master 3 2C 4G

ElasticSearch - Data 5 8C 16G
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At RIA%¥  CPUIRE  RTFRH!
Kafka 3 2C 4G
Zookeeper 3 2 4G
Lanaya 2 2C 4G
Razor 2 1C 2G

KAAE 3+7 T - HEEE : 30000/s

At BIA%  CPURR®E|  ATFER®S
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Razor 2 1C 2G

Clickhouse
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HiF A% CPURRH NAZIR S BiE
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Razor 1 1C 1G -

Vector 1 2C 4G -



Rt

Clickhouse
Razor

Vector

-
/\T o
‘A4
Clickhouse

Razor

Vector

~
ot

AN

HiF

Clickhouse

Razor

Vector

4ﬁ_l\\\ = H

1T

1T

HEAGEENK -

: 20000/s

CPUR I

2C
1C

2C

: 40000/s

CPUR I

4C
1C

4C

: 69000/s

CPU[RH
4C

1C

4C

RAFBR

4G
1G

4G

RAFBR

8G
1G

8G

RAFBR

8G
1G

8G

Alauda Container Platform

&iE
3EIARLY A

EU]

#IE
3EIA2N H

Eﬂl

fIE
3EIA3INH

Eﬂl



Menu

B

FriR4a 4
Filebeat
Elasticsearch
ClickHouse

Kafka

%l

o RSEIA

ellEweais
KEHIAARE

Ingest Pipeline

HTREN

TTL (Time To Live)

RIARF
HRIRARTY

JHilReR ¢+

Filebeat

2 - Alauda Container Platform

ARTUHENE >



182 - Alauda Container Platform
A RERAEXRESR
W RERS T R LEMFIRBEXREAG , ATRN EISTEE RN AL M. BEHA
BERWEEEHE £ , BE BT ERE BER A ZE Kafkas EEROERIFMASH. X
FLZITHESHMFRISIREMAERES.

Elasticsearch

AL - AR EM TSI
Ui T LucenefI2 KRS % , PLISONI##HE A7 HEEIE | JHRAbL KRR Rae
N. ZFEFESRETAB AR FEZER | il EHIRS KIRE AR ER , BERTHE

RRMEEEE.

ClickHouse

AL ST RS

WEH - SMERERNS T MBEUREE | TAOLAPIZRZT , ¥ FMergeTrees| E3IPBLK HE%L
B, IRFSRREEW. NESXABIETTLRE , ERTHENTMSIHRE S ST
Bip=.

Kafka

AL - 2 AVHEBASY

Wl EAREEEARSIHETREG , RUSHFHENHEZ VRES . HElasticsearch&i¥
HIALIE RS | 181 Topiciii FilebeatZ X HEEE | STHURERIEMFEHTE | WiRE
EXREIRHRFEENE.

P DINREREE

GXEEE

W - BSSUR N TR AR T B BENNE : & > i > BF > .
SFFRFEE AR

e HEML : Filebeat — Elasticsearch/ClickHouse



2 - Alauda Container Platform

o ZZHiER : Filebeat — Kafka — Elasticsearch

]

B : ElasticsearchmP RZIEHUIE D XML , ZHUTHIRETRRGH . STFHRINEIRNEIZ2
#al (B4 : logstash-2023.10.01) , F@EIZs| £ AHEE (ILM) KELBsMHAR-=-$
N IETFE,

5 I S
1WeBH -

o 2 : Elasticsearch¥§ Z& 5| St T/K R HMNEFEM ST , XN HRT &,
o BIA : SN FHESR , IREFEEN S AR B REINE.

FI|z\1FfiF

R : ClickHouseBIA IMEMEALE) , BUERS T RS EM | BEBN/OIERE, IFLATHF
M

. FENEERIT
o BRI
. PAEBTIRS

RBEARAE

Ingest Pipeline

1B : Elasticsearch ¥IBETIAN R EE |, BEBAELIEE AZBIBITFERE %, GrokfigdiTFl
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IHEREH
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BB« KafkafFHATIHERILG) , R—IBREATRZNREITUHTIHEREAR S XHHEE. |
WHRTE SRR FFAL I,

TTL (Time To Live)
ViR PR TER AR | SRR AR

e Elasticsearch : BITILMERE Bz T I &RE] .
e ClickHouse : BETTLRARX Bk RE DX,

AR

Uil : Kafka TopicZRAIMBHRTUARECE | X E&KIHEFAARBroker LFENRIAKE , UG
SRANIR AT SEME

R

Elasticsearch—» %3] 42 %H#%N
HEE#
A{BEEMH | —>  Filebeat Agent TR
\%74‘*§i§—> Kafka Cluster Elasticsearch Consumer
ClickHouse—»  SQL& N
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Menu ATURE >

1]
A

B

HESWA T
BREE
S BESURE
BERELTX

BN A A SR E A
FREHE X EME R
T B R B TR E B R
B CLIREMH R

LB A EEARXRE
FIEXREEH THBENARE
FIEXEREEGETE TRNMAARE
=1L %% Pod B

I L:\E -l'/—,l ﬁ*ﬁ

TEJ‘EQEEPIE.\E@ SESERT , TLERERKSTRAMIRERL (stdout) B ,
ERZARE. =MARE. Kubemetes HEMNARE. B XEHE , AR FIRIETE
Do

e ZZHL : kBEETAKHBEE , #l20 : dmesg. syslog/messages. secure %,

o FmBE : kBFEBSNAHMSTFEERNBE=HHGMNER , #i20 : Container-
Platform. Platform-Center, DevOps, Service-Mesh %,
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o Kubernetes H7E : kB Kubernetes A28 XA G HE , AR kubelet, kubeproxy
#1 docker £ B HE , 20 : docker, kube-apiserver, kube-controller-manager, etcd 2%,

o MARE : kEWVFNANERE , BEH SR AR L F S

HEERSASHFHEEE N BOEAN (EFRAEN) NHEE , FFETATIKEIAAR AR &
REWLER,

WARNING

HFMBEER , FA—RRZ AR/ 10,000 £HE. MR—ENERNFEHEETELK , 548/NE
W ESEE FF T B BE ).

BRHEE
L AEENSARS | i Edh > Ak > AEERNHT,

2. EFEEMBESRE,. BREM  MAZKRRNBATAR XY , Aedd #%.

TIP

o AEH BESE AFEERRNERRE,

o ATRUEESMAS N ENRMEFE ; FRRIREEBMENRMEZEE AND xR, BBHERKMG
WEXIFZ S , BIHREEIFRIR Enter SRRITIEI.

o EMAMIFHEMIEE ; #120, pod = nginx HIEEEKHATUKEE] nginx-1 . nginx-2
MBEE.

- HERBRRFMUATRACWBEERRR , H3IFHER AND M 0R SHHTXREXE M. 4
M, FEEER—AEAPAEEFNER AND # 0R 2%,

o FPREBRLGHEANETEENN B SEBURARNE RN ESHE. AhERTREMER
&, TAEEBZAERE S T —MPRE 2 B ESEENR EE.

S BEERE

AWHRZ R 10,000 £BAEHHE. YEARIINESESRBILZH , JUEE S REREE

E®x% 100 & AEEE.
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1. BEAPREA LA SH v, FRHNSE BENEETREL TS,
o« JOE : HESHAERE , A SR 8 £EEER.

o MFII : NFH UFTHRAERLER , ;8% 1000 %,

o 2R | FHIRE U ERFARETE BEEE , &% 100 Tk,

o FH : HENERTE., TUBTAHFFREFREMNEFEERESENBEHFE
ﬁm%ﬁﬁmo

W AE RS RGN B R T EANE | BIRIESKIRERGERE.
o #B : BEXHNTHRB , SHREFE txt 3 csv |, FAKRL gzip BAaRATH.

2. By S, USRS IR T EUELSE SL R AN,

EE H /L:\J:—FI

1 WEAEABXE, , YRIxHEER RR L BSITENNERTES 5 £AE , BN RE
SRR L T B S R R EA .

2. KA AR ERSE L TXHEBERFREASHAT LT, £#FHEE LTI , THEE 6
Bl , S S RiE NSRS ER TS LT EIAt,

B A H SR BE (]

LRERETE RN , T4 _ ENVABERNRENEHE ACP Log Collector LB A% 7tk
B ek BEERE M NARSGEBNE RE.

FATUBE A EET E A SRS REFMXEME T NAHEE £F5 LRREBRE,

TIP

T RE(UERTREME TH MARE., wEMB KRG , %08 T AN A SRR E AR
EETE R
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FaEE R ETE R

L FEEMNSIAT | i EAT > Bk > KRG,
2. B YRR 5.

3. i B THAE , WA,

4. RE HERERE,

o ERTEEFMK -/ + RABOSEEMERE X , RERETRSFTWARE. Fa
XFFRERENETERN 1 2 30 X.

o WNRHNEA/INER |, W _EECEONEE ; AnRWAENT 1, BBEAN 1L, B - RAXR
Al i ; aREAERIT 30, KEEEH 30, H + AR [,

5. B N0,

HH g B TR ETE R

L. BN SHTH R R E S T

2. HE EFRI TR NRIERE | TER AR IS AER.
3. BE AERBNE.

o ERTEEFMK - / + RABOSGEMERE XS , RERETRSTWALRE. Fa
IR EREERELEN 1 21 30 X,

o MR NEF/INK , Km LB AEE ; MRWmAE/NT 1, BRE N1, B - B4R
Al ; AR AERIT 30, KEEEH 30, H + AR [,

18T CLIRE T H R
1. Bk global &EFHFHFMITATHS :

kubectl edit project <IiE&#r>

1 iRIBLAT/RBUER yaml , SRS IRTFFHFIRRL.
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apiVersion: auth.alauda.io/vi1
kind: Project
metadata:
annotations:
cpaas.io/creator: mschenl@alauda.io
cpaas.io/description: ""
cpaas.io/display-name: ""
cpaas.io/operator: leizhuc
cpaas.io/project.esPolicylLastEnabledTimestamp: "2025-02-18T09:53:54Z"
cpaas.io/updated-at: "2025-02-18T09:53:54Z"
creationTimestamp: "2025-02-13T08:19:11z2"
finalizers:
- namespace
generation: 1
labels:
cpaas.io/project: bookinfo
cpaas.io/project.esIndicesKeepbDays: "7"
cpaas.io/project.esPolicyEnabled: "true"
cpaas.io/project.id: "95447321"
cpaas.io/project.level: "1"
cpaas.io/project.parent: ""

name: bookinfo

BB A HEARKE

WRERBTRINEEENPELEN AN XNEE , MAFTEFHMXLRE (REFSEFTHN
MER) , JUASEATRAREFLEXENAEERCE (8. ®&%<E, Pod) , 3L
SR RN F B AR &)

FIEXEERTHENAEE

AR PUBIE EHTE#EH) ACP Log Collector (K] BCE S ¥ , kM) MR HEE MXEFFX , At
—EMZERNEEXEOE. —BXMEREATRRETT R , BEIERE LRSRE a3
BRETE RE.
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FIEREREEWA TR FTHMABEE

BT AEE BB TEARI cpaas.io/log.mute=true A%, AIAXAZHE=RNNARE
XEFX , FIEXREZGRTETHAA Pod MsAR L BEMXHRE.

AEREATRAT

o MAITAN  BREHNIIEHTRE , PITU T4 EMHH S TRRRE.
kubectl label namespace <#p&Z|H)&ZFR> cpaas.io/log.mute=true

o REHRIEAI : 72 TE B MK EHdan & TR,

1.1 £ mEEE MEWMESRT |, Bidves & A BTER JH % 77
1.2. EEMSHAET |, Bl BT,

1.3. BEfFEHIRER v & ZIHE 7,

1.4 72 HIRER REET |, B 7% AMBERIEREA.

1.5. NI0FRZE (5% : cpaas.io/log.mute , {H : true ) BVEMECEENRZERE , RiF
B EH,

F1EX % Pod HiE

BT HFERE Pod i1 cpaas.io/log.mute=true #r% , AJPAKHAIX Pod KHAEXREF X , %
1EXEZ Pod BOFRHER H BEMSEEE.

FERERERIME—EZHTRE , PUTAT 6 FE#T Pod HIARES.

kubectl label pod <Pod Z#> -n <#ap&ZT[BI&FR> cpaas.io/log.mute=true

Ut : 20R Pod BTTELAM (Workload) |, ATAEFNTHEZM (Deployment,
StatefulSet, DaemonSet, Job, CronJob) AR , PG —E AT ELHHE T i Pod HIFR
& FREETE Pod EREFHASELK.

#EaT PUBE AT AN E AT E A SRR,
1. £ Container Platform =@ EF , ZETREES A=Y E] Pod FifERdr & =IE).

2. EEMS A= , & tHAMH > Pod FT/EiTHZAMEE,
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3. AEFE MR EAG A MAIRIERM > 5.
4. R _ LMK YAML Y12 YAML JRiEdiE.

5. 7£ spec.template.labels FEEF RN cpaas.io/log.mute: 'true' MR%,

REENE

spec:
template:
metadata:
namespace: tuhao-test
creationTimestamp: null
labels:
app: spilo
cpaas.io/log.mute: 'true'
cluster-name: acid-minimal-cluster
role: exporter
middleware.instance/name: acid-minimal-cluster

middleware.instance/type: PostgreSQL

6. B FH.
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Menu
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Menu ALY >

MR HEREE R =T 1%

FaBETENHERaFHERSHFEAST  ERTHRBRERE, X TEIMERE
SN, BE FEREEREERNAIDNHITERE. A, 05Tt E Al T
MERZ—.

ETULSR , FARMHT BEEMAR , AEAFERERFEIND NFS SXIRF6H#.

B

RSN NFS
BIFAAER
B H SR RR
HrrE4MNR S3 17k
BIFAAER
B H SR RR

FFZE5NIB NFS

BISAER
IR L)

NFS IRHIEE NFS RS , FiE BEHETM NFS %12,

Kafka 12 HTERER Kafka ARk,
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IR W4BA

BIRAE global HRFER CLI TEPITAT ar SAREVG AL -

- 3£EX alpine %{%ﬂiﬁﬂ:: kubectl get daemonset nevermore -n cpaas-
E5i% system -o
Hbtik jsonpath="{.spec.template.spec.initContainers[0].image}"

- 3%BX razor £5{%MbAE : kubectl get deployment razor -n cpaas-system

-0 jsonpath='{.spec.template.spec.containers[0].image}'

1. EEMSHIAET RS EHEHE > &5,
2. AR SRS ANRKIRERM > CLI TA,

3. IRIFAN T SRR Y YAML , B3R , HARBIEZEFTITH CLI TR , FFEIZEHR
7.

RIRSERY FELIRIE WA

/ﬁ E JARR
A, X
ConfigMap data.export.yml.output.compression none (A&

“g) . zlib,
gzip.

SHMBEE
Pt il
ConfigMap data.export.yml.output.file_type XHF txt,

csv, json =
FhISAY,

ConfigMap data.export.yml.output.max_size BAAN TSI
HEFEIR
N B
MB , #Bid %
(ERR TS
NRIE

compression
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5
2

ConfigMap

Deployment

Deployment

Deployment

Deployment

W1 B ISR ZE S = 777744 - Alauda Container Platform

FERRIE

data.export.yml.scopes

spec

spec

spec

spec

.template.

.template.

.template.

.template.

spec.

spec.

spec.

spec

containers[0].command[7]

volumes[3].hostPath.path

initContainers[0].1image

.containers[0].image

VA
FRINECE
48 HAE3C
A, 35
=

BE#FL
, BATX
FFHFNE
ETE RS
HE. MFA

=+
JIRENN

Kubernetes
H Ile\:\\ FD%

HE.

Kafka AR5
Atk

BRI
NFS f%12.

alpine 451%
Hudik,

razor §5{%h
ik,
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cat << "EOF" |kubectl apply -f -

apiVersion: vi1i

data:

export.yml: |
scopes: # HERGFHRTUE, BANXENARE
system: false # ARZHE
workload: true # NWAH
kubernetes: false # Kubernetes Hif
platform: false # =HBEE
output:

type: local
path: /cpaas/data/logarchive
layout: TimePrefixed
# BAANPRHRERAN, Bfy MB, BIT%E, BLB3MRIE compression FERMACE
max_size: 200
compression: zlib # A% none (RNE4E) / zlib / gzip
file_type: txt # A% txt csv json

kind: ConfigMap

metadata:

name: log-exporter-config

namespace: cpaas-system

apiVersion: apps/vi
kind: Deployment
metadata:
labels:
service_name: log-exporter
name: log-exporter
namespace: cpaas-system
spec:
progressDeadlineSeconds: 600
replicas: 1
revisionHistoryLimit: 5
selector:
matchLabels:
service_name: log-exporter
strategy:
rollingUpdate:
maxSurge: 0
maxUnavailable: 1
type: RollingUpdate
template:
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metadata:
creationTimestamp: null
labels:
app: lanaya
cpaas.io/product: Platform-Center
service_name: log-exporter
version: vi
namespace: cpaas-system
spec:
affinity:
podAffinity: {}
podAntiAffinity:
preferredDuringSchedulingIgnoredDuringExecution:
- podAffinityTerm:
labelSelector:
matchExpressions:
- key: service_name
operator: In
values:
- log-exporter
topologyKey: kubernetes.io/hostname
weight: 50
initContainers:
- args:
- -ecx
- |
chown -R 697:697 /cpaas/data/logarchive
command :
- /bin/sh
image: registry.example.cn:60080/ops/alpine:3.16
imagePullPolicy: IfNotPresent
name: chown
resources:
limits:
cpu: 100m
memory: 200Mi
requests:
cpu: 10m
memory: 50Mi
securityContext:
runAsUser: 0
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File

volumeMounts:
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- mountPath: /cpaas/data/logarchive
name: data
containers:
- command:

/razor

consumer

- --v=1

--kafka-group-log=log-nfs
- --kafka-auth-enabled=true
- --kafka-tls-enabled=true
- --kafka-endpoint=192.168.143.120:9092
- --database-type=file
- --export-config=/etc/log-export/export.yml
image: registry.example.cn:60080/ait/razor:v3.16.0-beta.3.9g3df8e¢
imagePullPolicy: Always
livenessProbe:
failureThreshold: 5
httpGet:
path: /metrics
port: 8080
scheme: HTTP
initialDelaySeconds: 20
periodSeconds: 10
successThreshold: 1
timeoutSeconds: 3
name: log-export
ports:
- containerPort: 80
protocol: TCP
readinessProbe:
failureThreshold: 5
httpGet:
path: /metrics
port: 8080
scheme: HTTP
initialDelaySeconds: 20
periodSeconds: 10
successThreshold: 1
timeoutSeconds: 3
resources:
limits:
cpu: "2"
memory: 4Gi

requests:
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cpu: 440m
memory: 1280Mi
securityContext:

runAsGroup: 697

runAsUser: 697

terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
volumeMounts:

- mountPath: /etc/secrets/kafka
name: kafka-basic-auth
readOnly: true

- mountPath: /etc/log-export
name: config
readOnly: true

- mountPath: /cpaas/data/logarchive
name: data

dnsPolicy: ClusterFirst
nodeSelector:
kubernetes.io/os: linux
restartPolicy: Always
schedulerName: default-scheduler
securityContext:
fsGroup: 697
serviceAccount: lanaya
serviceAccountName: lanaya
terminationGracePeriodSeconds: 10
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoSchedule
key: node-role.kubernetes.io/control-plane
operator: Exists
- effect: NoSchedule
key: node-role.kubernetes.io/cpaas-system
operator: Exists
volumes:
- name: kafka-basic-auth
secret:
defaultMode: 420
secretName: kafka-basic-auth
- name: elasticsearch-basic-auth
secret:
defaultMode: 420
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secretName: elasticsearch-basic-auth
- configMap:
defaultMode: 420
name: log-exporter-config
name: config
- hostPath:
path: /cpaas/data/logarchive
type: DirectoryOrCreate
name: data
EOF

4. FRZREAZF Running f5 , AJEF NFS 2P RFEIAMMBEE , BEXSEEREMA0
T

/cpaas/data/logarchive/$date/$project/$namespace-$cluster/logfile

HAFZ4NIR S3 171k

HIFAAES

IR 4BH

S3 17 IRBIMER S3 FEIRS L |, FFFRE access_key_id #
% secret_access_key HIH ; SIZFHFRAERFMEN.

Kafka 32 HTEKER Kafka ARt

BIRAE global &FFFFEMA CLI TERITA T S ikEUE AL

- ¥%BX alpine &5 Mulk : kubectl get daemonset nevermore -n cpaas-
E5i% system -o
ik jsonpath="{.spec.template.spec.initContainers[0].image}"

- %BX razor §&{& ik : kubectl get deployment razor -n cpaas-system

-0 jsonpath='{.spec.template.spec.containers[0].image}'

B2 HERI R
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1. EAEMS AP AT SRETE > &3,

2. B FHr BSOS B A URER MR > CcLI TA,

3. IRIFAN T S HORAAE K YAML , E3UR , BARMIEZEFTITN CLI TR s47F , FEIZR

17

RIS

~

\

Secret

Secret

ConfigMap

ConfigMap

ConfigMap

ConfigMap

data.

data.

data.

data.

data.

data.

FEURIE

access_key_

id

secret_access_key

export.yml.

export.ymlL.

export.yml.

export.yml.

output.compression

output.file_type

output.max_size

scopes

VA
RAREREE

access_key id
A base64 4ght

FAREEIR
secret_access.
{# 8 base64 %
o,

E4BEXE
¥ none (AINE
48) . zlib,
9zip.,

SERMREXT
B, SCHF txt,
csSv, json =Ff
',

A AR
IR/, Bz
MB , i xE
S B3R
compression 3
KA E R4 E
A, FFRRY.

BE#FUE |
P& gegaa:y]=
F: Z%HE.
AAE.
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FERRIE

data.

data.

data.

spec.

spec.

spec.

spec.

export.yml.output.s3.bucket_name

export.yml.output.s3.endpoint

export.yml.output.s3.region

template.

template.

template.

template.

spec.

spec.

spec.

spec.

containers[Q].command[7]

volumes[3].hostPath.path

initContainers[0].image

containers[0].image

AR
Kubernetes H;

B,
T AERAB AR,
S3 FE AR 553

S3 HFEARS-H:
=5,

Kafka A5t
RN
2, ZxHERAT
B EMAEREE
B4 ZE S3 174#

B shERImE
B HEE.

alpine 45

razor §E{&ihit
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cat << "EOF" |kubectl apply -f -
apiVersion: vi1i

type: Opaque

data:

# WRBETEMT key

access_key_id: bwWluaw9hzGipbg== # ¥#HEZEIK access_key_id {fF base64 #ght
secret_access_key: bWluawW9hzGipbg== # M#KERZIHK) secret_access_key {Ff b

kind: Secret
metadata:
name: log-export-s3-secret

namespace: cpaas-system

apiVersion: vi1
data:
export.yml: |
scopes: # HAERGFHRIUE, BAMIXENAEE
system: false # ARZLHE
workload: true # NWAHE
kubernetes: false # Kubernetes Hi&
platform: false # F=mBE
output:
type: s3
path: /cpaas/data/logarchive

s3:
s3forcepathstyle: true

bucket_name: baucket_name_s3

endpoint: http://192.168.179.86:9000

region: "dummy"
access_secret: log-export-s3-secret

insecure: true

layout: TimePrefixed

# SHEC R KT HEIHE R
# HECHRM S3 MRSt
# HUS(EE

# BANPRSERERAN, B MB, BITXE, BB3MRIE compression FENACE

max_size: 200
compression: zlib
file_type: txt
kind: ConfigMap
metadata:
name: log-exporter-config

namespace: cpaas-system

# A[% none (AE4E) / zlib /
# AJIE txt. csv. json
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apiVersion: apps/vi
kind: Deployment
metadata:
labels:
service_name: log-exporter
name: log-exporter
namespace: cpaas-system
spec:
progressDeadlineSeconds: 600
replicas: 1
revisionHistoryLimit: 5
selector:
matchLabels:
service_name: log-exporter
strategy:
rollingUpdate:
maxSurge: 0
maxUnavailable: 1
type: RollingUpdate
template:
metadata:
creationTimestamp: null
labels:
app: lanaya
cpaas.io/product: Platform-Center
service_name: log-exporter
version: vi
namespace: cpaas-system
spec:
affinity:
podAffinity: {}
podAntiAffinity:
preferredDuringSchedulingIgnoredDuringExecution:
- podAffinityTerm:
labelSelector:
matchExpressions:

- key: service_name
operator: In
values:

- log-exporter
topologyKey: kubernetes.io/hostname
weight: 50

initContainers:
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- args:
- -ecx
- |
chown -R 697:697 /cpaas/data/logarchive
command :
- /bin/sh
image: registry.example.cn:60080/ops/alpine:3.16
imagePullPolicy: IfNotPresent
name: chown
resources:
limits:
cpu: 100m
memory: 200Mi
requests:
cpu: 10m
memory: 50Mi
securityContext:
runAsUser: 0
terminationMessagePath: /dev/termination-log
terminationMessagePolicy: File
volumeMounts:
- mountPath: /cpaas/data/logarchive
name: data
containers:
- command:

/razor

consumer

--v=1

--kafka-group-1log=1log-s3
- -kafka-auth-enabled=true
--kafka-tls-enabled=true
--kafka-endpoint=192.168.179.86:9092

--database-type=file

--export-config=/etc/log-export/export.yml
image: registry.example.cn:60080/ait/razor:v3.16.0-beta.3.g3df8e¢
imagePullPolicy: Always
livenessProbe:
failureThreshold: 5
httpGet:
path: /metrics
port: 8080
scheme: HTTP
initialDelaySeconds: 20

periodSeconds: 10
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successThreshold: 1

timeoutSeconds: 3

name: log-export
ports:

- containerPort: 80
protocol: TCP

readinessProbe:

failureThreshold: 5

httpGet:
path: /metrics
port: 8080
scheme: HTTP

initialDelaySeconds: 20

periodSeconds: 10

successThreshold: 1

timeoutSeconds: 3

resources:

limits:
cpu: "2"
memory: 4Gi

requests:
cpu: 440m
memory: 1280Mi

securityContext:

runAsGroup: 697

runAsUser: 697

terminationMessagePath: /dev/termination- log
terminationMessagePolicy: File
vo lumeMounts:

- mountPath: /etc/secrets/kafka
name: kafka-basic-auth
readOnly: true

- mountPath: /etc/log-export
name: config
readOnly: true

- mountPath: /cpaas/data/logarchive
name: data

dnsPolicy: ClusterFirst
nodeSelector:

kubernetes.io/os: linux
restartPolicy: Always
schedulerName: default-scheduler
securityContext:

fsGroup: 697



4x
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serviceAccount: lanaya
serviceAccountName: lanaya
terminationGracePeriodSeconds: 10
tolerations:
- effect: NoSchedule
key: node-role.kubernetes.io/master
operator: Exists
- effect: NoSchedule
key: node-role.kubernetes.io/control-plane
operator: Exists
- effect: NoSchedule
key: node-role.kubernetes.io/cpaas-system
operator: Exists
volumes:
- name: kafka-basic-auth
secret:
defaultMode: 420
secretName: kafka-basic-auth
- name: elasticsearch-basic-auth
secret:
defaultMode: 420
secretName: elasticsearch-basic-auth
- configMap:
defaultMode: 420
name: log-exporter-config
name: config
- hostPath:
path: /cpaas/data/logarchive
type: DirectoryOrCreate

name: data

EOF
RAREZN Running J5 , ATERFEETIFSEMRNEE.
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Menu ALY >

AT RTFRSNID ES TrilsefF

FAINBTERE YAML BB XA |, X$E4MTR Elasticsearch 5% Kafka &5, 1RIBEH
WEBFESK, EET OGRS MR Elasticsearch 23 (BN 7E4BTER YK Kafka) |, ([E
B X$ 4 MEB ) Elasticsearch 1 Kafka &£ 8.

TIP

XFFEeSMEB Elasticsearch XIFHIRRAZAT :

o Elasticsearch 6.x X#hk4~ 6.6 - 6.8 ;

« Elasticsearch 7.x X#FhR4s 7.0 - 7.10.2 |, ¥#EF{EH 7.10.2,

Hx

RiIRAES

BRAELSIR

TR

FETXRZET , ERBRESLFNTLESR.

1 AEMSHAET | B SHEE > WREHE |, ARVIRBIFREAIGIHRNER,
2. B IR RN R , IRIEABRERSRSHRAE R ARET,

o XT#EHMIR Elasticsearch FTERIER -
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apiVersion: vi

type: Opaque

data:
password: dEdWQVduSX5kUwlmc2lacg==
username: YWRtaw4=

kind: Secret

metadata:
name: elasticsearch-basic-auth
namespace: cpaas-system

o MREFRFEMSND Kafka L5 , NEFTE AR AT XHESND Kafka SRR

apiVersion: vi
type: Opaque
data:
password: dEdWQVduSX5kUwlmc2lacg==
username: YWRtaw4=
kind: Secret
metadata:
name: kafka-basic-auth
namespace: cpaas-system

1. By B,

BRAEDIR

1 EZEMSAAES |, Bd VAL > HmEEEE.,

2. ETREBFAF , WEHEFFFLRIKH) ACP Log Storage with Elasticsearch 14 Z£7# 5 7K.
3. B ACP Log Storage with Elasticsearch 25l ¢EH R4 > T3

4. FF 3 STH5MET Elasticsearch FFX |, BLE YAML 30 , BLERGIFISHOREAZIT ¢

o XTHESMID Elasticsearch &3 |, FB7E Y B BFL I Kafka :
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elasticsearch:

install: false

address: http://fake:9200 # HNER ES glmlbib, 40 : http://19

basicAuthSecretName: elasticsearch-basic-auth # XJi##Mil Elasticsearch s
storageClassConfig:

type: "Localvolume" # ZXIA{EA LocalVolume, 1%&MWiA "LocalVolume" Bk "Store
kafka:

auth: true # BRBERAIE.

k8sNodes:

- log1l # TRAM, M kubectl get nodes 3

- log2

- log3

storageSize: 10 # TEfER/N, B Gi, EUAER 10 Gi.

o XT4E4MIF Elasticsearch £ EEFNSMNIR Kafka S8 -

elasticsearch:

install: false

address: http://fake:9200 # HNER ES hlmlbib, %0 : http://19

basicAuthSecretName: elasticsearch-basic-auth # XJ##4Mil Elasticsearch s
kafka:

auth: true # E&BMAIE.

install: false

basicAuthSecretName: kafka-basic-auth # 4820 Kafka GERATEREDR
address: 192.168.130.169:9092,192.168.130.187:9092,192.168.130.193:9092
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Menu ALY >

>

7]
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B

Module Overview
Functionality Overview
Use Cases

Usage Limitations

Module Overview

HFEAEMT Kubernetes B4 , 1E83% Kubernetes WIFHNEERSEUR ZFZITREEE,
ERRHEFME. B ATEES. W&ERE. T RE Pod ERIFHIMREN , AFATRUEE
MrEkifE B IREA.

ETEM4HRFORE , AATRUATERECZ FERNE, YXBEARERTIEERE
i, ATESREE , BAARA REETI, AR &Mz 4EX.

Functionality Overview

SHERFEER BT ThRE -
BHEXESHAN

o BEIXE : BRLBTNXKE Kubernetes SERFF RAARNESA , BIE Pod 4. Mk, A
ERME.

o FANIFE | REFINEHRIIFANEME , BRI UREFE RN L E4,
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EHEN

o RJEEE : AFUTDMRIBES FE&MH (EHKE, TR, RELHE) TEEH , RE
EAz[R)H,
o BESEETE | TFHREEEEEREH , A EA S A EMBBRNNERES,

EHILESRR
o EMHILE  RRASMWEMHAHTILEFERGITESR , FUR /T BEFNBERE.

Use Cases

EMHERERTUTSR

o SRV BT SORTIATS Kubernetes 4 , AP ATAR B RIIERTE.

o HIEHFE : HERLIEEN , AR lEd ENE4HEREEVRE.,

o MREH : BEDITEAEIE , AARTLT ST RRIRERER , M RIRSEC.

Usage Limitations

GIRERIT HERSE. EHRFARNE R ACP Log Collector A1 ACP Log Storage fff,
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Events

B

BRAEIRFE
ST

A/ xR
Tmﬂzlmﬁi
1. S ZMS A+ K Operations Center > Events,

R - BTSN T HOE AR R SR B A B X I S 1.

ST
EHREIARRRIL 30 DN ALNEREMHME (ERaTROEFsE E HETEE) , X
REIRBHCR.
o ERFEMN A FARTERFHNRREEMERATLERNAE XS R RITETE.
o EE  BE—RRSRREZKBEMHE , RIRBERSZM,

o AN : AR RERFHNRIFEER 20 , FREMERATEEA , F 20 MRIFERET
B, A—RIRTREZ AL,

o WREMHOR : EERSMHMWDIS T , RRANENEEERNFEEARMRAAESMHC
x. BAIURETERSFAHRAMESN NS , O] URFTFRRFFS AT 0K TR
R, EWFEMFNT



Events - Alauda Container Platform

o WIRATY . RAZEM Kubernetes IR | 540 Pod,

« Namespace : Z4ZEHH] Kubernetes RIFFTTEMR @ % ).
o EHERR  EHREMERRA,

o BMHER  BHNEERE , 1 Warning,

o WIRBFR : KRAESMHM Kubernetes BIRLEFR , Al GEFTM AL N BFR,

TIP

o RIEBEMHCEF RIELHZHORIER , AT7E58H ) Event Details STEET EEEHFME

=]

/Cno

o EHRREAMBEMRREERTEMHRN, SRAERNRFRAEMHEAA Nornal , HWEARTZR ;
EREIRFRNAEMHRAA warning , RARBEFERE , NXEAXSHUPESSRL.
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