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IR

HiE ALB 1R{E2%

1. Bl — R,
2.

helm repo add alb https://alauda.github.io/alb/ helm repo update;helm sear

helm install alb-operator alb/alauda-alb2

#iE—> ALB 3K

cat <<EOF | kubectl apply -f -
apiVersion: crd.alauda.io/v2betal
kind: ALB2
metadata:
name: alb-demo
namespace: kube-system
spec:
address: "172.20.0.5"
type: "nginx"
config:
networkMode: host
loadbalancerName: alb-demo
projects:
- ALL_ALL
replicas: 1
EOF

BT 7RBIN



I8f% ALB - Alauda Container Platform

cat <<EOF | kubectl apply -f -
apiVersion: apps/vi
kind: Deployment
metadata:
name: hello-world
labels:
k8s-app: hello-world
spec:
replicas: 1
selector:
matchLabels:
k8s-app: hello-world
template:
metadata:
labels:
k8s-app: hello-world
spec:
terminationGracePeriodSeconds: 60
containers:
- name: hello-world
image: docker.io/crccheck/hello-world: latest
imagePullPolicy: IfNotPresent
apiVersion: vi
kind: Service
metadata:
name: hello-world
labels:
k8s-app: hello-world

spec:
ports:
- name: http
port: 80

targetPort: 8000
selector:
k8s-app: hello-world

apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: hello-world
spec:
rules:
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- http:
paths:
- path: /
pathType: Prefix
backend:
service:
name: hello-world
port:
number: 80
EOF

IAERTBUATE curl http://${ip} VAMRINA,
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Frontend
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apiVersion: crd.alauda.io/v1
kind: Frontend
metadata:
labels:
alb2.cpaas.io/name: alb—demoe
name: alb-demo-00080 @

spec:
backendProtocol: "http"
certificate_name: "" e
port: 80

protocol: http e
serviceGroup: e

services:
- name: hello-world
namespace: default
port: 80

weight: 100 @

@ VsE |, F5RALL Frontend FT/EH ALB S,
@ #:X4 salb_name-$port ,
(’ #%3XA $secret_ns/$secret_name .
O LGRS HIENL.
e http|https|grpc|grpcs AT L7 (&,

e tcpludp AT L4 IHE,
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0 F L4 RIE , EEFH serviceGroup . XFF L7 R3E , serviceGroup ZAJIEM., X4
ESKEILZRRS , ALB ¥ & = RIE S, Frontend KEXRIFLNXS E L TILEL., RBE YEF K5
{TRLNAILECRS |, ALB A SR HE LA RNRALEPTEEMEIA serviceGroup

O EATEFAEMMABERAEREIAN weight BLE.

NOTE

ALB T A\A 3B 31813 Frontend 5 Rule, source FERENINT :

2.1. spec.source.type BHAREJRX#F ingress .
2.2. spec.source.name fEAOH&FR,

2.3. spec.source.namespace EAO&HZT[E],

f N &R
e L4/L7 timeout

o Keepalive

Rules
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apiVersion: crd.alauda.io/v1l
kind: Rule
metadata:
labels:
alb2.cpaas.io/frontend: alb-demo-GOOSOQ
alb2.cpaas.io/name: alb-demoe
name: alb-demo-00080-test
namespace: kube-system
spec:
backendProtocol: ""e
certificate_name: "" e
dslx:
type: METHOD
values:
- - EQ
- POST
- type: URL
values:
- - STARTS_WITH

- /app-a
- - STARTS_WITH
- /app-b
- type: PARAM
key: group
values:
- - EQ
- vip
- type: HOST
values:
- - ENDS_WITH
- .app.com

- type: HEADER
key: LOCATION
values:

- - IN
- east-1
- east-2

- type: COOKIE
key: uid
values:

- - EXIST

- type: SRC_IP

values:
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- - RANGE

- "1.1.2.1"

- "1.1.1.100"
enableCORS: false
priority: 4 e
serviceGroup: @

services:

- name: hello-world
namespace: default
port: 80
weight: 100

WHE |, TRERLCRLI AT BRIRT A .
WHE , TREAEALIIAT R/ ALB,
5 Frontend A8,

5 Frontend .

Wort/ N RS,

5 Frontend .

dslx
dsix E—FFESURIES , BT RILECARAE.
a0, U AL IUAS # & PUT BB 480K

e URL A /app-a 8% /app-b 73k

o FiEK POST

« URL 2% group 4 vip

o FH4 *.app.com

o HEBHY location A east-1 8% east-2
o BF 44 uid i cookie

e JBIPIEESKAE 1.1.1.1-1.1.1.100
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dslx:
- type: METHOD
values:
- - EQ
- POST
- type: URL
values:
- - STARTS_WITH
- /app-a
- - STARTS_WITH
- /app-b
- type: PARAM
key: group
values:
- - EQ
- vip
- type: HOST
values:
- - ENDS_WITH
- .app.com

- type: HEADER
key: LOCATION

values:
- - IN
- east-1
- east-2
- type: COOKIE
key: uid
values:
- - EXIST
- type: SRC_IP
values:
- - RANGE
- "1.1.1.1"
- "1.1.1.100"
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ALB —MgHA AR TARKME . XFEEAronsOmE RN, BERFRREEESD
T AT A ArEnHEL. 2B M AP R M H BRI ERD , BRBERRIXMmHE
EEHEA.
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KTAN , BARTERS , 1A HE AN,

Project Mode

ALB — M ATABTARIKIME . XFHEEAFHF vsAMERN., B RAFEEEED
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1. B P RIE— HTTPHTTPS/EMHRIENESK , REZIEKHE 11k ALB XA Pod
It Pod (ALB 3kf8l) K IFaa4bIEziEK.

2. 1% ALB SRBIFRE|—AN T AL ACZOE SR,
3. MALE , ETHUEY. EERAHETFK,

4. NANBCERIRS P ERIFEFE— Pod IP , FRREKRERZEZX Pod.,

Ingress

Ingress & Kubernetes IR , B TH#ANZEIE K AIEEMH RS .

Ingress =<5

Ingress {25282 — MR Ingress BIRFFRIERAIRR IR ST HIFE .

ALB

ALB Z—# Ingress %25 .
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£ Kubernetes &85+ |, I M{FR alb2 &IEFEE(E ALB., {FAJPMEA kubectl get alb2 -
A BEEHFHAR ALB,

ALB 2HAFPFhEIERN. B ALB 8 B IM4FH IngressClass , H{RBIE— Ingress
B, aJPAMEFR . spec.ingressClassName FERFERMPAS Ingress 15528 i 4MEZ Ingress,

ALB 53X
ALB th 2 fESEBFRIE(THURIE (—4 Pods) . B4 Pod #FRA—1 ALB Sl

B ALB B ANEVESK | (BT A B ZE BT R — ALB 4 Frontend (FT) . HLRFIE AL
[TA=

ALB {25

ALB RES RS T R ZENRUALAL | 2 ALB HiR{ERS. BERIRIE ALB RIFNE1 ALB 4
2. EATEERERE R ARAR R BRI,

Frontend (485 : FT)

FT 2 ALB ASE MM —FF IR, BRR ALB KB ENTHESRE .
FT AJRAEE ALB S0 S &S A R Fahdl.

I ALB 1S EQE FT BB

1. 205 Ingress BUEH , FKITECIE FT 443 (HTTPS) .

A5 Ingress RIS , TRATHOIEE ET 80
(HTTP) .

3. 7R Ingress FiEH , FKATELIE FT 443 (HTTPS)
4. 30K Ingress IR BUED , FKATEEIE FT 80 (HTTP)

AL
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AR ALB A5 E XH—F IR, ERWEMS Ingress AiE , BEMAMK, NS FT H—x
X,

FMNETARE ALB RS E A T,
B ALB fASE QA NHIFN -

1. % Ingress EIHZIFN,

ALB NS #&
FEZA ALB SUBIF | kR HP—MENSE. MSBNEER

1. % Ingress BHHAFIN, IR A Ingress FHRIEAN RIS BIEERLN,

2. B Ingress FEM FT. 4140 , 20K Ingress BuEH , FKATEAIEE FT 443 (HTTPS) ;
SR Ingress IXBUEH , FAITELEE FT 80 (HTTP) .

i E
W ALB g8 BERE |, IE E—AS AT,

YRATALE ALB IRLE — AN /NRE. Y4 ALB 415 E ¥ Ingress i 3L NIE | B2
BTIE & ZTEFH Ingress,

M AnEIR

o QUERRIINMEES
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Menu ALY >

T % MetalLB

B

EN
MetalLB {5 7] F JRiE
MetalLB 1%63% VIP Z&ZT m B X
SMERHELE ST R E
HEAR
5 7R
HAhBEIR

A&

A& 15t AH
vip B IP #bhE (VIP) £ MetalLB 24 LoadBalancer Z5BYNER &R L
IP ik , RN EVARIERNRS R ESE—KARAL.
ARP HHEERATIY (ARP) FATRMLEEH 1P ik 53 2% EsE K R

MAC #ifit,

%% ARP (GARP) 2—F4FIKM) ARP ‘iﬂ? FT 18 &N Mg A EAh Y
GARP = 1P S MAC BIEEBRE R R, 5B ARP EKA[E , GARP R
FFEEN , MEFNBEELAEEIMES,

ARP MetalLB f—/MA#E | B VIP BLETEIR A MAC itk Skii iy
Responder ARP 5K, YTTREZES VIP BEH , £%1% ARP EREAFKERT M K]
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WA
MAC #btik, &40 BT =#l8 —1 ARP Responder ,
¥ VIP BRETENZCT A MAC ik,

AVE

MR X L955K

MetalLB f—MA#H |, T WNAMERE i sh 5B VIP BT

Controller LoadBalancer 2% JEI‘]PWBE%EE Controller YSNfr& B pNEREE B KAl 3E
MBEREH , PUERFDECSER VIP,
MetalLB f—/MAM | RIE RIS EIARE T RUE DAL VIP FA X
Speaker GARP, BT REXE|—ERREIE , UENTRATAN , K

3T 2R AIEE VIP 3 &% GARP , NS F.

MetalLB )= 7] i [RIE

Other subnets or
extranets

Accessing
VIP

4 - .

: Kubernetes Cluster k

Gateway H MetalLB
Node establish a mapping Select IP
relationship between VIP and MAC Address /External IP
MAG Address Table i Controller Component Pool
Available [\~ [MAC address of Access from other
Node 1 Node 1 subnets or extranets ; Assigning VIP to Service

Node establish a mapping Speaker proactively Loadbalancer type Service (VIP)
relationship between VIP and MAC sends GARP | [ e M
Load VIP

through :
Igorithm |
ARP Speaker ARP Speaker ARP Speaker
Responder Responder] Responder
4 1 H

Nodes in the same subnet MAC MAC MAC

Access from
MAC Address Table same subnet Kube-Proxy Kube-Proxy Kube-Proxy
Available VIP MAC address of
Node 1 Node 1

Available Node 1

Available Node 2

Available Node 3

FARAER MetallB ) ARP 123 , BRSCHURFEAFIEANT

o MetalLB f{] Controller 2B \SNERHEIE R EIR— IP #utlk |, 5% LoadBalancer 2
NERHER{ER VIP,

e MetalLB R &

RN AT RABOL VIP , FHERIRE.

giliy
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o % R L Speaker LHEFEFNA X GARP , FEFTE T mIBEIL VIP 5 MAC HitiERR &t 5%

o F—FMRIT RIERM VIP STHT R MAC it RS |, ¥ilR) VIP RS EESET
RIB{E.

o REFMET RUERRERBZIATMEIMX , BEMXERZIEE VIP KR,
o BIXTRALEHIER , MetalLB 21%3% A — Al BT RUREK VIP , WERES T .

o MEBZEAT ARG , Kube-Proxy &% e AZXT N Pod,

MetallB 353 VIP A E T RKETA

MetalLB X frf5 Xf & MR i o] BT 5 VIP 3HTIE % | FRIBSCEIAHEFF | EF % —
AT AER VIP AT A,

SNERIE ST RE

RSN IR BT R, FTATTHT RRFEHRAR , BRAEE VIP T AT A
RME , FABZSMHIT FTE VIP NERTRE.

TEAR
NIA - SNERHBEE B E = ceil(n-vip | n-node) , HF ceil R~ _EEUE,

IR AEREL , NEIIEE = SN E * n, 4L n IRKT 2, REAF—A
T REE.

e N-vip : F"/x VIP $E.

e n-node : FRINANTRAATH VIP HE.

& FA7R %1
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NG 10 4 VIP | TR AR 5 A VIP |, iF— AT s | At
BRI T R

AT
RSN AN PO AN BT AT A

o BNIATRERZAR 51 VIP , BEIRE—IMNRHIEHAT AL 5 4> VIP , JFItt, 10 4> VIP
FRIA SR,

o AT RBEERES MMILEFEE— P EE VIP KT RM— &0 R, REEAN
SMERE R B A A AT R

HAT IR

o GUEESNR IP Huhbih

o 4% BGP Peers
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Menu

2 S

TAUE

(o) i I

EFER

EAME

RN

#83% Ingress ¥

HARINIE

EAIAE

CR

ALB 455%H] Ingress 8
Ingress-Nginx IAMEAR < E At ThEE
7EE 1 5 Ingress-Nginx RFEAHKIHEESY

U HHR

Ingress-nginx iz A
RS

X FFR) ingress-nginx JEfi#

TCPIHTTP {R:HEHE
EAHE
CRD



ModSecurity
ZNTS

BRAEDIR
ST
=N

[ Ingress FiEpbLER
%+F L4(TCP/UDP) # &

X$F L7(HTTP/HTTPS) =

HTTP E M)
EAME

CRD

Ingress j+fi#

i R ANEE M
FLIZR R ZE RE )

L4/L7 #RET
EAME
CRD
S X
Ingress jEfi#

Ui H 2B B

GatewayAPI
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Menu

B

(Rt
EFER
EARE
fHaNIE
FFHRAIET 7%
INERCE A
TAUELERALFE
HRIEA]
& ALB
BeE %4AF0 Ingress
Ealla
#83% Ingress T #
HRIAIE
MEEMRER
auth-url
auth-method
auth-proxy-set-headers
MR FRVESKARRIERE
auth-response-headers
cookie 418
BEMERIMEKRECE
auth-signin
auth-signin-redirect-param
auth-request-redirect

EHAINIE
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ARTUHENE >
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auth-realm
auth-type
auth-secret
auth-secret-type
CR
ALB 455KH Ingress JER
auth-enable
Ingress-Nginx IAMEAR <FIE A TNAE
global-auth
no-auth-locations
JEE 1 5 Ingress-Nginx 3 A HIER Y

AR

[E) R A
L R tseh AT

o NER—FHH) , BT EEKEIAKIRIRS Z BIEHTHE M. " XER] AE fiEthaR
EANER —FEEKENASKIRAR S Z BT T SIS,

o "EAWSEIE ALB Eo—AIAE , MITHESN ARG TPRIIANEZHE. " XAE]
PAURI A “E A 1E ALB BER—MBAE , TRES EnRFHRIAEZE,

2. ERANENR :

o "IIMELENERBENEEMITA CERTHRAINE) " XAE ] AR EMbRA 7]
DEEINERBEHREEMITH , ERTHEAALE. ”
3. Mg RMEE -
« "auth-response # app-response #Fe] L& E cookie, " X/a)iE A PASE BARGHEIR AR “auth-
response Fl app-response #BA] AR E cookie , BRINBA T , RAEY app-

response.success A} , auth-response.set-cookie 4 &3 ZE cli-response.set-

cookie, "
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=

TAUE

22N A

T ARIAE

NER—FMEEKENAKFRIRS 2 AT TR HRUERINE], © RV ALB ES—FIAE , o
FEESN iRk SIALEZEE.

SHFHIAUER 7R
ALB SIFBIFREZEHIAUER I :
L HAINE (SMEBIANE)
o AAMIRANERARSS & EVESK ASAE R 545
o EAZR  FEEIRMINEZEE |, 620 OAuth, SSO %,
o TIEHAR :
1. BFAEKEE ALB
2. ALB I NIEHERHAZNERS:
3. AEAR IR [0 UELER
4. IRIGAUELERIRTE B B AVFIIE) A dm AR5
2. £A\E (Basic Authentication)
o ETH A ERHE BINELS,
o ERIZE  WERRKTIRNES, FFRFERIF.
o TIEHAR :

1. AAEKEIX ALB
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2. ALB KB EReR i A 1245 FIBZAL
3. SEEHIAES BHTHR
4. MRBTES , MHERERE FisRS

WEBLE AL
1. £ A

o 1£ ALB EH1TECE , ERTHBE RS

e 7£ ALB 8% FT CR A TR E
2. FEARRANAUE

o 7EHESE Ingress I§12HTECE
o TERFERN_EBHTACE
o AIUEEERAERE

3. ZRIAIE

o TXTHFE ISR AIAE
o BUUFRHITACE : alb.ingress.cpaas.io/auth-enable: "false"

o FEMNF{FRLES CR HTECE

AUELESRALIE

o JNEAE : EKREWHAZE Fin RS .

o JANELM : IR[E] 401 FIRAUE R,

o AIMRCEINERBERNEEMITAH , BATHAIALE.

HRIENI]

£/ ALB BLEEAIAUE

& ALB
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cat <<EOF | kubectl apply -f -
apiVersion: crd.alauda.io/v2
kind: ALB2
metadata:
name: auth
namespace: cpaas-system
spec:
config:
networkMode: container
projects:
- ALL_ALL
replicas: 1
vip:
enablelLbSvc: false
type: nginx
EOF

export ALB_IP=$(kubectl get pods -n cpaas-system -1 service_name=alb2-auth -o

BLE %4A%0 Ingress
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# echo "Zm9vOiRhcHIXJHFJQO5aNjFRJIDJIpb29pS1zVQU1tcHIXMjU4LONOUDE=" | base64 -d
# openssl passwd -aprl -salt gICNzZ61Q bar # $aprl$qICNz61Q$2i00iJVUAMmMprg258/

kubectl apply -f - <<'END'
apiVersion: vi
kind: Secret
metadata:
name: auth-file
type: Opaque
data:
auth: Zm9vOiRhcHIXJHFJQ05aNjFRJIDJIpb29pS1ZzVQU1tcHIXMjU4LONOUDE=
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: auth-file
annotations:
"nginx.ingress.kubernetes.io/auth-type": '"basic"
"nginx.ingress.kubernetes.io/auth-secret": "default/auth-file"
"nginx.ingress.kubernetes.io/auth-secret-type": "auth-file"
spec:
rules:
- http:
paths:
- path: /app-file
pathType: Prefix
backend:
service:
name: app-server
port:
number: 80
END

Eoatls

# echo "Zm9vOiJhYXIi" | base64 -d # foo:bar

curl -v -X GET -H "Authorization: Basic zZm9vOmJhcg==" http://$ALB_IP:80/app-
# FERIOER

curl -v -X GET -H "Authorization: Basic XXXXOmJhcg==" http://$ALB_IP:80/app-
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#8% Ingress T

Ingress-nginx & X T —ASERUECEINELFEREAAEA T, DUTRE ALB SIFHIERS IR |,
HAp V' SRIRFF , "X"RIRASF,

SN i R SN
R . KA #iE
¥r
BT A X http ERE
forward-auth PR
1T RINIE
nginx.ingress.kubernetes.io/auth-url % string
nginx.ingress.kubernetes.io/auth-method % string
nginx.ingress.kubernetes.io/auth-signin % string
nginx.ingress.kubernetes.io/auth-signin- .
_ % string
redirect-param
nginx.ingress.kubernetes.io/auth- .
% string
response-headers
nginx.ingress.kubernetes.io/auth-proxy- .
% string
set-headers
nginx.ingress.kubernetes.io/auth- _
_ % string
request-redirect
nginx.ingress.kubernetes.io/auth-always-
. v boolean
set-cookie
nginx.ingress.kubernetes.io/auth-snippet X string
, 8IS 4 R
basic-auth g
I TIAUE
nginx.ingress.kubernetes.io/auth-realm % string

nginx.ingress.kubernetes.io/auth-secret Y% string
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A i LY A
R . KA #®iE
¥r
nginx.ingress.kubernetes.io/auth-secret- _
v string
type
o _ "basic" or basic: X FF aprl
nginx.ingress.kubernetes.io/auth-type - _ ]
"digest" digest: " #F
auth-cache
nginx.ingress.kubernetes.io/auth-cache- _
X string
key
nginx.ingress.kubernetes.io/auth-cache- _
X string

duration

ERFERE RIS
auth-keepalive K, BE—RIER
FEE RFFIEERAITA

nginx.ingress.kubernetes.io/auth-

_ X number
keepalive
nginx.ingress.kubernetes.io/auth- "true" or
X
keepalive-share-vars "false"
nginx.ingress.kubernetes.io/auth-
_ X number
keepalive-requests
nginx.ingress.kubernetes.io/auth-
o X number
keepalive-timeout
H1FKA https B
auth-tls ~ R
KSNREUEP,
nginx.ingress.kubernetes.io/auth-tls- .
X string
secret
nginx.ingress.kubernetes.io/auth-tls-
X number

verify-depth


https://github.com/kubernetes/ingress-nginx/blob/main/docs/user-guide/nginx-configuration/annotations.md#client-certificate-authentication
https://github.com/kubernetes/ingress-nginx/blob/main/docs/user-guide/nginx-configuration/annotations.md#client-certificate-authentication
https://github.com/kubernetes/ingress-nginx/blob/main/docs/user-guide/nginx-configuration/annotations.md#client-certificate-authentication
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X

5

vy
##
Pk
H

nginx.ingress.kubernetes.io/auth-tls-

_ _ X string
verify-client
nginx.ingress.kubernetes.io/auth-tls- .
X string
error-page
nginx.ingress.kubernetes.io/auth-tls- "true" or
X
pass-certificate-to-upstream "false"
nginx.ingress.kubernetes.io/auth-tls- .
X string
match-cn
N SN \
e RINIE
client alb auth-server app
% Ak (cli-request)
alb i5>kZE| auth-server (auth-request) -
_ auth-server [a]& 200 (auth-response)
Ry sk -
~ K
4 R
client alb auth-server app

HRER

¢ nginx.ingress.kubernetes.io/auth-url

e nginx.ingress.kubernetes.io/auth-method

¢ nginx.ingress.kubernetes.io/auth-signin

e nginx.ingress.kubernetes.io/auth-signin-redirect-param

¢ nginx.ingress.kubernetes.io/auth-response-headers
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¢ nginx.ingress.kubernetes.io/auth-proxy-set-headers
¢ nginx.ingress.kubernetes.io/auth-request-redirect

¢ nginx.ingress.kubernetes.io/auth-always-set-cookie

XU RIMIR T £ ERE X auth-request, app-request 1 cli-response FTH{HKIIE XL,

M RIER
auth-url

auth-request [ URL , {HA]AEZAE,

auth-method

auth-request fI77%.

auth-proxy-set-headers

ERHEA ns/name ) ConfigMap 31, BRATBILT , FiBKE cli-request Sk ERR & %
% auth-server , A[183d proxy_set_header FLEMIINKER. PA T KERENASHAIL ¢

X-0riginal-URI $request_uri;

X-Scheme $pass_access_scheme;
X-0riginal-URL $scheme://$http_host$request_uri;
X-0riginal-Method $request_method;

X-Sent-From "alb";

X-Real-IP $remote_addr;

X-Forwarded-For $proxy_add_x_forwarded_for;

X-Auth-Request-Redirect $request_uri;

FMREN FIVESKHRIER

auth-response-headers

EALESHIREFRE | AFERITEEEE RBBM auth-response i A\ app-request, 7~ :

nginx.ingress.kubernetes.io/auth-response-headers: Remote-User,Remote-Name
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1 ALB %k ic app-request B , Remote-User #1 Remote-Name <415 £ auth-response f3kE0
.,

cookie 4

auth-response 11 app-response #a] AR E cookie, ZMABIL T , REY app-
response.success A AN} , auth-response.set-cookie 74 &FZE cli-response.set-cookie,

3 always-set-cookie

app-response.set-cookie auth-response.set-cookie

fA A always-set-cookie

app-response.set-cookie auth-response.set-cookie

\ / app-response.success?

£3F cookie

T

23t cookie 1{# F app-response.set-
= cookie

N

cli-response.set-cookie

cli-response.set-cookie

BEMZZEREE

Y4 auth-server IR [B] 401 B , AT RAFE cli-response FIREEE Mk , FSRNE 2 EE M)
FI| auth-signin 54 URL FH{TEIE,

client alb auth-server
& PimiEsk (cli-request) R
alb ¥E>K%!| auth-server (auth-request) R
auth-server [@&3E 200 4RZ (auth-response)
TENELRBIERT | alb [E1E cli-response (A& EE MY location 3k)
client alb auth-server

auth-signin
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BEE— URL , 355 cli-response ] location 3k,

auth-signin-redirect-param

K2 URLHERSEHEZHFR , BhAk rd, NREL URL NMEETEESHAEM auth-signin-
redirect-param , alb ¥BEINRIMASE. SHERERN
$pass_access_scheme://$http_host$escaped_request_uri , A FIeRIEIEEK URL,

auth-request-redirect

f£ auth-request FIXE x-auth-request-redirect =k,

FAAUE

EAINIER RFC 7617 7 SFHRKIAELFE. REEFRNT

client alb

% FumiasK (cli-request)

KEEKFP R -4 FED

O

cli-response

client alb

auth-realm

SR IA -~ B cli-response f] www-Authenticate 3k realm {H, WWW-

Authenticate: Basic realm="$realm"

auth-type


https://datatracker.ietf.org/doc/html/rfc7617
https://datatracker.ietf.org/doc/html/rfc7617
https://datatracker.ietf.org/doc/html/rfc7617
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/WWW-Authenticate#realm
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/WWW-Authenticate#realm
https://developer.mozilla.org/zh-CN/docs/Web/HTTP/Headers/WWW-Authenticate#realm
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WIEARZEE , BRMUESHFEAIAIL.

auth-secret

P2 MEREAMFES| A, #3208 ns/name,

auth-secret-type
BRI PIFR ISR

1. auth-file : BEAMIBIRINEE— -4 "auth” , E{EA Apache htpasswd HRXHFRFE. Bl
70

data:

auth: "userl:$apri$xyz..."

2. auth-map : ZERRBIEFHREMERTZ MRS BEANRERZWNSS (REHAFEH
htpasswd #&=) . 50

data:
userl: "$aprisxyz...."

user2: "$aprisabc...."

AR BRMNSIHER aprl HiEA K htpasswd 8N,

CR

ALB CR 2RI AMFARXMECETR , 9] AfE ALB/Frontend/Rule CR _tELE. Ei1&1THT ,
ALB £% Ingress _EHTE R AN,
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auth:
# EANERLE
basic:
# F4% ; W nginx.ingress.kubernetes.io/auth-type: basic
auth_type: "basic"
# FHFE ; WK nginx.ingress.kubernetes.io/auth-realm
realm: "S2fRij[A]"
# FHFE ; WK nginx.ingress.kubernetes.io/auth-secret
secret: "ns/name"
# FHFE ; W nginx.ingress.kubernetes.io/auth-secret-type
secret_type: "auth-map|auth-file"
# HARIAERLE
forward:
# fp/R{E ; XN nginx.ingress.kubernetes.io/auth-always-set-cookie
always_set_cookie: true
# FHFE ; XK nginx.ingress.kubernetes.io/auth-proxy-set-headers
auth_headers_cm_ref: "ns/name"
# P XK nginx.ingress.kubernetes.io/auth-request-redirect
auth_request_redirect: "/login"
# FRE XV nginx.ingress.kubernetes.io/auth-method
method: "GET"
# FRE X nginx.ingress.kubernetes.io/auth-signin
signin: "/signin"
# FHRE X nginx.ingress.kubernetes.io/auth-signin-redirect-param
signin_redirect_param: "redirect_to"
# []1F%% ; X nginx.ingress.kubernetes.io/auth-response-headers
upstream_headers:
- "X-User-ID"
- "X-User-Name"
- "X-User-Email"
# FHRE; XV nginx.ingress.kubernetes.io/auth-url
url: "http://auth-service/validate"

NUER] 53 US4 TECE -
e AIbCRH .spec.config.auth

e Frontend CR ] .spec.config.auth

e Rule CRH] .spec.config.auth

A4 Alb > Frontend > Rule, 313RF CR KALE , N{FEAX CR KIACE.
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ALB 4555 Ingress JT 1

FELLTE Ingress WITFEH , ALB IRIEERAIBIZIBE MER. MERNSEURR :

e index.$rule_index-$path_index.alb.ingress.cpaas.io
e alb.ingress.cpaas.io

e nginx.ingress.kubernetes.io

XA AfRIRS Ingress-nginx (IFRAMERIEL , FEFFER) Ingress %12 LISEINIERLE.

auth-enable

alb.ingress.cpaas.io/auth-enable: "false"

ALB ARIMBIFTER , BTIEEEEA Ingress BRTAETIAE.

Ingress-Nginx IAUEAR < E thThaE

global-auth

£ Ingress-nginx |, #XATPUEIT ConfigMap RE £ RIAIE. XAHY T AMAE Ingress BCEIA
iE. 7£ ALB /A, #XA]AFE ALB2 #1 FT CRs _LECEIAE., BTN mEaIA NP 4R X Lefl E

no-auth-locations

£ ALB 1 , o UEIE 7E Ingress _FECEER : alb.ingress.cpaas.io/auth-enable:
"false" KZEFIZ Ingress HIAUETHBE.

2 5 Ingress-Nginx ~FES KIS
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1. N3 FF auth-keepalive
2. N #F auth-snippet
3. N3 FF auth-cache
4. N F auth-tls
5. AN HF basic , A3 digest
6. EAINIE{NZHF aprl Bixk , INXHF berypt sha256 .

MR

1. 67& ALB pod # Nginx Z#5B&

2. K BIR A X-ALB-ERR-REASON K7



Ingress-nginx jE

Menu

iR AME -

Ingress-nginx j+fif3k

B

EAME

T ingress-nginx JEfi#

LN (A

ingress-nginx £ Kubernetes H'& A Ingress Controller

RE N Z 5MOE FHThRE

Y FFH ingress-nginx jEfi#

B

nginx.ingress.kubernetes.io/app-root
nginx.ingress.kubernetes.io/affinity

nginx.ingress.kubernetes.io/use-regex

Alauda Container Platform

F
=

string

cookie

bool

ATUMEYE >

, EX T L FHREASKILE 77 ingress

SCFRBIL (v 3THF x
AXHF o WO SLHF
AN ALE SR

)

o ingress A~ ¥,
alb ALNATAC &

cookie hash
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L FR

nginx.ingress.kubernetes.io/affinity-mode

nginx.ingress.kubernetes.io/affinity-canary-

behavior

nginx.ingress.kubernetes.io/auth-realm
nginx.ingress.kubernetes.io/auth-secret

nginx.ingress.kubernetes.io/auth-secret-type

nginx.ingress.kubernetes.io/auth-type

nginx.ingress.kubernetes.io/auth-tls-secret

nginx.ingress.kubernetes.io/auth-tls-verify-
depth

nginx.ingress.kubernetes.io/auth-tls-verify-

client
nginx.ingress.kubernetes.io/auth-tls-error-page

nginx.ingress.kubernetes.io/auth-tls-pass-

certificate-to-upstream
nginx.ingress.kubernetes.io/auth-tls-match-cn
nginx.ingress.kubernetes.io/auth-url
nginx.ingress.kubernetes.io/auth-cache-key

nginx.ingress.kubernetes.io/auth-cache-

duration

F
=

"palanced"

or

"persistent

"sticky" or
"legacy”
string
string
string

"basic" or

"digest”

string

number

string

string

"true” or

"false"
string
string

string

string

SFFBIL (v 3HF x
AZHF o WO SHF
BB AL A SR

)

o ingress A~ #F,
alb NI ESE
RFF

o0 ingress A~ ¥F.
alb MUFTECE &VA
RFF

v auth
v auth

v auth

v auth
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A HR

nginx.ingress.kubernetes.io/auth-keepalive

nginx.ingress.kubernetes.io/auth-keepalive-

share-vars

nginx.ingress.kubernetes.io/auth-keepalive-

requests

nginx.ingress.kubernetes.io/auth-keepalive-

timeout

nginx.ingress.kubernetes.io/auth-proxy-set-

headers

nginx.ingress.kubernetes.io/auth-snippet

nginx.ingress.kubernetes.io/enable-global-auth

nginx.ingress.kubernetes.io/backend-protocol

nginx.ingress.kubernetes.io/canary

nginx.ingress.kubernetes.io/canary-by-header

nginx.ingress.kubernetes.io/canary-by-header-

value

nginx.ingress.kubernetes.io/canary-by-header-

pattern
nginx.ingress.kubernetes.io/canary-by-cookie
nginx.ingress.kubernetes.io/canary-weight

nginx.ingress.kubernetes.io/canary-weight-

total

F
=

number

"true” or

"false"

number

number

string

string

"true" or

"false"

string

"true" or

"false"

string

string

string

string

number

number

XFFBIL (v 3HF x

AZHF o B SHF

BB AL A SR
)

0 auth
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XFFBIL (v 3HF x

- . RIHE 0 B
7. S
-~ B A
)
nginx.ingress.kubernetes.io/client-body-buffer- _
_ string X
size
nginx.ingress.kubernetes.io/configuration- '
_ string X
snippet
nginx.ingress.kubernetes.io/custom-http-errors [Jint X
nginx.ingress.kubernetes.io/custom-headers string 0
o _ _ o AJ{# A ingress F]
nginx.ingress.kubernetes.io/default-backend string
default-backend
o _ "true" or
nginx.ingress.kubernetes.io/enable-cors %

"false”
nginx.ingress.kubernetes.io/cors-allow-origin string %
nginx.ingress.kubernetes.io/cors-allow- _

string %
methods
nginx.ingress.kubernetes.io/cors-allow- _

string v
headers
nginx.ingress.kubernetes.io/cors-expose- _

string X
headers
nginx.ingress.kubernetes.io/cors-allow- "true" or

X
credentials "false"
nginx.ingress.kubernetes.io/cors-max-age number X

o _ _ “true" or _
nginx.ingress.kubernetes.io/force-ssl-redirect v redirect

“false"
nginx.ingress.kubernetes.io/from-to-www- “true" or

X

redirect "false"
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A HR

nginx.ingress.kubernetes.io/http2-push-

preload
nginx.ingress.kubernetes.io/limit-connections
nginx.ingress.kubernetes.io/limit-rps
nginx.ingress.kubernetes.io/global-rate-limit

nginx.ingress.kubernetes.io/global-rate-limit-

window

nginx.ingress.kubernetes.io/global-rate-limit-

key

nginx.ingress.kubernetes.io/global-rate-limit-

ignored-cidrs

nginx.ingress.kubernetes.io/permanent-

redirect

nginx.ingress.kubernetes.io/permanent-

redirect-code
nginx.ingress.kubernetes.io/temporal-redirect

nginx.ingress.kubernetes.io/preserve-trailing-

slash
nginx.ingress.kubernetes.io/proxy-body-size

nginx.ingress.kubernetes.io/proxy-cookie-

domain
nginx.ingress.kubernetes.io/proxy-cookie-path

nginx.ingress.kubernetes.io/proxy-connect-

timeout

F
=

"true" or

"false"
number
number

number

duration

string

string

string

number

string

"true" or

"false"

string

string

string

number

XFFBIL (v 3HF x

AZHF o B SHF

BB AL A SR
)

v redirect

v redirect

v redirect

v timeout
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A HR

nginx.ingress.kubernetes.io/proxy-send-

timeout

nginx.ingress.kubernetes.io/proxy-read-

timeout

nginx.ingress.kubernetes.io/proxy-next-

upstream

nginx.ingress.kubernetes.io/proxy-next-

upstream-timeout

nginx.ingress.kubernetes.io/proxy-next-

upstream-tries

nginx.ingress.kubernetes.io/proxy-request-

buffering

nginx.ingress.kubernetes.io/proxy-redirect-

from
nginx.ingress.kubernetes.io/proxy-redirect-to
nginx.ingress.kubernetes.io/proxy-http-version
nginx.ingress.kubernetes.io/proxy-ssl-secret
nginx.ingress.kubernetes.io/proxy-ssl-ciphers
nginx.ingress.kubernetes.io/proxy-ssl-name

nginx.ingress.kubernetes.io/proxy-ssi-

protocols
nginx.ingress.kubernetes.io/proxy-ssl-verify

nginx.ingress.kubernetes.io/proxy-ssl-verify-
depth

F
=

number

number

string

number

number

string

string

string
"1.0" or "1.1"
string
string

string

string

string

number

XFFBIL (v 3HF x

AZHF o B SHF

BB AL A SR
)

v timeout

v timeout
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A HR

nginx.ingress.kubernetes.io/proxy-ssl-server-

name

nginx.ingress.kubernetes.io/enable-rewrite-log

nginx.ingress.kubernetes.io/rewrite-target
nginx.ingress.kubernetes.io/satisfy
nginx.ingress.kubernetes.io/server-alias

nginx.ingress.kubernetes.io/server-snippet

nginx.ingress.kubernetes.io/service-upstream

nginx.ingress.kubernetes.io/session-cookie-

change-on-failure

nginx.ingress.kubernetes.io/session-cookie-

conditional-samesite-none

nginx.ingress.kubernetes.io/session-cookie-

domain

nginx.ingress.kubernetes.io/session-cookie-

expires

nginx.ingress.kubernetes.io/session-cookie-

max-age

nginx.ingress.kubernetes.io/session-cookie-

name

nginx.ingress.kubernetes.io/session-cookie-

path

F
=

string

“true" or
"false"
URI
string
string
string

"true” or

"false"

"true" or

"false"

"true" or

"false"

string

string

string

string

string

XFFBIL (v 3HF x

AZHF o B SHF

BB AL A SR
)
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A HR

nginx.ingress.kubernetes.io/session-cookie-

samesite

nginx.ingress.kubernetes.io/session-cookie-

secure

nginx.ingress.kubernetes.io/ssl-redirect

nginx.ingress.kubernetes.io/ssl-passthrough

nginx.ingress.kubernetes.io/stream-snippet
nginx.ingress.kubernetes.io/upstream-hash-by
nginx.ingress.kubernetes.io/x-forwarded-prefix
nginx.ingress.kubernetes.io/load-balance

nginx.ingress.kubernetes.io/upstream-vhost

nginx.ingress.kubernetes.io/denylist-source-

range

nginx.ingress.kubernetes.io/whitelist-source-
range
nginx.ingress.kubernetes.io/proxy-buffering

nginx.ingress.kubernetes.io/proxy-buffers-

number

nginx.ingress.kubernetes.io/proxy-buffer-size

F
=

string

string

"true" or

"false"

"true" or

"false”
string
string
string
string

string

CIDR

CIDR

string

number

string

XFFBIL (v 3HF x
AZHF o B SHF
BB AL A SR

)

o mlIAd
modsecurity SR

PR

o A[IA TS
modsecurity SREZE

AR
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A HR

nginx.ingress.kubernetes.io/proxy-max-temp-

file-size
nginx.ingress.kubernetes.io/ssl-ciphers

nginx.ingress.kubernetes.io/ssl-prefer-server-

ciphers

nginx.ingress.kubernetes.io/connection-proxy-

header

nginx.ingress.kubernetes.io/enable-access-log

nginx.ingress.kubernetes.io/enable-

opentelemetry

nginx.ingress.kubernetes.io/opentelemetry-

trust-incoming-span

nginx.ingress.kubernetes.io/enable-

modsecurity

nginx.ingress.kubernetes.io/enable-owasp-

core-rules

nginx.ingress.kubernetes.io/modsecurity-

transaction-id

nginx.ingress.kubernetes.io/modsecurity-

snippet

nginx.ingress.kubernetes.io/mirror-request-
body

nginx.ingress.kubernetes.io/mirror-target

F
=

string

string

"true” or

"false"

string

"true” or

"false"

"true” or

"false"

"true” or

"false"

bool

bool

string

string

string

string

XFFBIL (v 3HF x

AZHF o B SHF

BB AL A SR
)

o ZABH
access_log , &=
&%

v otel

v otel

v modsecurity

v modsecurity

v modsecurity

v modsecurity
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nginx.ingress.kubernetes.io/mirror-host

XFFBIL (v 3HF x

s REH o B4 IH
-~ A S AL K
)
string X
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Menu ALY >

TCPIHTTP {RFF1%4%

B

EAME

CRD

LN (A

1. ALB SXHFEN QR AN TIRIFEZICE . AL E 7] ATERT ST

2. (RINERRTE % PS5 ALB Z[H) , TIAE ALB 5/ain A RIL,

3. ZIaeiET Nginx FLESRIL , FFESEERETWA , Nginx FEFLBINER.
4. TCP {RFREHAN HTTP REFEREM N A RS -

1. TCP R 2 TCP MMM —MFE , IR B IR Em N E LS RNEER , e
BEEREANAFE. EBMTRINIEEILER.

2. HTTP {RFHEik (MR IER) AFLZ4 HTTPEKE AE— TCP iEH: , Wik
GIEN FNEERTTEE, X8R R R IR S T MHAE,

CRD
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keepalive:
properties:
http:
description: TFif L7 {R¥hEE
properties:
header_timeout:
description: MRIFERKEN. ZKAKRE.
type: string
requests:
description: RIEREHKER. BIAEA 1000,
type: integer
timeout:
description: {RFREEER . ZXAEA 75s.
type: string
type: object
tcp:
description: TCPKeepAlive &M TCP {R£3FZEHES¥ (SO_KEEPALIVE)
properties:
count:
description: TCP_KEEPCNT E#EF%EM,
type: integer
idle:
description: TCP_KEEPIDLE EEF%EW,
type: string
interval:
description: TCP_KEEPINTVL EFEF%EM.
type: string
type: object
type: object

HBETE Frontend spec.config.keepalive ACLE.
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ModSecurity

ModSecurity & — M FFERK Web KRR k3% (WAF)

, BTERIT Web VA%

ATUMEYE >

¥, B

FRFFRM XY |, SIFZLFRIBES I Web R85, FARBHES (ALB) IFECE

ModSecurity , 4 7E Ingress k73 TEAIHACE .

Hx

A&

BAELIR

FiE— L RINERE

A= BtE CR

ViEPSYES
B AL
W=#N.]|

7N

NiE

owasp-core-

rules

WA

OWASP Core Rule Set 2 — M FEFMNIE , FTHIMFNRLLEE WK

Web v AT,
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T8I SR B REK) YAML TR AN fiRERECE CR SKECE ModSecurity,

EXT. YAML 3489 metadata.annotations FERHRAILAT /£ ABCE ModSecurity,

o Ingress-Nginx 3£ /3i%

& At

i it WA
%
nginx.ingress.kubernetes.iolenable- =53
] bool Ingress '
modsecurity ModSecurity,
o : JaF OWASP
nginx.ingress.kubernetes.iolenable-
bool Ingress Core Rule
owasp-core-rules
Set,
RATAmREA

BRI —
string  Ingress % D, #FH
IR
=K,

nginx.ingress.kubernetes.io/modsecurity-

transaction-id

VR RN

Ingress, HEN
nginx.ingress.kubernetes.io/modsecurity- string ALB, ModSecurity
snippet FT, BoE , KUse
Rule BHENZLH

>j iC)

o ALB $7K7ERR
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o \ & AT
TR ik
%
alb.modsecurity.cpaas.ioluse-
bool Ingress
recommend
alb.modsecurity.cpaas.io/lcmref string Ingress

3%~ : BB CR
1. FTHEEACEM ALB, FT 8 Rule BCE .

2. IRIBFELE spec.config FIRMATFEL.

{ "modsecurity": {
"enable": true,
"transactionId": "$xx",
"useCoreRules": true,
"useRecommend": true,

"cmRef": "$ns/$name#$section”,

I

3. RFFF N AECE .

EPSVL

B AL

VA
Jo FERE R

ModSecurity ¥R ; & & A
true DANVFATIENKESE
£,

S| FAEFERCE |, BIAnIEITTE
i ConfigMap f3| %1

( $ns/$name#$section )

MEFEEXREECE.

205K Rule FKACE ModSecurity , &=\ FT PEIKRECE ; a0R FT PHXBERCE , NE

B ALB FHIALE.
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=N

PAFRBIEBE T — N8R waf-alb B ALB M—1%A hello MiERFIRNA. RNEET
—ANN%& K ing-waf-enable M Ingress , EMT /waf-enable FRERFFECE T ModSecurity ],
N, FHABEERSE test BHEBEFNE test HIEKEASHAL.
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cat <<EOF | kubectl apply -f -
apiVersion: crd.alauda.io/v2
kind: ALB2
metadata:
name: waf-alb
namespace: cpaas-system
spec:
config:
loadbalancerName: waf-alb
projects:
- ALL_ALL
replicas: 1
type: nginx
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:

annotations:
nginx.ingress.kubernetes.io/enable-modsecurity: "true"

nginx.ingress.kubernetes.io/modsecurity-transaction-id: "$request_id"
nginx.ingress.kubernetes.io/modsecurity-snippet: |
SecRuleEngine On
SecRule ARGS:test "@contains test" "id:1234,deny, log"
name: ing-waf-enable
spec:
ingressClassName: waf-alb
rules:
- http:
paths:
- backend:
service:
name: hello
port:
number: 80
path: /waf-enable
pathType: ImplementationSpecific
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: ing-waf-normal
spec:
ingressClassName: waf-alb
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rules:
- http:
paths:
- backend:
service:
name: hello
port:
number: 80
path: /waf-not-enable
pathType: ImplementationSpecific

apiVersion: apps/vi
kind: Deployment
metadata:
name: hello
spec:
replicas: 1
selector:
matchLabels:
service.cpaas.io/name: hello
service_name: hello
template:
metadata:
labels:
service.cpaas.io/name: hello
service_name: hello
spec:
containers:
- name: hello-world
image: docker.io/hashicorp/http-echo
imagePullPolicy: IfNotPresent

apiVersion: vi
kind: Service
metadata:
name: hello
spec:
internalTrafficPolicy: Cluster
ipFamilies:
- IPv4
ipFamilyPolicy: SingleStack
ports:
- name: http
port: 80
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protocol: TCP
targetPort: 5678
selector:
service_name: hello
sessionAffinity: None
type: ClusterIP
EOF
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Menu ALY >

ANE] Ingress FiARILLER

Alauda B25F A X Kubernetes £ RGF L FF Ingress MEATE. AAEXTE(TFHITHL
I (Service, Ingress, Gateway API, §1 ALB Rule) , DAFEEBAA Pt IERARIESRE.

B

X+ L4(TCP/UDP) i =
XF L7(HTTP/HTTPS) iii=
Ingress
GatewayAPI

ALB #L.0u

X+F L4(TCPIUDP) jji 2

Z&AU 4 LoadBalancer, Gateway API Fl ALB LA ARS-EBRT LAY L4 IREFR RSN, K3
#{F B LoadBalancer Z5RUE RS 7%, Gateway API #1 ALB #LRIEFZEH ALB SR , ALB
S MNHAFPTEMIE | AR L4 RER , EMEEAELL LoadBalancer ZERYHAR S B2 T 1%,

$4F L7Z(HTTPIHTTPS) G2

&R Ingress, GatewayAPI| 1 ALB FLNERRT LK L7 IEHEREINGD , (BB 1EREN AR SIR
A FBHRANE

Ingress
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Ingress 52 Kubernetes #tXXREFRAERNTE , #HEFIEAZIAFER. Ingress B A EIE TR
] ALB SCBIARIE,

GatewayAPI

GatewayAPI 12t 7 £ RAMIIREAER , (BEEAAE AU Ingress, B {FH GatewayAPI , Ff
EARTUAEECHRE ALB S2fiSk4ME GatewayAPI RN, A, , tNREFEER ALB 52
BIKARMERTIRE T AR | NEEIEZFER GatewayAPI,

ALB #.1|

ALB LI (Ul FEQtadiafizs) e T RRIENIAELAANNRZ KPEE. Kirt ,

Ingress Fl GatewayAP| &2 1B G HiE# A ALB FLISKSRENK) . 4K , ALB #LRIEL Ingress
0 GatewayAPl| EEZ , AR EHXFRHE API, FIL , BRI ILE Ingress F1 GatewayAP|
ToiE# R BT R ERAE.
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Menu ARTUHESE >

T
3
o
=)

CRD
Ingress jEfi#
SSLEEM
Ui 2R AV E E M)
FNIZRHIE E A

25N A
HTTP T2/ 2 ALB 2E09—TheE, SH EHEATCAAIAERIEE— 1 30x 1 HTTP RS

5, Location ¥ A THE/RE FimeE E M EFT URL. ALB SHFAELR O AR A4 TE E [ AL
A

CRD
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redirect:
properties:
code:
type: integer
host:
type: string
port:
type: integer
prefix_match:
type: string
replace_prefix:
type: string
scheme:
type: string
url:
type: string
type: object

B AEL T A S TECE
e H¥f: .spec.config.redirect

e FPM|: .spec.config.redirect

Ingress %
iR
nginx.ingress.kubernetes.io/permanent-redirect

nginx.ingress.kubernetes.io/permanent-redirect-

code

nginx.ingress.kubernetes.io/temporal-redirect

Y

XF CR #H) URL , BHARRE
% & A 301

ST F CR AR HPR SRS

XPF CR FH) URL , BUARKRE
REsCE M 302
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Y

TEfE

nginx.ingress.kubernetes.io/temporal-redirect-

code

nginx.ingress.kubernetes.io/ssl-redirect

nginx.ingress.kubernetes.io/force-ssl-redirect

SSL EF[M)

1. ssl-redirect 1 force-ssl-redirect [RIANEZ & FETF |, ssl-redirect {X7E Ingress 4 HH N 18K

Y

X T CR AFHIRAR

SNVF CRFPAER , A AR
WEX HTTPS

SNVF CRFPAER , A AR
BB X HTTPS

WEPETASY |, T force-ssl-redirect o1 B BEEUEHIHAR .,
2.3 F HTTPS ¥ , AR RAFELE T ssl-redirect , MRS R EEEM.

Vi 2 AR RE 4]

L ARANREEEMN , A EKASRIEEERACEH TEREM,

A2 5|2 5E [a]

BEMNEAEEEE N , LEZANREREIRIEEEMECE T TEREM .
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Menu ALY >

L4/L7 ERR

B

RS
CRD
RIS X
Ingress jEfi#

SRR

LN (A

LA/L7 iR E ALB R —TNAE , EERLE L4/L7 RIERRETHTA],

BT Lua WAL , FEAEEYUE FHEER Nginx.

CRD
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timeout:
properties:
proxy_connect_timeout_ms:
type: integer
proxy_read_timeout_ms:
type: integer
proxy_send_timeout_ms:
type: integer
type: object

LB AT AL T ERHTIRE

R

e HI¥m: .spec.config.timeout

e FM|: .spec.config.timeout

A X
B HZFLT .

1. proxy_connect_timeout_ms: & X 5 LRS- 25 B OEEAB RS E], 20SRAELES BN TT
TREALERE | ERERK.

2. proxy_read_timeout_ms: & X M LR S5 2R BUmRY FRIEB A A, 2GR B A) 2 A2 X%
LFHNSEURIEZ [BRRER) , ARSI MmN, ARV EPARREREE |
Zil

3. proxy_send_timeout_ms: & X[ _LiF RS 25 A EE KRR ETE R, SiREGREAEMN , %8
B BRI OESMNE NIRIEZ [BRRER) . IR BN TTARESIE | EHEG A,

Ingress j+fi%#
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TEfi#

nginx.ingress.kubernetes.io/proxy-connect-

timeout

nginx.ingress.kubernetes.io/proxy-read-

timeout

nginx.ingress.kubernetes.io/proxy-send-

timeout

R A

FAT B EiRO _EACE R , HRE L4 B,

Ak
ST CR i

proxy_connect_timeout_ms

ST CR i

proxy_read_timeout_ms

Xt CR Ff]

proxy_send_timeout_ms
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Menu

GatewayAPI

GatewayAPI| ~ & Kubernetes ingress f—IUHARAE.
ALB 13 3F GatewayAPI, G Gateway RIREPA LR F— ALB TR,

Listener 1 Router J§ H#4E ALB FR4ME | RE&HH#A Frontend F0 Rule .


https://gateway-api.sigs.k8s.io/
https://gateway-api.sigs.k8s.io/
https://gateway-api.sigs.k8s.io/
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Menu ZARTUMEYE >

OTel

OpenTelemetry (OTel) 2—FFEME , EEAENHARLS (WHIRSTEM) Fuksk. &
AN S HE MBARAR (H— M BT R SN A L MNP ALAR A, ERBITTR & BRI TR
MERERNTT N , MR N A Fr(rl B2 W AIA% IR

Hx

A&
SRS
IR
R ALB ECE
HERERME
£ Ingress FECE OTel
EN AR FRERM OTel
2K
s 03 BA
SKAE R
I
MmN

NiE
AE S

I235%) OTel PRGSO MIE , E—AMFE4SIRENES , BTIRE
NHERRGEFEKNIREN ; B4 Trace HZ A Span A,

Trace



A&

VtRA
Trace FFI—MINIRIEEEM | BARTFIAIIE), FRERAEF1E {thAR X

Span =8,
BEMB RN ANTEAE Trace B OTel fRE-ZS , 20 Jaeger., Prometheus
OTel Server .
+F.,
Jacaer — RN HREBRAL , ATYIEHNHE MRS EM |, XF5
. OpenTelemetry & AL,
Attributes [fANZ) Trace 2k Span HGHEXT , PUREESMI L T XER. BIERIR
JBYER Span @M ; BXEZER , SN Attributes,
Sampler —FRERZEH , T RERBXS Trace FHTRHMNIRE. TUBLEARFE
HIKAERRS |, NS EXFE. LA,
N ECNEIGRENERFF AT AT RS RE  TaERRNTREE
ALB (H—1 iz (ALB) B2—1SFLERERENMS | e icE RIsNEHER
TBINEET) OTel, ALB X#F# Traces IRAZEIFEE K& RS | FFAFECE AKX
FERRE ; EXRIFRLE B RE Ingress [Z323L Traces,
FT (Hl¥m) ALB g BCE |, FEEimA&AIMACE.
Rule iR (FT) LROREBRFIN , BT ILECHErE.
HotROD (i% Jaeger R ANRBIN B , BTERDHREERHNER ; AXES
wEE) VE{SE , 55 Hot R.O.D. - Rides on Demand -,
hotrod-with- IBEMREAETEE HotROD NEBMHARS R ; BXREZFMER |
proxy 85 hotrod-with-proxy 7,

FoREAF

o THRIRIEMER ALB 777E : R E{ERIIBM ALB |, A4+ ALB EFRA <otel-alb>
B, BRAIZE ALB §1BH , 155 % Creating Load Balancer,

o HHRTFAE OTel FUEIRE MRS 23 bt « I FELLEFRA <jaeger-server>


https://github.com/jaegertracing/jaeger/tree/main/examples/hotrod
https://github.com/jaegertracing/jaeger/tree/main/examples/hotrod
https://github.com/jaegertracing/jaeger/tree/main/examples/hotrod
https://github.com/woodgear/hotrod-with-proxy/blob/master/services/frontend/best_eta.go#L53
https://github.com/woodgear/hotrod-with-proxy/blob/master/services/frontend/best_eta.go#L53
https://github.com/woodgear/hotrod-with-proxy/blob/master/services/frontend/best_eta.go#L53
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NG

Ix

S ALB BCE
L AERBIET AL, A CLL TARITIU T 64 MYwE AL BOE.

kubectl edit alb2 -n cpaas-system <otel-alb> # ¥4 <otel-alb> E# ASKFrE ALB

2.7 spec.config #A FARMATFE.

otel:
enable: true
exporter:
collector:
address: '"<jaeger-server>"

request_timeout: 1000

SERUEHIRGIRCE

spec:
address: 192.168.1.1
config:
otel:
enable: true
exporter:
collector:
address: "http://jaeger.default.svc.cluster.local:4318"
request_timeout: 1000
antiAffinityKey: system
defaultSSLCert: cpaas-system/cpaas-system
defaultSSLStrategy: Both

gateway:

type: nginx
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3. PUTUA TS AREEH. FHE , ALB X ZIASH OpenTelemetry , fTE153K Trace (58

BEIREER Jaeger RS 25,

1wq

FARARAE

1 Ingress FECE OTel

J2 s ZE A Ingress i OTel

B ACE R ATE Ingress _£/FA OTel , AJAE 4 i I=ANAAN AR FFRESKiIRE) , BT
BRI SKIEAR IR S5 Z (B S SR A IME BEfR SEk s ik

SR

1E Ingress [ metadata.annotations FEX FiAMATECE :

nginx.ingress.kubernetes.io/enable-opentelemetry: "true"

SRR

 nginx.ingress.kubernetes.iolenable-opentelemetry : 4% &4 true B, FIR
Ingress 1% 25 ANV KIS S A OpenTelemetry TaE , XEIREEK Trace {5 2R 41K
SHRE. BREAN false TBRIRMIERE , RNEK Trace EERAHBEIRE.

S22 A Ingress ] OTel Trust
OTel Trust R5E Ingress £ BEEFFRAREEZNEKRE Trace 52 (620 trace ID)
IR

1E Ingress f¥] metadata.annotations B¢ F M FACE :

nginx.ingress.kubernetes.io/opentelemetry-trust-incoming-span: "true"
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SRR

 nginx.ingress.kubernetes.iolopentelemetry-trust-incoming-span : 4% &4 true
i, Ingress RRE{F DA FEM Trace {58 , HIMRIFERFERN—3tE , AFE
AAREERAG T R EMIB MO EMEKRE. BREAN false B, K AEKRER
HIBERMER | XATRESENEKRIEFE Ingress FH A A FTHNB BRI —E0 45 , W-RBTEE
AR 55 BB BRELME

 7E Ingress LiRMNAFER OTel ALE

BECE BB TE X OTel BUTAFIEIESH 7% , MEXARER Ingress FIREHTHIME
FRIE BRAHE B E ARZ .

2

1E Ingress f¥] metadata.annotations B¢ F M FACE :

apiVersion: networking.k8s.io/v1l
kind: Ingress
metadata:

annotations:

alb.ingress.cpaas.io/otel: >

{
"enable": true,
"exporter": {
"collector": {
"address": "<jaeger-server>", # Y4 <jaeger-server> F# AL
"request_timeout": 1000
}
}
}
SHOREA

o exporter : FEEWER Trace BURMAAEE] OTel YtkEazs (OTel FUEHREIRS2%) -
e address : F55€ OTel W& 25k,

o request_timeout : F5EIEFK A ITHTE],

N FRFEFFEA OTel
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UTEERRT 5T OTel BLELEM , 7] AT E X ANMAEN M2+ /2 MAEA OTel ThaE.

FEEREITR L, /A CL TAPITUA T ar S LIARER ST OTel BCELEH,

kubectl get crd alaudaloadbalancer2.crd.alauda.io -0 json|jq ".spec.versions|

HMiheER

"otel": {
"enable": true

}
"exporter": {

"collector": {

"address": ""
I
3
"flags": {
"hide_upstream_attrs": false
"notrust_incoming_span": false
"report_http_request_header": false
"report_http_response_header": false
3

"sampler": {
Ilnamell . nmn
. ’
"options": {
"fraction": ""

"parent_name": ""

}
}
}
SEARER -
S ik
otel.enable BE&BH OTel THEE.

OTel ¥iEH & AR SF 2sritit , SXFF hitp/https
IHXAIEA

exporter.collector.address
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g

flags.hide_upstream_attrs
flag.notrust_incoming_span

flags.report_http_request_header

flags.report_http_response_header
sampler.name

sampler.options.fraction

sampler.options.parent_name

2hk 7

S
EBREXRT EHHNKEE.

EREEFERKBENEKRH OTel Trace 15
B (#40 trace ID)

B AREEKK.
AR &N K.

KEERBATR ; BRFAER  BESN

Sampling Strategies,
KR,

SERET FAF TR B SRR

ZLUABILT , 208 ALB BCE 7 HLE OTel 3% B FT RBLE , N FT M ALB 2K S E{E N E
BlE ; BP FT 4% ALB IUECE |, Rules TJAM ALB F1 FT BIEAkARLE .

e ALB : ALB FHECEIBE B2 FRFEOARN. 7ELLrT ABCEBIZ0 Collector it 4 RS

W, XESHCRH TR FT M Rules 4k,

o FT: FT AJRAM ALB RAFCE |, XEKRERTE FT FALERFL OTel ¥ FEARKE ALB
HBCE. 2Am , FT e RLt—B4m1, ; Bilan , EeTDOEIRAE FT i vt 5 sk A
OTel , MAFINEM FT 3 ALB K&K E.

o Rule : Rule ATPAM ALB # FT FiELAECE ., AT , Rule ta] A—H404, ; AI20 | 455€
B Rule AT PUERERNE{T(ENR OTel Trace 1= 2 S0 ERALERE

Nis

I

WITACE ALB. FT #1 Rule i) YAML 3L spec.config.otel FEY , &ATBLANS OTel

FARHECE.

apiipzas



KAETRM

always

on

always
off

traceid-

ratio

parent-

base

JBtE
. BUREME
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VthA

IRAIRE TR IB IR,

MARTREIB IR,

tB¥E traceid REEBEMYE. traceparent HIFEINK xx-traceid-xx-
flag , HF traceid HIAT 16 NFHRHMEEKR— 32 7St HIEE. a0
RUEE/INT fraction LA 4294967295 (RP (2432-1)) , NIKHIRE.

IRIEVEKF traceparent MIARERINRERDIRE. HIREHA OL B, K
WHRE ; F130 : curl -v "http://$ALB_IP/" -H 'traceparent: 00-xx-
; WARER 02 B, BASHHREG ; a0 @ curl -v

"http://$ALB_IP/"

XX-01"'

-H 'traceparent: 00-xx-xx-02' ,

BOABIL T i XL R

28

VA

hostname

service.name

service.namespace

service.type

service.instance.id

* Span &%

o FOABIL FIRENEML

ALB Pod fIFE#.4

ALB H)& R
ALB FTTEM)ar 4 =[]

2AZ ALB

ALB Pod H] & #R
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e Ll
http.status_code RERY

http.request.resend_count = FiXit¥k

alb.rule.rule_name IHEVESK UL AL AR AIL I 42 /R
alb.rule.source_type HOESKILECAIRLINZERY | B EI{Y Ingress
alb.rule.source_name Ingress M4 #R

alb.rule.source_ns Ingress FT{EIA 4 (8]

o EUAMER TIREETTRUB &M flag.hide_upstream_attrs FERHEBG K B

e 1tHA
alb.upstream.svc_name  FEREMRS (NEHEH) KB
alb.upstream.svc_ns WEEEMNRS (NEEEE) ERNS R Z(E

alb.upstream.peer WAL AR Pod B IP i3 FNvs O

o BLMEN T RIRE(BRTUR IS ™M flag.report_http_request_header SFEE IR B -

B VA
**http.request.header.<header>** Bk

o BIABI T RIREETRUBE S flag.report_http_response_header FESRIREHI

M -
BH 1487
**http.response.header.<header>** N [ Sk

W=/
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AT YAML BCE#PE—> ALB F{E 1 Jaeger {£24 OTel fR%2% , FLA Hotrod-proxy EAIEIR
Jatn. BIECE Ingress MU , UE FumissK ALB B, &R 42 &K %F HotROD, Ir4h ,
HotROD AERMARS < [RIRIEFHIEIE ALB FRH.

1. LT YAML $R77R4 A4 all.yaml B34,
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apiVersion: apps/vi
kind: Deployment
metadata:
name: hotrod
spec:
replicas: 1
selector:
matchLabels:
service.cpaas.io/name: hotrod
service_name: hotrod
template:
metadata:
labels:
service.cpaas.io/name: hotrod
service_name: hotrod
spec:
containers:
- name: hotrod
env:
- name: PROXY_PORT
value: "80"
- name: PROXY_ADDR
value: "otel-alb.default.svc.cluster.local:"
- name: OTEL_EXPORTER_OTLP_ENDPOINT
value: "http://jaeger.default.svc.cluster.local:4318"
image: theseedoaa/hotrod-with-proxy:latest
imagePullPolicy: IfNotPresent
command: ["/bin/hotrod","all","-v"]
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: hotrod-frontend
spec:
ingressClassName: otel-alb
rules:
- http:
paths:
- backend:
service:
name: hotrod
port:
number: 8080
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path: /dispatch
pathType: ImplementationSpecific
- backend:
service:
name: hotrod
port:
number: 8080
path: /frontend
pathType: ImplementationSpecific
apiVersion: networking.k8s.io/vi1l
kind: Ingress
metadata:
name: hotrod-customer
spec:
ingressClassName: otel-alb
rules:
- http:
paths:
- backend:
service:
name: hotrod
port:
number: 8081
path: /customer
pathType: ImplementationSpecific
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: hotrod-route
spec:
ingressClassName: otel-alb
rules:
- http:
paths:
- backend:
service:
name: hotrod
port:
number: 8083
path: /route
pathType: ImplementationSpecific



apiVersion: vi1

kind: Service

metadata:
name: hotrod

spec:

OTel - Alauda Container Platform

internalTrafficPolicy: Cluster
ipFamilies:
- IPv4
ipFamilyPolicy: SingleStack
ports:
- name: frontend
port: 8080
protocol: TCP
targetPort: 8080
- name: customer
port: 8081
protocol: TCP
targetPort: 8081
- hame: router
port: 8083
protocol: TCP
targetPort: 8083
selector:
service_name: hotrod
sessionAffinity: None

type: ClusterIP

apiVersion: apps/vi

kind: Deployment
metadata:
name: jaeger

spec:

replicas: 1
selector:
matchLabels:
service.cpaas.io/name: jaeger
service_name: jaeger
template:
metadata:
labels:
service.cpaas.io/name: jaeger
service_name: jaeger
spec:
containers:
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- name: jaeger
env:
- name: LOG_LEVEL
value: debug
image: jaegertracing/all-in-one:1.58.1
imagePullPolicy: IfNotPresent
hostNetwork: true
tolerations:
- operator: Exists
apiVersion: vi1i
kind: Service
metadata:
name: jaeger
spec:
internalTrafficPolicy: Cluster

ipFamilies:
- IPv4
ipFamilyPolicy: SingleStack
ports:
- name: http
port: 4318

protocol: TCP
targetPort: 4318
selector:
service_name: jaeger
sessionAffinity: None
type: ClusterIP
apiVersion: crd.alauda.io/v2
kind: ALB2
metadata:
name: otel-alb
spec:
config:
loadbalancerName: otel-alb
otel:
enable: true
exporter:
collector:
address: "http://jaeger.default.svc.cluster.local:4318"
request_timeout: 1000
projects:
- ALL_ALL
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replicas: 1
resources:
alb:
limits:
cpu: 200m
memory: 2Gi
requests:
cpu: 50m
memory: 128Mi
limits:
cpu: "1"
memory: 1Gi
requests:
cpu: 50m
memory: 128Mi
type: nginx

2. 7£ CLI TAHHITUA NS LAERE Jaeger, ALB, HotROD K A ¥ E MK CR FHATIMIA,

kubectl apply ./all.yaml

3. PUTRL T 454 DAFKER Jaeger gai[a)iiit .

export JAEGER_IP=$(kubectl get po -A -o wide |grep jaeger | awk '{print $7]

4. PATUAT 64 LUFRER otel-alb fj5[a)titit

export ALB_IP=$(kubectl get po -A -o wide|grep otel-alb | awk '{print $7}'")

5. PUTA T a4 UEIE ALB ) HotROD AIX1EK. It , ALB ¥#R4E Trace 1 Jaeger.

curl -v "http://<$ALB_IP>:80/dispatch?customer=567&nonse=" # ¥4+ K <$ALI

6. FTFFAE 18 3 ch3k/SHY Jaeger WML E BLER,



EGER Ul Search

Search Upload

Service

Operation

all

Tags

Lookback

Last Hour

Max Duration

Limit Results

20

Compare  System Architecture

Min Duration
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Monitor

500ms

ops

-500000pis

06:13:20 am 08:00:00 am

Sort:  Most Recent

1 Trace

Compare traces by selecting result items

otel-alb: GET /dispatch?customer=567&nonse= c6294a7 I

52Spans | 3 Errors B customer (1) ariver (1) [J] frontend (13) mysql (1) otel-alb (12) © redis-manual (14)

09:46:40 am

Download Results

route (10)

Time

Deep Dependency Graph

689.87ms

Today 12:08:39 pm

afew seconds ago
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JAEGER Ul Search Compare System Architecture Monitor

otel-alb: GET /dispatch?customer=567&nonse=

€« A4
Trace Start August 12 2024, 12:08:39 Duration 689.87ms = Services 7 Depth 6 Total Spans 52
Ops 172.47ms 344.93ms
Service & Operation v > ¥ »  Ops 172.47ms

v | otel-alb GET /dispatch?customer=567&nonse=

VI frontend /dispatch

7 | frontend HTTP GET

Vv | otel-alb GET /customer?customer=567

v I customer /customer

mysql & = mysql saL SELECT

vI frontend driver.DriverService/FindNearest

v driver driver.DriverService/FindNearest

I redis-manual FindDriverlDs
O redis-manual Getbriver
redis-manual Getbriver
redis-manual Getbriver
redis-manual Getbriver
redis-manual Getbriver

O redis-manual GetDriver

I
I
I
I
I
I
I redis-manual Getbriver
I redis-manual Getbriver
I redis-manual Getbriver
I redis-manual Getbriver
I O redis-manual Geidriver
| redis-manual GetDriver
I redis-manual GetDriver
V| frontend HTTP GET
V | otel-alb GET /route?dropoff=211%2C653&pickup=947%...
route /route
VI frontend HTTP GET

v 1 otel-alb GET /route?dronoff=211%2C653&bickun=320%...



Menu

YIRETEra

B AR S

MIAFTERS

45 ClusterIP Z5BUpR% -
TokiRS

BT Web 15| & 812 ik %

BT CLI BIEARS

B FEERNVIEIN A

Bl FEERSMNIIRINY A

75l : ExternalName 5B AR %5

LoadBalancer Z5BY R 553 5

B2 Ingress

KA i

FoR KM

7~ Ingress :

18I Web =6 & €13 Ingress

J@IE CLI 43 Ingress
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M=tZES
AV
SRt

TRBIMEF Alb2 BEURE (C

BT Web %) & IR X
BT CLI AEER >
BEFAUZHTIR

R ICPS

BT Web 156 & T ETI K
AT

BT Web ¥ & 7R 0T 2%
BT CLI RN aNTes

B FE ER AL

M5 HTTPRoute B EXEIR (C

BT Web 356 & 8132 I
BT CLI flEE &

BRI

RBiEA B E L EIR (CR)
BT Web 156 & fli2IR 4
BT CLI pliEiEi4
JREARE
HAthBIR

BUEIES
BT Web 54 AIRIES
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BIZESIMED IP Hohitith

HIHR &A1+

) RS FRE

32 MetallB &+

7~ IPAddressPool B iE X &RIR (CR)
BT Web =5 & B2 MR 1P itk
BT CLI RSN 1P Mttt

=

BEERM

ALE M

IP 5> BCALRY
Calico M4&
Kube-OVN 4%
TREE

A PEE TRk

B3 Web #%7H & 4132 NetworkPolicy

1EiZ CLI 8l NetworkPolicy
%

\
S

AR EIE ML SR
EEEW

@it Web 5% & 412 AdminNetworkPolicy 2% BaselineAdminNetworkPolicy
1Bid CLI 8% AdminNetworkPolicy 2% BaselineAdminNetworkPolicy
HARIR
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A B SR P4 e
EEEm

BRAIEDIR

Bl BGP XKk

AiE

SRS

5l BGPPeer B X &R (CR)
BIE Web $%1H& 4132 BGPPeer

1B CLI 6)% BGPPeer
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Menu ZARTUMEYE >

BIZ RS

1£ Kubernetes 1 , R 2 —FATREREBEEHFIEAN—KZ 4 Pod 121 THIMLE N BT
%

B

At ABERS
7f5 ClusterlP ZERUARSS
Tk S
BT Web =6 & B2 RS
g CLI Bl RS
B AEERNVIIE N
B FEERSNTIIR N
7~ : ExternalName Z$RU RS
LoadBalancer 2R iR & 8%
AWS EKS &= 3¥
477 CCE &3
Azure AKS =¥

Google GKE &£ #f

M ATERS

1. Pod EECH IP , 1B :

o Pod {] IP RTEE (40R Pod ER , IP S¥E) .
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o HiF(E) Pod 1 ANTT4E,

2. R B R StA T IRESEfE XA :
o FTAEH IP F0 DNS £F5,

A
o BENTREHNEEIILECH) Pod,

75| ClusterlP ZERYAR % -

apiVersion: vi
kind: Service
metadata:

name: my-service

spec:
type: ClusterIPe
selector: @

app.kubernetes.io/name: MyApp
ports:

- protocol: TCP

port: 80 e

targetPort: 80 @)

0 o ARV E R EHIT A8 CclusterIP . NodePort . LoadBalancer . ExternalName
0 RS FTET ST Pod &£ &18 % HE M HNERZSIRE .
0 Service ¥iH.

0 BARE M targetPort 4FEZ!] Pod [ containerPort ., 4L , FZRIPAfE Pod B28 T 5|
A port.name ,

TeKARS

BN EATERBINEME—HRS P, FEXFMERLT , EATRIBIEFTBRTTRRS
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spec:
clusterIP: None

TRIRSFELTEATIEEER -

o MEERILEA Pod K IP , MA{ULEENRS 1P,

o MEBEHIERZEIEA Pod (6140 , X3F Cassandra ¢ StatefulSets E¥IEE) .

o WIELE{E StatefulSets , HHEA Pod WA BFEEM DNS &K,

BT Web =) & 622 AR 5

1. %] Container Platform,
2. FTEEEMSAAZF , B Network > Services,

3. B2 Create Service,

4. IRIEL T BABCE M RS H.

S W

REHU
IPi " RIBR , KA HEC— ClusterlP , AT TSRS RIL.
n MRERA , BEE—NTKRS , BF A StatefulSet (£ H.
o ClusterlP: 7ZE5R¥ 9D IP _LRFEMS. SR EEIRFNBENERENER
8],
« NodePort: ZEEN T R IP _ERF iR (NodePort) &ZERS .
SR o ExternalName: ¥R %A1 5FZ] externalName FERKINA (a0 , EH.%

api.foo.bar.example) .

 LoadBalancer: {§ B4MB 8325 IR % #ZEEISMB. Kubernetes N E
BRI REBINER Y ; BRI, B TRLEEE Kubernetes &8
SRR HEREM.
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2% W

« Workload: JR$5-RE KL &2 SAREILECA) 55E TIERE |, #ia0
project.cpaas.io/name: projectname # service.cpaas.io/name:

deployment-name ,

B#x
HF o Virtualization: R 5 KEAZE 45 BRI,

« Label Selector: [R S ¥ B K A AFTEEANER) AR TR ,

5140 environment: release .

ATRCEARSKIs MRS, ERLTRGIF |, EENMEM Pod 7] PURATE &
P (FRBA) A TCP ixH 80 VARMARS: ; laEKiGH A2 B rA M
i Pod HI4MNEBRZER TCP i 6379 B redis.

X IRSEAFEBRTMY , IFEMAE4E : TcP . UDP . HTTP |
HTTP2 . HTTPS . dRPC ,

mH L pRgiEn: REEERNERNRESOS | B Port , ik 80,

o ResinH: RFIsAMSHEIKBREAS (BFHR) , B targetPort , 5140
6379 8% redis,

o FRFIHABFR: HENEM. /3K <protocol>-<service port>-
<container port> , {540 : tcp-80-6379 BY tcp-80-redis,

=i ETIRIP#IE (ClientlP) MLTERIME. MREM , KBR— IP ML
A AVIEREERBIEIIERIFER —RFES L WRKER—& PRI
t SRR ZI R — RSS2 TALE,

5. B35 Create,

B CLI B2 R%

kubectl apply -f simple-service.yaml
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ETHAREBERIR my-app BIEMRS.

kubectl expose deployment my-app \
--port=80 \
--target-port=8080 \
--name=test-service \
--type=NodePort \
-n pil-1

B FEERENVIIRI N A
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apiVersion: apps/vi
kind: Deployment
metadata:
name: nginx-deployment
spec:
replicas: 2
selector:
matchLabels:
app: nginx
template:
metadata:
labels:

app: nginx

spec:
containers:

- name: nginx
image: nginx:1.25
ports:

- containerPort: 80
apiVersion: vi
kind: Service
metadata:
name: nginx-clusterip
spec:
type: ClusterIP
selector:
app: nginx
ports:
- port: 80
targetPort: 80

1. Nt YAML :

kubectl apply -f access-internal-demo.yaml

1. Bh5S—4 Pod :
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kubectl run test-pod --rm -it --image=busybox -- /bin/sh

1. f£ test-pod Pod #ifj[a] nginx-clusterip RS :

wget -gqO0- http://nginx-clusterip

wget -gqO0- http://nginx-clusterip.default.svc.cluster.local

BN ZABEEE "Welcome to nginx!" (] HTML laiz,

B FEERFSNTIIRIN
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apiVersion: apps/vi
kind: Deployment
metadata:
name: nginx-deployment
spec:
replicas: 2
selector:
matchLabels:
app: nginx
template:
metadata:
labels:
app: nginx
spec:
containers:

- name: nginx
image: nginx:1.25
ports:

- containerPort: 80
apiVersion: vi
kind: Service
metadata:
name: nginx-nodeport
spec:
type: NodePort
selector:
app: nginx
ports:
- port: 80
targetPort: 80
nodePort: 30080

1. VAt YAML :

kubectl apply -f access-external-demo.yaml

1. & Pods :
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kubectl get pods -1 app=nginx -o wide

1. curl fR% :

curl http://{NodeIP}:{nodePort}

RNV ZEFEmE "Welcome to nginx!" f{] HTML kY,
LR, WA IR 438 25858 LoadBalancer KRS NEREIMATRIN A,

FE EFIERTECE LoadBalancer R
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apiVersion: apps/vi
kind: Deployment
metadata:
name: nginx-deployment
spec:
replicas: 2
selector:
matchLabels:
app: nginx
template:
metadata:
labels:

app: nginx

spec:
containers:

- name: nginx
image: nginx:1.25
ports:

- containerPort: 80
apiVersion: vi
kind: Service
metadata:
name: nginx-1lb-service
spec:
type: LoadBalancer
selector:
app: nginx
ports:
- port: 80
targetPort: 80

1. Nt YAML :

kubectl apply -f access-external-demo-with-loadbalancer.yaml

1. FRERSMER 1P St
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kubectl get svc nginx-1lb-service

NAME TYPE CLUSTER-IP EXTERNAL-IP PORT(S)
nginx-service LoadBalancer 10.0.2.57 34.122.45.100 80:30005/TCP

EXTERNAL-IP 2/ X% 28377 1n) gttt .
curl http://34.122.45.100

BRIV ZEFEEE "Welcome to nginx!" i) HTML kA,

1R EXTERNAL-IP A pending , NZJR LoadBalancer R M4BT AEER FEE.

45 : ExternalName ZERYHI RS

apiVersion: vi

kind: Service

metadata:
name: my-external-service
namespace: default

spec:
type: ExternalName

externalName: example.com

1. VAt YAML :

kubectl apply -f external-service.yaml

1. ZRESR BT Pod RAFAT

kubectl run test-pod --rm -it --image=busybox -- sh



Rha -

nslookup my-external-service.default.svc.cluster.local

WEBEICHRMT A example.com .
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LoadBalancer ZFURZ IR

AWS EKS & £f

A X EKS LoadBalancer fREIERHNFARAR | ES ) FRERAH 7 .

B

service.beta.kubernetes.io/aws-

load-balancer-type

service.beta.kubernetes.io/aws-

load-balancer-nlb-target-type

service.beta.kubernetes.io/aws-

load-balancer-scheme

=}

external: {FFHE A
AWS LoadBalancer

AR

e instance: =¥ IE
& NodePort %1%
%l Pods,

o ip: MEEEKEE
Pods (& {E

F Amazon VPC
CNI)

e internal: F.B M
%

ik

¥EXE LoadBalancer

KEIRHE SR

FEFRIIKATA
B RIAFE AWS
LoadBalancer 357l
#¥o

FEREME A EIE
Pods.

(ELEEVR SN
RIZ%

> Ko
o

R m§
g A

\
4


https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/guide/service/annotations/
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/guide/service/annotations/
https://kubernetes-sigs.github.io/aws-load-balancer-controller/v2.5/guide/service/annotations/
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i (] iR
e internet-facing: 2
HRILE .,
service.beta.kubernetes.io/aws- * ipv4 TERESCHFI 1P ik
load-balancer-ip-address-type e dualstack %o

# 5 7~ CCE &5
A CCE LoadBalancer R JERBHNFLHIAER | S ERERR

s

kubernetes.io/elb.id

) {"type":"public", "bandwidth_name":"cce-banc
1551163379627", "bandwidth_chargemode": "bandwidth

kubernetes.io/elb.autocreate ["cn-north-4b"],"14_flavor_name":"L4_flavor.elb.

EERERER HEURH C FRIEFERAEREIS.

kubernetes.io/elb.subnet-id


https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html#section8
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html#section8
https://support.huaweicloud.com/intl/zh-cn/usermanual-cce/cce_10_0385.html#section8

BIEPRS - Alauda Container Platform

e union: £ZFIGME.

o performance: JAZ HREIE , {NFF Kubernetes hrA

kubernetes.io/elb.class

kubernetes.io/elb.enterpriselD

Azure AKS £ 3+

Ak AKS LoadBalancer R ERB N ER | ES 5 IER{ERARY 7

2 (] ik
e true: .8/
service.beta.kubernetes.io/azure-load- ML FEE =R IE LA
balancer-internal . false: A\t LRER AN FHERILE
M%O

Google GKE &£ #f

A X GKE LoadBalancer fREERHNFARAR | ES R FRFEHAH 7 .


https://cloud-provider-azure.sigs.k8s.io/topics/loadbalancer/#loadbalancer-annotations
https://cloud-provider-azure.sigs.k8s.io/topics/loadbalancer/#loadbalancer-annotations
https://cloud-provider-azure.sigs.k8s.io/topics/loadbalancer/#loadbalancer-annotations
https://cloud.google.com/kubernetes-engine/docs/concepts/service-load-balancer-parameters?hl=zh-cn
https://cloud.google.com/kubernetes-engine/docs/concepts/service-load-balancer-parameters?hl=zh-cn
https://cloud.google.com/kubernetes-engine/docs/concepts/service-load-balancer-parameters?hl=zh-cn
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i (=] S

networking.gke.io/load-

Internal e (E LA ML,

balancer-type

ZAKHAE., MRECEW S, EW
H###HBZ Pods,

loud.google.com/I4-rbs enabled
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Menu ALY >

L% Ingress

Ingress FN| (Kubernetes Ingress) ¥ HTTP/HTTPS &M BEAME R Z 2 NBR & E
(Kubernetes Service) , AMSRELXFITE LR HHMIIRIIES.

BIFE— Ingress DLEIEXT Service BI4MNEB HTTP/HTTPS ij3(q),

WARNING

ERI—E & TENAEZ A Ingress B , REIK Ingress MR B BRI 84 . X 142
(B , AAWEERARS) .

B

SKELATE
TRIEFF 48
SR
5 Ingress :
183 Web =4 & 41 Ingress

1BId CLI 8% Ingress

ST

Ingress FN{K T Ingress Controller SR , Zi5 %28 faim el Ingress Fl1 Service fAF
k. FEQIEZFTEY Ingress L5 , Ingress Controller N#f< B34 51X Ingress FLNULACH]
FRAN, 2 Ingress Controller #URE[EKES , BE4IRHE Ingress FNILACH AR , FERIR
ENEEFEENNEIKE , 20 FEIFTR,
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Ingress A Ingress B Ingress...
Service A Service B Service...

WorkLoad A WorkLoad B

Kubernetes Cluster

NOTE

XFF HTTP #]X , Ingress {NX#F 80 ¥ EASMIBERE . X HTTPS #MX , Ingress {NXFF 443 ¥
HERSMRIG O, FEMRBREINERIE B3R 80 M 443 liTis .,

RE TR

BT, RAITBERHXARM Ingress-NGINX JERANAE B NGINX 35628354 8 & i
2.

1. ZfFE Ingress-NGINX F5i5I|zS.

kubectl apply -f https://raw.githubusercontent.com/kubernetes/ingress-nginx/c

EAe <R BEEIZATRIR :

ESit] R Y

Namespace ingress-nginx 7 il 23 &R



eIt

ServiceAccount

ClusterRole

ClusterRoleBinding

ConfigMap

ValidatingWebhookConfig

Service (TCP/UDP)

Deployment

Pod

Role / RoleBinding

Job

A% Ingress - Alauda Container Platform

AR
ingress-nginx

ingress-nginx

ingress-nginx

ingress-nginx-

controller
ingress-nginx-

admission

ingress-nginx-

controller
ingress-nginx-
controller

ingress-nginx-

controller-xxx

admission F8<

ingress-nginx-

admission-create

Y
FEHIZS AR S K
SRR HIANR

¥ ClusterRole 482 £ AR %k
IS

BEf=ESI TN (B0, HiE
K. REENF)

FBTFEE Ingress BCEATEM
B Webhook (7A]3%)

KRB
LoadBalancer , aJPAEA

NodePort ,

X +F webhook

webhook JEfif

MREAEFREAREMFIIE | ATRMER curl TE YAML XX, SHTER , RENFAZ

YAML 34,

curl -0 https://raw.githubusercontent.com/kubernetes/ingress-nginx/controller

Z%1F ingress-nginx-controller-xxx Podi1z{T

2. A

o BIE—METEE) Web fRFEFZEHM RS
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kubectl create deployment demo --image=nginx --port=80

kubectl expose deployment demo

o BIEE—A Ingress TR, HIREUERMESE] localhost HIFEA :

kubectl create ingress demo-localhost --class=nginx \

--rule="demo. local/*=demo:80"

o FARMIRAFEAE] Ingress TH=S

kubectl port-forward --namespace=ingress-nginx service/ingress-nginx-con

o {# curl i[A)EHERE -

curl --resolve demo.local:8080:127.0.0.1 http://demo. local:8080

FE W SEEREHS4 demo.local fi#4TA IP 127.0.0.1 , TR0 8080, X4 #4%7|a)
http://demo.local

7 B, SKFR_ERLEVIIR) http://127.0.0.1

7. H—AE, BROAXELE hosts

echo "127.0.0.1 demo.local" | sudo tee -a /etc/hosts

BE , BRAZER|HE "Welcome to nginx!" i8] HTML Nghy,

SR, AT PAsaINEL http://demo. local: 8080/ |

INFO

ingress-nginx-controller MERMAZKEIR LoadBalancer , &R EXTERNAL-IP FEXZIRA

pending , XEKELM Kubernetes &R TLIAACE TEIE2s .

WMREEESTHFEY FETRMEMN) ERAMSIEE RBIES 1P HAAIRMREER , BN
YR ENZ L


http://demo.local:8080/
http://demo.local:8080/
http://demo.local:8080/
http://demo.local:8080/
http://127.0.0.1:8080/
http://127.0.0.1:8080/
http://127.0.0.1:8080/
http://127.0.0.1:8080/

A% Ingress - Alauda Container Platform
1. FEZINNA

WA ingress-nginx-controller (LoadBalancer Z58YfK] Service) fF{E EXTERNAL-IP
B, AT LB —A Ingress ®IR. AR RBANREEE A www.developer.io ®ET DNS i
3% :

kubectl create ingress demo --class=nginx \

--rule="www.developer.io/*=demo:80"

AT PAAIR] http://www.developer.io DAEFEMBEIRHL .

FoREAF

o Y4 TIaH W0 R FIfK Service,
o FEEE AMAC YA & T8 EXIIE 280 T 7] RIS .

o FBIT HTTPS AR, , BEEE LK HTTPS IEPRRIFA TLS .

5 Ingress :
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apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: nginx-ingress
namespace: k-1
annotations:
nginx.ingress.kubernetes.io/rewrite-target:,/G’
spec:
ingressClassName: nginx e

rules:
- host: demo.local @
http:
paths:

- path: /
pathType: Prefix
backend:

service:

name: nginx-service
port:
number: 80

@O ZEETZERE , 55 % nginx-configuration 7.
@ {EH ingress-nginx 1TSS,
O NMFRERABEARMIZIT Ingress |, EIRBIACE hosts .

18T Web 155 & 67 Ingress

1. iR BasFA.
2. EEMF AT , B MLE > Ingress,
3. B 4% Ingress.,

4. X TR E R LS.


https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/
https://kubernetes.github.io/ingress-nginx/user-guide/nginx-configuration/annotations/
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_H S_s
2 iR

Ingress AT AR RIFIESIZESKIN , BBAREMA IngressClass &K,
Ingress 28 WIRFEALBZA Ingress 15525 , AT RME AGESUEEZF A
EHS.

FH AT AR KESHBILED (20 foo.bar.com ) BIBECT (40

1o 44 . P
*.foo.com ) ., O] ARIEHEBTFAEE RN EC.
uEPH ATaEHE AN K TLS MEsIEP.
o HIZR : ULECEEARAIZE |, 620 /abcd WJRAULEC /abcd/efg 3%
/abcde ,
DUFCZERIFN
Wf - FHf  UCRCHSRBRER , BI20 /abcd .
o SCHIAFRE : NREFEHABE X Ingress 5425k ETE Ingress A
AT LG HEHI2S R .
R% SNEB IR ENG A BILLAR S

AR S5vmE TEEMER RPN RS

5. Bl AR,

18T CLI 8% Ingress

kubectl apply -f nginx-ingress.yaml

NOTE

#N2R Ingress JXF Ingress 35, NS ECAZIE MFTH ALB SLAIKALIRLY, Ingress.
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Menu ZARTUMEYE >

WELIPS

AR (Gateway) EMMKIE (Gateway Class) HFERISGI. © A1 KIT2SUIBIRTE T
2RO _ERSNPRE. SEMEIN , B RUETEE KM E R RN A S imsCpl.

PRI R SC DA SKER SEARKL I (K 4% BE RS B

Hx

A&

SRR

RIS Ab2 BE X IR (CR)
BT Web 55 B M <

BT CLI AR m %

ERFEAZNEIR
EIZES
BT Web %56 EHTMI <
) A

SRR

BT Web 5 & AR W28

BT CLI R InnTas

IR ER ALY

] HTTPRoute BE X &R (CR)
BT Web 54 & Bl

BT CLI AR
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% ps 15 FBVER
R
] TERRAEM IC AP SCASAR |, XSRS RE A B 5 Y S FRIAE
T AaiEE Mm%
% . REEAEAR AT kAR L £ 35 R N\ 35 | M N
% NTHESHRERME SR, -

A NS R S8 B T B B RIRSRAB , AP RT USRS 5 Fi
b ASERRHIBTR BT ERIR. © 25 BB 8y AR k3145

o] HEEANANECE., YR INESNRIRER |, KRR S5,

x AL E AR feim st

s

" FEERRLNTE LT — R5I MM KBRS IR E D BCHE ™. FE YT ET
i LRI R AP H ST RFROARMERS R RN RY B R HTTP, HTTPS,
a HTTPRoute, TCPRoute, UDPRoute %. TCP F1 UDP #MX.

ST
TEEH RWIBRERHF LoadBalancer ZERVKINERE . X T ABERE , IR K

LoadBalancer fR$5-1%H25. HIEAB=ERF , FAIRHEIMNTHIILMTNEE | FAF
LoadBalancer 5B NSRS FRFEAC & ST AR B sh M SMERHIE R ER 1P DAG4MERIAE),

I SRF Alb2 BE L RIR (CR)
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apiVersion: gateway.networking.k8s.io/vlbetal
kind: Gateway
metadata:
namespace: k-1
name: test
annotations:
cpaas.io/display-name: ces
listeners.cpaas.io/creationTimestamp: '["2025-05-26T02:05:56.135Z2"]"'
listeners.cpaas.io/display-name: '[""]'
labels:
alb.cpaas.io/alb-ref: test-093q7
spec:
gatewayClassName: exclusive-gatewaye
listeners:
- allowedRoutes:
namespaces:
from: All
name: gateway-metric
protocol: TCP
port: 11782
apiVersion: crd.alauda.io/v2betal
kind: ALB2
metadata:
namespace: k-1
name: test—093q7e
spec:
type: nginx
config:
enableAlb: false

networkMode: container

resources:
limits:
cpu: 200m
memory: 256Mi
requests:
cpu: 200m

memory: 256Mi
vip:
enablelLbSvc: true
lbSvcAnnotations: {}
gateway:
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mode: standalone
name: test e

@ E5 0 TERMEENA,
0 alb2 ZFFIEINA {gatewayName}-{random} .
© sotevsy £

1B1T Web 1% 81 M X

1L #EN BaRFA.
2. EEMSAAEF , Ry Mg > A\shRk,
3. mir BIEAEMK,

4. IRIELT U ERBC BT E S 3.

28 S
B R NIER R KB TR

M RZEE T MRHIITA , FUT 7SS (StorageClasses) HIHES ; &
E—TMEBHRIE,

NS
PR em T RS | B TR A
RN BRI,
HAE AT DARIE B T 01 PRI S S i SOROBIR S,
-
Eﬂm DRSS | BRAESL T E SREL

NEREE FBFFBH LoadBalancer 5B NERIE AL B EREE N . B RIFEERS
HFR B , /52[% LoadBalancer 2R NHR & ERERREA,

5. R BlE.
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BT CLl AlEEM 3

kubectl apply -f demo-gateway.yaml

EEFR AR TIR

NEWRAE R , FESBIRETS RIR. FORRLT R,

FABBZ R TR
ALB2 AR

Deployment

PR F

ALE i

ARS5IK P

EIZES

NOTE

AR

name-Ib-random

name-Ib-random

e name-lb-random

e name-Ib-random-Ib-random

e name-Ib-random-port-info

e name-lb-random

name-Ib-random-serviceaccount

AL R T2 3-5 EPHIARS IWT. ETEE LRI TR,
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18IS Web 1% 8 EHM X

1. iR BERFA.
2. EAMSHAF , Ry ML > NSRS,
3. Ry i > EH.
4. IRIFFEENANEMIRECE.
EE BRI S TR GIERENE.

5. mir .

TS

BIETEERAE THIRE | FHRIBYEE IR EERLNNR HAE R B iR kAl.

TERZFAF
. MRHBUSE HTTP PY , EIRATIRREIE S 4.

o MRFPELIT HTTPS WX , FIRAIIXAREE S 1848 FIEH.

BT Web =% & R0 1T 2S

1L AEMSAAEF , md Mg > AsRK,
2. Mt NIMXER,
3. Rl RIS,

4. IRIELLT U ERBC BT E S 3.



LA gy I
i H

54

5. Ry B,

B &M - Alauda Container Platform
Ak
WRTHFFILIE HTTP, HTTPS, TCP #1 UDP #MX , #&ETAEE i
AZWIERHA , 520 @ so
EE

o H¥pHAREHS , HTTP, HTTPS # TCP inlfras iU gedtsr ; R
REEHRH A — N,
o LM HTTP B HTTPS ¥XE , tnRIsOARE , 3848 MR,

Ve YT 4 AP A BAEE , AT MR E KNG E.
$27K : TCP F1 UDP HHXASTHFEAFIH A

JBTE CLI analfre$
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kubectl patch gateway test \
-n k-1 \
--type=merge \
-p '{
"metadata": {

"annotations": {

"listeners.cpaas.io/creationTimestamp": "[\"2025-05-26T02:05:56.1352Z\
"listeners.cpaas.io/display-name": "[\"\",\"\" ]"
}
3
"spec": {

"listeners": [
{
"allowedRoutes": {
"namespaces": {
"from": "A1Ll"

b
iy

"name": '"gateway-metric",
"protocol": "TCP",
"port": 11782

3
{
"allowedRoutes": {
"namespaces": {
"from": "ALLl"
}
3
"name": "demo-listener",
"protocol": "HTTP",
"port": 8088,
"hostname": "developer.test.cn"
}

B AN
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HEFLNAN SR EIR AR |, 2T AR (Kubernetes Ingress) . BE{TRM <545
I M E R RAEIFNNERIEAR (Kubernetes Service) , {RUfFgH AR . REXHIE
TENERRKRSTER : NEEHLNARST Ingress Controller , TE&EALRIARST Ingress

Gateway,

—H7E Ingress Gateway FixE T &l , MK K iiEk B E S A i HKRE. KB
AT ARIE B ER N ER K2 favm <.

7~5) HTTPRoute HE X &R (CR)

apiVersion: gateway.networking.k8s.io/vlbetal
kind: HTTPRoute @
metadata:
namespace: k-1
name: example-http-route
annotations:
cpaas.io/display-name: ""
spec:
hostnames:
- developer.test.cn
parentRefs:
- kind: Gateway
namespace: k-1
name: test
sectionName: demo—listenere
rules:
- matches:
- path:
type: Exact
value: "/demo"
filters: []
backendRefs:
- kind: Service
name: test-service
namespace: k-1
port: 80
weight: 100
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€@ TTAMAAYA ¢ HTTPRoute . TCPRoute . UDPRoute ,

o Gateway WENT#S&HFR.

NOTE

N HTTPRoute ZERVFR AN B ILAL Path XSIZR AR |, K BahiRm— A ULECRIR |, #22A
PathPrefix , {B4 /.

BIY Web =1 & 62 %

1. w78 BasTFA.
2. EEMSHAES |, B WL > BN,
3. |t BIEM AN,

4. BB AL E — 253,

= ok
- #

2

=] WETY IR 2RV - HTTPRoute, TCPRoute, UDPRoute,
% }27K : HTTPRoute X34 % HTTP 1 HTTPS MM ANT2s,
Eidl
e

V3 FAMEFETR | EFCLEN Ingress Gateway , FEAMEFIET , %FE
il BIZH) Listener, FaRCAENIEBNN AR TEK ET=S , EMXEE
2| BRI ER A2FEE N R¥ms<sl.

Wr EE AR HEEARIAR SRR A 0 11782 S ITZR8kE#E2k TCP 8 UDP
5 R TS

s BRI — A ERZ AN LA |, DIRIRIF S TRIRE. 6120 , HIRTEE K
Ac RHRE., WRIEE T IENNES.
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ik

EE

o Ml A ; YIRS EEBEFMNES , FNZ B <EA 'AND', FraRLN
WIRILRC A BEAE K.

o mily ANMILED ; MRMNZLAKEBANIES |, 202 BRI ARA 'OR', {FE4HIL
[[BEEIEEX

o TCPRoute #1 UDPRoute A~ #FHECEILECHLA,

o WILECXTS 4 path , BULEC %4 Exact 8 PathPrefix Bt |, % A\ value
WAL T RSk, FHERIE(E R
L LTt %2 "%2F. Rt ML LR

BRI — S M ERAE RN R

« KD : HTTP SRR EAVES TTHUR | SRUCH B RSUBR M A1
8. BEBURBTE , B HTURIERFIENLES R,

- E2m : TLRRH URL BRUERIARAIE , REERE AL,

o E5 : Ltk URL BRUFEENATALE |, RSB REETEMEIARIK IR
HRAZEOCH A

AE

o M RN YARMZMEERNES | & FARIER K BRI RO T
FrBE 1.

« TCPRoute #1 UDPRoute ¥ 15ACE /R,

o ER—EAMNRN , RNEEBZ A Header 2FIKIRIERFAREK value,

o ER—MEMNR , REEFHE—FEEIHK Redirect 2k Rewrite , H R BE7F
E—FEICH) FullPath = PrefixPath,

o WNRAHEE{E PrefixPath 1#E , F5CARIMN—A PathPrefix £\ AILACL
my,
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. gk
5 MR T, BARYE X4 A4y & =B N EREE FRANs 3 A 2 favm <.
Uiy R ARENE , NEERS  SIERMEE,
I 7R 1 NEZBNBE A LR ZENZERBIREER |, TR A ALIINERS
il PR EE Z FRILLE.

5. mir B,

18T CcLl A&

kubectl apply -f example-httproute.yaml



BIEIH 4 - Alauda Container Platform

Menu ALY >

B4

[ FARIEAE RIR , AEH TRAEHESEERE TRRIR CSA . AEImAR , 33
LBEVET.

NOTE

& A2 rs A i RIS R Bt f7 | ZseB g &t TE. BE , SHEE
RIEF A _EAMAIEE EAENEM | 7 IS4 AR SRR tREka @it

1B & LN BCAEE FT LAE B FE MRUTIRERER

o BUEAUEAI : WERAETE > A\SERLI > AU AubALIY

o PIRFAENH : VAEHE > RENA > S RAENA > RGN

o ANMEENTR A RSTIF BN « WEEE > B9 Fs > iRInEUmH

—EASPERNES , AT AE T AR E AFHE S MM NN EEEms , At
RS — iR HRUEF ST https,

Hx

B B E LEIR (CR)
BT Web 154 & B84
BT CLI pliEiE4
JREARAE

HABBIR
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S B E XL RIR (CR)

apiVersion: crd.alauda.io/v2
kind: Domain
metadata:
name: "OOOOOOOO0O3075575260129686e67ed4-917a-454a-8553-d55Fc4030181"
annotations:
cpaas.io/secret-ref: developer.test.cn-xfd8x e
labels:
cluster.cpaas.io/name: global
project.cpaas.io/name: cong
spec:
name: developer.test.cn
kind: full

O NEREBRATIES , YHERAIE— LTS 27K Secret, secret-ref RRHALIR.

BT Web 71 & 622384

LN FEEHE,
2. EAEMSHAEF , Ry MEEHE >34,
3. il GUEIEA.

4. IRIEL T BABCE M RS H.

2 i

o 14 : TR , A0 developer.test.cn .

RE o TIWA  WHEBER () FHSE , HlI0 <. test.cn |, AIEESA
test.cn FHRIFIEFIZE.
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W] gk
54 ARIE T SE A 4 24 B0 \ SRR I 4 BRIB 8 T 238
SR MBENETER , FEBERSHOMERMERENTE | FlinSiXEim
R KFTETRE .
AE T ARSI 4 BT B4R (ts.crt) FIFLE (ts.key). TFHAE
H9IR B 54852 e 4 AR ).
EE
o REFFEZHEITHS.
o SEEANEPLRIHE ERIEE. EARMN. FEHBEHTTEL2%5
ER 1.
. BESETBE , BLEBRLFERK 54 - TS,
o QEGETBE , TUETRIEHEE , BRYHEILHERELE
ARSI,
« MESETBE , TREHIBRNE , BREERLMOTR,
5. i AR,
BT CLI 4384

kubectl apply -f test-domain.yaml

JRERIRAE

o WA : ANRAEAIHA H AR , EFRHTIRA M.

o AR : WL KT B RN QTINEHIL |, BHITIRR HFAT
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HAT IR

o BCHEUET
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= Menu ALY >

BIEEUET

FEFAEHERFA TLS IERFHFBHAEATEEMmE 7 , RAMHENTEBIRKFFR A RATAFERE
FNSEMNFI BIETNRERS | (£ AFAEE RS AFNEHIES. R , MR INFHR
T, FaEE R ST RS,

NOTE

YHIRAZIFEAB =EHPERERINEE., EOUEEEN G2 TRINRIBTEAE TLS 2K
Secret ZF#fL,

B

BId Web 155 & B2 IEF

BT Web =1 & 62 UEF

L B\ FABE,
2. EAMSHARS | il WA > .
3. A QIRES.

4. U TR AECER RS,

28 ik

7B

5 o FIETWE  BERHNEAT AR RIXKETAEE .

o FEEMWMA  EPRNRATIEEMAE.
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g Y

.« RHE : GAAEAE. EBURTARE , ETUEY FHNE BT
ST LA PR BT

NC: XTEHIE ts.crt, FEFARHARS , RSHFZBHICHF,

e IR ts.key, FESAREARS , RIHF 3B 4,

5. mir B,
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Menu ZARTUMEYE >

BIEZSNIB 1P Hkbih

ANER 1P Mt E—2 IP , MetalLB FI|FEX LY IP SEFRER Sa a1 28 25 NS0 i& FR B S MER [ A)
P,

B

At S

LR SER

#hE MetallB HifF

/5 IPAddressPool B 3E &R (CR)
BT Web =% & BIZ SN 1P ittt
BT CLI BUE2SMNER 1P itk

EREERE

AR S

WMRETFE(EM BGP RSN IP itk | EEXAREIE RS RAEXTRE.

AR SIR )
SNERHILE 1P AT R AT 5
. SNTHIEEARSTRTAMSETE (L2) T

o IPWIRAIAHKFAER , BAReEEYIEMESERK 1P, FlIRIX 1P,
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o WRSSRHERMNMKXZEES , AIF&H CIDR, k% CIDR, ¥,

o FEXRBIREF , WIREFER—SMNRHIAE 77 7E IPv4 A 1PV6 itk , HEIRBEHRH KT
0, BN, MAkaT 25 3T KN ER K FR TTiR R B S MaR T [R)

o 7£ IPv6 IR , T A DNS RS IPV6 ; B , MetallB #EHTTIEETIENE .

4iZE MetalLB {4

£ FASMEB I K BT MetalLB 1.

LN FEEHE.

2. EAMSHAF , Ry 15 > ERHEM.

3. #¥ % MetalLB , /i MetalLB A 1{lfK : > FFE,

4. FRFEERE BN TE AN ASTERE .

7~ IPAddressPool 5 X &R (CR)
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kind: IPAddressPool
apiVersion: metallb.io/vilbetal
metadata:
name: test-ippool
namespace: metallb-system
spec:
addresses:
- 13.1.1.1/24
avoidBuggyIPs: true
kind: L2Advertisement
apiVersion: metallb.io/vilbetal
metadata:
name: test-ippool
namespace: metallb-system
spec:
ipAddressPools:
- test-ippoole
nodeSelectors:
- matchLabels: {}
matchExpressions:
- key: kubernetes.io/hostname
operator: In
values:
- 192.168.66.210

BGP ##= :
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kind: IPAddressPool
apiVersion: metallb.io/vilbetal
metadata:
name: test-pool-bgp
namespace: metallb-system
spec:
addresses:
- 4.4.4.3/23
avoidBuggyIPs: true
kind: BGPAdvertisement
apiVersion: metallb.io/vilbetal
metadata:
name: test-pool-bgp
namespace: metallb-system
spec:
ipAddressPools:
- test-pool-bgp
nodeSelectors:
- matchLabels:
alertmanager: "true"
peers:
- test-bgp-example

O Pithsx,

INFO

Q: 4% L2Advertisement ?

A:

1. L2Advertisement & MetalLB {2tHEE KR (CRD) , ATIEHIHRLE IP Hhit b pihiit
@it ARP (IPv4) B¢ NDP (IPv6) 5 — EHER T 4%,

Q: L2Advertisement HKBEHZE{tA?

A:

1. 85 7E IPAddressPool HRIBLE IP Mhibdt4T L2 4% (ARP/NDP J~4&) ;

2. IR T AR L 1P SRS R
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3. 7£% NIC, ZMEMEPRGI #ESTHE.
fMmE< , BEVF MetalLB : L 1P aTRAS#% , B4 (620 , WP R)
FEEZEEAT , RKREN L2Advertisement , MetallB F AL HRE(THILL,
Q: MetalLB 1 BGPAdvertisement B{tA4?
A:

BGPAdvertisement & Kubernetes HEM®IREEN (CRD) , AT MetallB ~ , XE— 1M HTH#&
J& Kubernetes BT BIMZ3SI. BIEHIZNAIET BGP (AR M XHMY) % IP MISTE (#£

IPAddressPool FRIEN) BEALIMNBMLE,
Q: BGPAdvertisement EENG?
A:

1£ MetalLB ] BGP ##X\F , 1225 54Nk 25 81d BGP BN EXAR , FHBENES

Kubernetes Service Y& M IP. BGPAdvertisement &R :
o 1RTHIIBLEHDIE Tt IE
- BENMMHAEBERE , #40 :

o ERE
+ BGP#tX

o FHBIRSER (BGP fL5ELK)

WRAKEN BGPAdvertisement , BMELREACE BGP XY4{K , MetallLB tALIE & {E{adit.

81T Web 1% 54U N8 IP ittt

1. B\ FAEHE,
2. NSRS |, md PEETE > SN0 IP ik,
3. |y BUZESNEE IP Hihitih,

4. IRIELT U AR E LS4


https://metallb.io/
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o L2 : FEF MAC HIItIB(SHEEA. |, &6 HERBAIREKKE _EZTHHK
NEV TR EIm A, B ECE R A MEER KA R .

RE « BGP (Alpha) : ETF IP #iti Qg AL R | {5 BGP YA # &
B8 EATEEASNEBRETITERRBENATING 55
¥ MR SEME A

XFF CIDR M IP SuE A MMmA . R im0 XFZAN5KE , R~BIanTF :
IP ‘&R CIDR : 192.168.1.1/24 ,

IP3GH : 192.168.2.1 ~ 192.168.2.255 ,

£ L2 5T, TATRERTARE VIP RENT R ; £ BGP 23
T, TRATRERTAR VIP , SXEFEI BGP EHKIFmSNE S H K

TR
o TRAM : RIFT REBFERTHT R,
o PREEERRSS | IRIEAFEEEFE A AT R,
AT o BRTRIES  PBIERBAEERZLTHTR.

'I{_:_l\ PR
EE
o {fM BGP 28RS , A AN RE F—Bk T m ; RIS AT a2 BGP
EETR NFE.
o BATP EIHAC B AR EEZET R B RAEF T AT R ARENEE
THE , NRATTATRENENIE.
BGP
154% BGP XK ; B EARCE , 55 % BGP XK,
PUEZVN
5. i BIFE,

IBIS CLI SN IP it
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kubectl apply -f ippool-with-L2advertisement.yaml -f ippool-with-bgpadvertise

BRGERME
LN PAEHE,

2. EAMSHAEF , Ry MEETE > SMIR IP b,

3. AT NEA LA EREERM UEF MetallB (BB ELRE.
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Menu ZF_D'\'T*EE% >

Aos ™

B

IP S ECALIY

Calico M4&
24 SRANBR
1§53 Calico PLX F7RABIF M B E SURIR (CR)
T8It Web $31) & 7€ Calico ML A8 1 W
83T CLI £ Calico MZ& e 432 F M

BENR

Kube-OVN %%

O

1§ A Kube-OVN Overlay M%7~ 51F M E £ L &IR (CR)
BT Web #5447 Kube-OVN Overlay f4& 50413 F ™
83T CLI £ Kube-OVN Overlay RI4& e 115 1
TEM%
15 F A3
BT Web 556 & RMATHEMLS (F]%E)
BT CLI AR ML
JAE Web $ZHI G780 VLAN (R%)
J@iE CLI %80 VLAN
1§ F Kube-OVN T ZEML& 7~ 51 F M B iE X &R (CR)
83T Web 154 7 Kube-OVN T ZM4& R 417 7K
JBIT CLI #£ Kube-OVN T ZM&EH A& 1™
PSR

FREHE
BT Web 155 & FERTM X
BT CLI EHM X
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BT Web 54 & B HTRE
i CLI EF{RE
i Web =& 2 ECHE
iT CLI S Eem A
I Web $£HIA S ECH AT
I CL AT

B Web 16|63 RFW

BT CLI ¥ R

EIF Calico (L&

BIT Web #5551 & MR+ R
B CLI MR+

IP 7> BCALI)

NOTE

WR—MREBG LT EAWAET SR, LA F—DFRFEE—A 1P ik,

o TH L
o MR—AMBIZBHHEEIFM , WZIREB T A& TAF K Pods RBEEREIAFMF
[ 1P stk ZNRBOAFRIFE) 1P AR E |, Pods K FikfE30.

o MR—DMEPBERTFI , NZIRE T A G ETEFH Pods RBEE AIRHFEF MK
IP 3k,

o A TESED

o MR—AWATEIXBHEEFM , Nixdn 4 = EF K Pods REEE ABIAFMFEK IP
Hitik, BNREGATFMFE IP MR E | Pods ¥ Ti% B30,

o MR—NaBTESPERFM , Wikdn & Z=EFH Pods RBEEFIZHFEF MK 1P i
hk.,
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Calico &

£ Calico LR BIFEFI , DASCHNER B PN B IR S4B LR RO ER R 5

24) R AN PR )

£ IPv6 EBIEF |, BUABIAT | 7£ Calico MR AIRAFM{E A VXLAN £33, BT
VXLAN #%i505 IPIP #3MisO AR, ESFZEMR UDP ig0 4789 2 FF .

A Calico ML HKIRBIFMEE X IR (CR)

apiVersion: kubeovn.io/vi1
kind: Subnet
metadata:
name: test-calico
spec:
cidrBlock: 10.1.1.1/24
default: falsee
ipipMode: Alwayse
natoutgoing: truee
private: false
protocol: Dual
v4blockSize: 30

@ 3 default Atrue B, fEF VXLAN 3,
O B3 IHRIEXSBHEERNUS.

@ E3 LHIERE NAT 3%,

Nid

1B Web 21 & 1€ Calico X8 G13EF K
1. 5| T4 SR,
2. FEAMSHALS | i RS > 7M.

3. Bl AU,
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4. FRIEL T BABCEME RS H.

28 S

EEFMOEATNESGLTAGE , 4T RNKA S L Bt
CIDR CIDR PNi IP Huh 3H T,
7EE : HX CIDR #01 BlockSize Z IS KR , SN 2 ENEA,

WEREERTNN, IPIP FZEXARIE N T A S,

o IPIP : {1 IPIP Y} SCHIERIB(E.
* VXLAN (Alpha) : {£/f] VXLAN BRYRIIEBIEE.
o JEK : BB AEREER,

ESEJININ

BEEEPMXA IPIP 3, VXLAN B, JRIREHRET , 2AA

Always,

HFAEN o Always : JA%& 2 IPIP / VXLAN [%iH,

o BFM : (NHENAAREFMESER IPIP/ VXLAN B8 ; 4 EAER
— M@ IR R R B iRiER.

VR B EALERE NAT (Mgthtiedk) | ZOABA.
HIhE FRATERE T MAJATIRISMTPILE IS R 25 SRR AL
NAT Y BB IERE NAT B, E4 IP BAEA LRI WA SRRt ;
LRBAN , FRRNTHEN 1P BEIEREBLIMEMLE .

5. Bl fA,
6. FEFMFMEEIM , 158 3#1F > B0 A / HEcd & TIA,

7. ERRBCEF BT .

1B1T CLI 7£ Calico P& 4132+

kubectl apply -f test-calico-subnet.yaml
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ZERNR

CIDR #1 blockSize z [BIzhSILEC K AN F R ATR.

CIDR blockSize X/ FHHE B IPIHKK/N
prefix<=16 26 1024+ 64
16<prefix<=19 27 256~1024 32
prefix=20 28 256 16
prefix=21 29 256 8
prefix=22 30 256 4
prefix=23 30 128 4
prefix=24 30 64 4
prefix=25 30 32 4
prefix=26 31 32 2
prefix=27 31 16 2
prefix=28 31 8 2
prefix=29 31 4 2
prefix=30 31 2 2
prefix=31 31 1 2
NOTE

AHFFRIBR KT 31 HFMACE.

Kube-OVN &
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£ Kube-OVN Overlay PR 8132 R , DASKELE R P9 BRI SEARAL A LR R

NOTE

FERNET join FX , AT RM Pods Z [RIRIESS ; RS join FNHTAUE HIF W [E) B PLE B

X,

{£F Kube-OVN Overlay M%7~ 451F R B i€ X &RIR (CR)

apiVersion: kubeovn.io/v1
kind: Subnet
metadata:

name: test-overlay-subnet
spec:

default: false

protocol: Dual

cidrBlock: 10.1.0.0/23

natOutgoing: truea

excludelIps: e

- 10.1.1.2
gatewayType: distributede

gatewayNode: "" e
private: false

enableEcmp: false e

0 B WHERE NAT %K.
O E3NREB P 3.

KAVE ¥, vJFA{EA distributed 3% centralized .

®
i
o
=
=
>|+
%

@ 530 ECMP 2. AIRREHKAREIE RSAXIIEE.

BT Web #5414 72 Kube-OVN Overlay M%7 417+ M
1. 443 T4 BIE
2. fEAEMSAAL | il MEBIE > FM.
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4. IRIELLT UL E M RS HL.

28

RIZE X

RE5 IP

ECMP
(Alpha)

Eils

ZESSEE:

r”
il

ki
NAT

5. B ffA.

ik

R T MBI B Bdn & TR G AN 1P KhEH 2 BC% Pods {&#
M.

RENRE IP AW Bsh0E. Fln , JUARETEAAN BEE 1P
Hudik,

e R ST DU I SR E

- A ERFP RSN ENE A M ALRTEN L Pods ST A,
S f

- EBPHTA Pods (ER— M EE MEEEIWEAL TR,
BTSN AR AT, RESMEFR WX R TS TH
.

W% £ MOCES , TTRAEA ECMP ThEE, ZHATEILT , MSRAEMN
BT , ABEMRLIERE. B ECMP (FRAZIRIZIKE)

Ja , HERERIET 2 F AR TA T AT R, AW
IR R EEILE.

EE  BIRATE RS ECMP #XHZhRE.
B/ P B, SR — N RE MEEENAEAM KT R,

PR AR AL YERE NAT (Mgties) . BOAMER TR,
EFRMTRE Pods Vila] EEXMES 5 45 SMIRIILK A3 IR] 3B

% R EEE NAT B, E4L IP BAEA ST R Pods BIIRIMEAE ;
YRERES , TR Pods i IP B ERFREINEMGE, EXFELR
T, ENEREFARX,

6. FEFMFAEEIM , 1%E4F 3#4F > nECRE / v & ZE.

7. EARECEI R L.
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®iT CLI 7£ Kube-OVN Overlay %& = 415 F R

kubectl apply -f test-overlay-subnet.yaml

T EMZ

£ Kube-OVN T ZEMLK Az 7 W , ANXA] ASCHL B IRA SELBA E AR RS | I T AR SR 47
RIMERERTR

INFO

Kube-OVN T EHIZ &5 MLk FRYBEMLRMSTRF. ESFRERE % Kube-OVN FEYEERLE A
RIS

EEERITEE
#E Kube-OVN TR eH Al T M — A2 « AR > VR0 VLAN > Al T,

O AREFRLHR.
O ETRREMEF.

B3 Web 1% & AR IIATEMLZE (F]E)

kind: ProviderNetwork
apiVersion: kubeovn.io/vi1
metadata:

name: test-provider-network
spec:

defaultInterface: ethla

customInterfaces: e

- interface: eth2
nodes:
- nodel
excludeNodes:

- node2
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O AREREIR.
O HTRREMER.

FHEME I — IR , ERMRRHERINRR , TR BRMNERE , ST SR ML
ME A,

BRIEDIR
1. 53 FaEil,
2. EEMSAAF |, By MEREIE > ALK,
3. By AINHTHERILK
4. FRIEL T BABCEME RS H.
EE

o B Pod RI5REELHT M EAMFTE Pods SAEEY BT mASEE RIS E F MK &
(BT Pods, XEURTHHRMLE T 5 MEEHEL.

s TEFMPRTRMMEBEZNMER , FHEMEFERKNERWIE INEATE , R
BEAEH IR E |, #1420 SSH, 640 , aRMFIEMLEE =11 =it XIMEA etho, etho,
ethl ETATTE , MEGAMERITRUZE R eth0 , TR =K RAPARE A ethl,

g S

ROARIZR K

. BOABIUE , B Pod ¥{ERIELIEASHIEME @RISR,

BEOAACE  AREMT AL, BAF Pods BHFEEFEEMME R , MARIUAMLE
S -,

YRR RN | SRR f A0 Pods R AFFERIL T R b
BT

HERRTS A
FER « HERTT L0 Pods M Tk SHBE A SIS 1T A B HHTIE
5 BEERAHNX Pods FEBIBEET A,

5. Baf7 A,
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18IS CLI R NHFE MLE

kubectl apply -f test-provider-network.yaml

Ay

183 Web 5% & 70 VLAN (T]35E)

kind: Vlan
apiVersion: kubeovn.io/vi1
metadata:

name: test-vlan

provider: test-provider-network e

@ VLANID,
@ FEMEsIA,

FEMAECE T ovn-vian EHUFEIHM | ¥i%EE provider AHZMLE, Hbm] ABCEHH VLAN
EERREHAAT ML, NTISSIL VLAN 2[RI AR R &5

BRAEDIR

1. 3% SFaEl,

2. EEMSFHASF , Bdr MLKEHE > VLAN,
3. Bady J~0 VLAN,

4. IRIBA T RBABCEM RS,

Nl

>4 Y

VLANID it VLAN HE—#RIRET , BTSN BRI EIAEERM.

BriEM4  VLAN RGBT ML |, UESHIEMSX TR,

5. B 0,
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JBIT CLI %0 VLAN

kubectl apply -f test-vlan.yaml

{£F Kube-OVN T~ =M% 7~ 51F M B i LRI (CR)

apiVersion: kubeovn.io/vi1l
kind: Subnet
metadata:
name: test-underlay-network
spec:
default: false
protocol: Dual
cidrBlock: 11.1.0.0/23
gateway: 11.1.0.1
excludelps:
- 11.1.0.3
private: false
allowSubnets: []
vlan: test-vlan @
enableEcmp: false

@ VLANSIA.

BT Web i=#| &% Kube-OVN T ZM48 62K

NOTE

FEETECE T join F® , BT 7E Overlay {24tk T =AM Pods Z [AIIE(E. WFMIETZEZ
BWE TR ARER , RIRE % join FNEAFM 2 [BIAY IP BIFZR.

BAEDIR -
1. 53 FaEHE,

2. EEMSAAEF |, By MXEE > 7/,
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3. Bl AU,

4. IRIELLT UL E M RS HL.

S R
VLAN F M FT /B VLAN,

R F Mo ECLTE G ARG , YRR IP KBt Bk Pods
£/,

ZES IR PR R 5

{REE FEEHIRES IP B A BN EC. FIa0 , FJLAETEAHER EE IP
IP 3k,

5. Bl A,
6. T MFAEE UM , 1%EHF #4F > B0 / dv &z,

7. EARECEIRT L.

1B1Z CLI £ Kube-OVN T EML&F 417 F X

kubectl apply -f test-underlay-network.yaml

FEIRIRAE
4 S BY R RIS 774E T /A Overlay FRUEY , T LUMRIERERLE T/EAT Overlay M2 [

HEIE,

T e

81 Web =) & EHMI X
XATERHIRER, WX A NAT R2E.
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2. EEAMAR=F | By MREE > FK,

3. BT REER.

4. 154% HBRAE > BHIMK,

5. EMEMAECE ; ARFMRER

6. B HfixE.
BT CLI M

kubectl patch subnet

{"op":
{"op":
{"op":
{"op":

"replace"
"replace"
"replace"

"replace"

4

4

4

4

test-overlay-subnet
"path":
"path":
"path":
"path":

BN SRR,

"/spec/gatewayType",
"/spec/gatewayNode",
"/spec/natOutgoing",

"/spec/enableEcmp",

BT Web 158 BHARE IP
W% 1P REEMRER 1P Rl , THAMRE 1P TLAEmgwE. MR,

1. 5% e,

2. EEAMAREF | Bl MERETE > 1R,

3. BT RIHE AR,

4. 4% HBR4E > EHRE IP,

5. ERTTEAE , Bdr .

B CLI EHMRE IP

"value":
"value":
"value":

"value":

--type=json -p='[

"centralized"},
"192.168.66.210"},
true},

true}
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kubectl patch subnet test-overlay-subnet --type=json -p='[
{

"op": "replace",
"path": "/spec/excludelIps",
"value": ["10.1.0.1", "10.1.1.2", "10.1.1.4"]

B3I Web =& 5 Bci H

BFMoiesrEm B A TR EFHHEIENRES A EHE KMERE , BREMNNERE
B EKIPILE B

1. %% e,

2. EEMAREF | Bl MEKETE > 1R,
3. BlFMKEFR.

4. 154 184E > HECRE .

5. iNINEgkRIE Ja , B .

JAIE CLI S Ecm B

kubectl patch subnet test-overlay-subnet --type=json -p='[
{

"op": "replace",
"path": "/spec/namespaceSelectors",
"value": [

{

"matchLabels": {

"cpaas.io/project": "cong"
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d Web =% & 5 Bidn 4 ZE]
A5 T ISy BN TE 42 ) AT A S S 40 FO PR 78

EE  pEIEEEEMX , B IR R HES | EMARLINA LS N RREFEETIRIS
IS

1. 53 Faei.

2. EEAMAR=F | By MREE > FK,
3. BT REER.

4. 54% BaE > Nlcar & =IE.,

5. iNnEig bR A xR e , B .

B CLI 73Acar 4 =[H)

kubectl patch subnet test-overlay-subnet --type=json -p='[
{

"op": "replace",
"path": "/spec/namespaces",

"value": ["cert-manager"]

B1d Web %489 &M

LT WERE 1P IEREAZE RIRBISEDREFERET , Al DURIERTRLEETY & , A<
WAHRFHNIER 51T,

1. 5% FaEil,

2. EEMAFEF | By MREE > FK,
3. BT RIHE AR,

4. W% 1R4E > ¥ RTM,

5. SERBCE FF AT EH.
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BT CLIY BFM

kubectl patch subnet test-overlay-subnet --type=json -p='[
{

"op": "replace",
"path": "/spec/cidrBlock",
"value": "10.1.0.0/22"

*=1H Calico Mg
YHRHOEMBMGLZ TR ; BRFEMAEE , B MEB 2 # & TR E.

1B Web = & iR+

NOTE

o HFMEMIERES , RMBRLFAE AT WA 1P, BRETIUABEIETT | IP PR RIFAZE
BETRITTEBEMXATIRE. AT UERUERIATFMNN IP , BCARFAHITIERN S
2 TR ECHT T R A

o BOATMTTIERIR.

1. 53 FaEil,
2. EEMSAAF |, By MREE > 7M.,

3. By i > MR, FFERERIA TR,

‘it cLl MR+

kubectl delete subnet test-overlay-subnet
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Menu ALY >

B RERE Tl

INFO

A AUER AN A RIS R A R, [RRALTHRAMREMFELER | MATRARER
&, FHRARAR YAML JRtEas. FROITERWERATRA,

BHATAEHEREA network-policy-next TNBEFFRAVAIRFTA AR @,

NetworkPolicy 2— 5% TESLEK Kubernetes IR , B3 CNI #4303, 18IS LK SREE
AT s Pod MK IRE , SCETLR PR & FHIR R XIS .

IANELT , BTE Pod A]AEHBIE , A RBETHEMKASMBIRE. M ML R
B, B#r Pod {E SAEILACHIRE.

WARNING

ML RBUERTARME. ENIAZIELL hostNetwork #2117 Pod,

75 NetworkPolicy :
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apiVersion: networking.k8s.io/v1
kind: NetworkPolicy
metadata:

name: example

namespace: demo-1

annotations:

cpaas.io/display-name: test

spec:
podSelector:
matchLabels:
pod-template-hash: 55c84b59bb
ingress:
- ports:
- protocol: TCP
port: 8989
from: @
- podSelector:
matchLabels:
kubevirt.io/vm: test
egress:
- ports:
- protocol: TCP
port: 80
to:
- ipBlock:
cidr: 192.168.66.221/23
except: []
policyTypes:
- Ingress
- Egress

0 from 1 to XZE{K$F namespaceSelector . podSelector . ipBlock

Hx

J@id Web 1% & €132 NetworkPolicy

1E3Z CLI 8% NetworkPolicy
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181d Web =51 & 4132 NetworkPolicy

1 #HN BaRFA.

2. EAMSHAF , Ry L > PILE R,

3. Rl AU ML SRR

4. FRIELL TR TE AR KB E .

(X155,

H#R
Pod

N

2

Pod 1%&3%25

LIRS B AR
Pods T %

[HIE T AShIRE

Y

PURETE R\ B R Pods AR ; INRKIEE |
BN T LaTar & = ETFRETAE Pods,

mi TS EE UMLK SRR 2 B A8 Pods.

FRLIEFTE AL EZI B4R Pod.

=z,
ITE

o FNRIE YAML R NSERANZE
spec.policyTypes FERMAALESFFEAA
NFEYREIFR AR | [HIEfTE AINRE TR
BEgET.

o W7 YAML F[EIE & spec.ingress .
spec.egress F spec.policyTypes FES
NIRRT | FRLIETE A\SHRE 00
BEgOET.
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LHIn
& =[H]
Sty
Pods

=S
B
Pods

E

Y

ULAC X AT & TR EBTEEREM Pods ; RE
ULECH) Pods ATAVIRIE AR Pod, &ATRASRE TiE
EAEZUHANENEH Pods, AIRAACEILA ,
MBI T , A& < EFRATE Pods #BATIA
iR B 4% Pod.

DLACE R A BTEEMEMa 2 Ta)ak Pods ; R
BULACH Pods BT AVIRIE #5 Pod, #&a] s i
W EERE S YRR Pods,

o MRFNAECE T 442 TEA Pod 1%E#F25 , W%
WMERAZE , XEKERSNFEE 6 & T EF
BB EARZH Pods,

o WMRAKBLELTN , BOABAT , £8P HED
£ 8 FTA Pods #BR] L[] B AR Pod.,

W BT LR) B AR Pod #) CIDR , FFE]AHEREAS 7t
YAR] B A5 Pod i€ CIDR B, fRAKRCELL
W, (R EERE LRI B #7 Pod.

ik AT AN exampleip/32 BIFEZCASIIHFRRT |,
DAHERR BN 1P ik,

ULEcHs E WX Fim O IR E ; BT RAUARAN Pods _EH
Wi A8emABFR. WRAREI |, ¥UIUECHT
Find.

FRLEFTE Yt ERI B4R Pod,

N =z,
e

o WMRTE YAML g H SR INE]
spec.policyTypes FERMAALESFFEAA
WFEYI e E R EAET | BRIEATAHIERE SR
BENHIET.
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(X3, 2 Ak

Hth 2 5 A\uh SBEEML, BRI RA.

1. i BIE.

18T CLI £J% NetworkPolicy

kubectl apply -f example-network-policy.yaml

2%

WMHRELHFMES  FEEE AT LR 7,


https://kubernetes.io/docs/concepts/services-networking/network-policies/
https://kubernetes.io/docs/concepts/services-networking/network-policies/
https://kubernetes.io/docs/concepts/services-networking/network-policies/

BIFEETE LK KM - Alauda Container Platform

Menu ZARTUMEYE >

2
i
m
HH
peli
2
T
NIy
AT

Mg

INFO
L AUMAARMF M AR EEME KA RE. BRAE THRAERRMERS , MHRARER
&, FFHRMEAR YAML JRiE25. B UERFRAS.

BEAFTEBIEAEH cluster-network-policy #1 cluster-network-policy-next Ik
3k, Raale# A AR m.

FTHI S BE LR SR BE K A Kubernetes #1X ) Admin Network Policy ~ #RAERIT |, 12 4E5E RIEK
ACE A IENERE NECE T,

B AL MR REES |, EITEIETAERRERIT © B SRR ST LR REE |, WL
RIS T ELETE RS R

BRIESHRANT

User

Evaluated First
G m

Sys Admin

L} ]
Developer

Priority

-

=
Sys Admin

Evaluated Last
[[1 Existing NetworkPolicy API Object

E AdminNetworkPolicy API Object


https://network-policy-api.sigs.k8s.io/api-overview/
https://network-policy-api.sigs.k8s.io/api-overview/
https://network-policy-api.sigs.k8s.io/api-overview/
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Hx

EEEm
BT Web 5% & 4172 AdminNetworkPolicy g% BaselineAdminNetworkPolicy

BT CLI 1% AdminNetworkPolicy 2 BaselineAdminNetworkPolicy
HAbBTIR

R

e {¥ Kube-OVN CNI 35518 mMLg SRR
o 7 Kube-OVN W&ET |, HLIhEEAL T Alpha BAAEZR S,
o HER HEEFE— I ELEE GMLE R,

AdminNetworkPolicy
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apiVersion: policy.networking.k8s.io/vlalphal

kind: AdminNetworkPolicy
metadata:
name: example-anp
spec:
priority: 3@
subject: 9
pods:
namespaceSelector:
matchLabels: {}
podSelector:

matchLabels:

pod-template-hash:

ingress:

- name: ingressil
action: Allow @
ports:

- portNumber:

protocol: TCP

55f66dd67d

port: 8090
from: e
- pods:
namespaceSelector:

matchLabels: {}

podSelector:

matchLabels:

pod-template-hash:

egress:
- name: egressl
action: Allow
ports:
- portNumber:
protocol: TCP

port: 8080

to:4€’

- networks:
- 10.1.1.1/23

@ HFHvN, Rk,

@ suwbject  REABHEE—AHET

55c84b59bb

[E)EHE ARk Pod 3E4%=5 .



B2 EIE RMLE KBS - Alauda Container Platform

@ action : ATA{EN Allow, Deny Fl Pass, Allow FIRAVFREVA , Deny RRTELER
BV1iA] , Pass JRARAVFREF BT EEARIMARAIERE NG SR , AREAFEAMIREE (LK% SRRS
MELEE AWK KR ) AIRRE.

@ TTRENG R TENERERS. Pod %%,
@ TRENGLTENEES. Pod EiEE . TEUEERE. PR,

BaselineAdminNetworkpolicy:
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apiVersion: policy.networking.k8s.io/vlalphal
kind: BaselineAdminNetworkPolicy
metadata:
name: default a
spec:
subject:
pods:
namespaceSelector:
matchLabels: {}
podSelector:
matchLabels:
pod-template-hash: 55c84b59bb
ingress:
- name: ingressil
action: Allow
ports:
- portNumber:
protocol: TCP

port: 8888
from:
- pods:
namespaceSelector:
matchLabels: {}
podSelector:
matchLabels:
pod-template-hash: 55f66dd67d
egress:

- name: egressl
action: Allowe
ports:

- portNumber:
protocol: TCP
port: 8080
to:
- networks:
- 3.3.3.3/23

O SEPREIR— A TTHIRLTRN default AOBELEIR R R,
@ TIAEA Allow, Deny,
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18T Web #5414 4172 AdminNetworkPolicy B
BaselineAdminNetworkPolicy

1. 53 FaEil,

2. EEMIAAEF , Ry ML% > S RFRILE SR,

3. mili A B RAMLR R B BCERLETE AR REE,

4. RBRL TR TE AR RECE .

X5,

SN
Pod

AR

5k

YRR IR B AR
Pods Fi'%,

Pod &4 zs

TSR RN H AR

Pods Fi'i,

TERAE

ik

B LS SRR L ETE AR SR ) 4
R

T E RO VEARAIN FRAONRFF . BB/ NRIRIR
RS
EE - BEEH R R IE LK.

DUBEXTE RN B irin & T RIS, 1R
KRE , RN AT UaEHPHED S
TE), HIEEN , RN AT 5ixtk®
2 ULACA a4 (B K Pods,

Ry T BEE ML R 2R E B AR
Pods,

PASEEXT R N\ B ¥R Pods BAREE., AR K
RE , REENATYHLTRFHRAE
Pods,

i T BB KRG IR B b5
Pods,

TEE AR B AR Pods ASERE, BA=
I - Allow (AFRE) . Deny (FRLIEIR
£) N Pass (BkII BRI HRINEIE ML
REE , AVFMERMNEREEAAIE |, SFNMRIK
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M anRM
AT %
PRIR, e
M2 EFEZ
¥ OR XA,

¥ M

WAl

M R
WFERIT £
MFKIR, e
M2 EFEZ
% OR XA,
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® O X

B & HY 3>

[P
BAMLE R, WHELER 5K SRIEAL
) .

TR BEEH RN R IL A 1RE Pass,

DUt & #H BB Ts Er&md & TRk Pods ;
RABULECH Pods B] ATAIRIE AR Pod, AT
mi TS EF YT NI Pods,

o WMRFINEET 654 =EA Pod W% , W
BERENRRE , XEREENEER G4
(B AR TEEARER Pods,

o WRFAEMN , NEHF BB LZTEF
KIFTA Pods ZMARI LA B 45 Pod,

ULEC &7y & = EF R A5 AR Pods ; R
BULECH Pods ATRA[A] B AR Pod, #ATRAR
T TS EFELRALNIFNEM Pods, #NRFKAC
BT, WM HTa % AT HATE Pods ZHA
TR B AR Pod.

DLACHs e PRX A _EAIRE ; #&RTRAFE Pods
AT IROsin AR, MRKECEL
T, NIRRT B YR .

FEE B AR Pods AR T & 1P, &aTLU#
TIARZERETT &, BUEH] Pods AT L ) Bk
e IP,

1EE B AR Pods AoVFiEHA) CIDR SERl. R
KECE IR , BARr Pods BRA AT DLESEEIMEAT
P,

SAASEE , AEAERNECEETRIT
A
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BT CLI 4132 AdminNetworkPolicy Bk
BaselineAdminNetworkPolicy

kubectl apply -f example-anp.yaml -f default.yaml

HAT IR

o FCESAMLE RN
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Menu ALY >

e, B 5 7 P25 SR G

SR AE SR ST BRI B R ANUT RIS, EREIheEE . AREWE Z [AIZGAMEERR
&, AR A PR RAMGTTRIBI MG AR LR, AT RIS 7R850 B ViR skIP BRI
SRHLETE.

FeET AR , RRMEREERDIERN TG ETET |, FHAlER T 8K RIZTIRER
HRPEE,

Hx

EEEm

BAELIR

=

o ERREIULE SR AOAE SRR T SR B BT IR R 1 2 B ST A5 SR

o Kube-OVN F1 Calico 354K 514 .
e Flannel IN3ZHFPLE SRRAE .
o ViR EEREEE F B B X LIRS |, B] S %A I SUAFA ST FIB I

o ZINAETE Kube-OVN MR T AL Alpha hRASFE .

BRAEDIR
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1. #ANFAEHE,

2. TS AA=

3. RIGVRIEE

RITPILEETE > SR RILKSRA% .

o

4. RBRUT U TE AR REBCE .

[w=el

T H (8]
T2l®

L3

BRINHE
le]

IP EX
ViiA)

5 miffcE.

Vi

EAITEMAETEREETT R, AR , [ErIxA. FFERE , S
SHNTANE Z AXMKIEE , Hith RS RFRRERRNE—RE (5]
SR 1P, TaBHaEES) . AR B ViR RSN RIR.

ASBNAETT BT B B ST MR E T RB A3

Ao & S mRliRm E B AR E .

REANFIEIEICR , XIFLKICR.

I B THAET SR B AR B M B S TA WA ; £EARE T
AR IR RN B AR E .

UGS WNETT BT B BT MR I R A,

BCE S JilR) K EMRIPIEAN B AR E .

RIOAINFIEECEICSR , IFZHKICK.

IR 1P B METIEE iR B AR B #) IP 2k CIDR X ; fFEB AR A TR
SRR B ARE .
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Menu ALY >

417 BGP 15K

TREDERMZHMERESR  MeERERER AS ZEIEER— AS NEB , @i BGP i}
1TIE1E.

B

NS

FeRS M

7~ BGPPeer BE XL RIR (CR)
TBid Web 1% & 4132 BGPPeer

J#Id CLI 4J7Z BGPPeer

A&

PN WiEA

AS HamF—H ARSI IR — AR | TIHEAS— B . 1
BGP Rk , 1 AS WA B— M HE—1 AS GiS UBHSHEA AS KA.
AS S5 2 FH AS SESH 4 T AS S,

AS o 27T AS fRSHIEER 1~65535 , K 1~64511 21 Internet _E/EMIA
e H AS YRS, T RIL IP HitE ; 64512~65535 Z2FH AS g5 , KT HA
A IP ik,

o 4 AS YRSHISTREE 1~4294967295,

XFF 4 F AS WEHRE USSR 2 TN AS RSHIREHE.
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FeRGAF

BIXAREHE BB HMXTIRE,

~5) BGPPeer B M RIR (CR)

apiVersion: metallb.io/vilbeta2
kind: BGPPeer
metadata:
name: example
namespace: metallb-system
spec:
myASN: 64512
peerASN: 64512
peerAddress: 172.30.0.3
peerPort: 180
nodeSelectors:
- matchLabels:

alertmanager: "true"

1813 Web 1% & 4% BGPPeer

1. #EN FEaEHE,
2. EEMS AT |, ad MEETE > BGP X&HK,
3. A B3 BGP X%k,

4.5 2Z N NRBECES .
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S8 i
BGP &1 TE AS ] AS RS,
i AS 4
= EE MBIREEHRER , BINER IBGP B E |, BIAH AS /S5
TR AS Ji5—2K,
X8 AS
T BGP SPEFTEE AS 1 AS 4iS.
Y=
BGP X&) IP ik , MR —NFHH IP ik |, sTRESL BGP &
SFEK IP
1
4 1P BGP iE#HT mi IP ik, 4 BGP EET RA LA IP B |, EFFEE /K

X§ AR M

A 1P S3FE(KEL BGP i%E#,

BGP X &K mim =,

BGP &% 323 BGP &N T R, MRKREEN S , VAT ==L BGP
TR ¥,
RFTERE TN BGP Az 2 ()i BGP £1F, UEAThEE
eBGP £k B, BGP HUEBEMNENA TTLEA 5 , AFEZ M EMNEK IR E 2 BE
3L BGP SRR, FEMBRITEMRIE.
—A 2 (UM TFE (BE R THHERFRR , 20T 1Pv4 st
RouterlD %) |, FATHE—#R BGP WM& BGP KMz , B% ATEL
BGP &FEXRA. RMINMKEIE ., EFRERZARIREHRML (]
i,
5 mir BlFE,

18iJ CLI 4% BGPPeer

kubectl apply -f test-bgb-example.yaml
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Menu

PIRLIEES (S

1 ALB ¥FZE 50 B VIP
A% 1 : {8 LoadBalancer Z5RY N SRR BR324 VIP
Ak 2 (ERSNTREIERRIRME VIP

RHEIRT ORBINETR (Alpha)
SeRA

SRS

i

#E£ Kube-OVN Underlay 438 2%
1 AR
NEfERE
MRESK
[MEmN]

Eﬂ]]\'izj:ﬁ Underlay %IX—XJl_ﬁ Oveﬂay %M



1£ ALB #{§H OAuth 1%
L3S

BRIELDIR

LER

$7# GatewayAPIl Gateway

EBZE MetalLB

WHE Pod K2 5RIE AR
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BB BN
AR

7~ ALB2 B X BIR (CR)

B Web %56 Sl TaB5E s
B CLI Bl B R

B Web 2 & ATt kaEs
B Web 25 & ik taksd=s
BT CLI MR 2%

Ao slrimH (Bidm)

[IE e

A BIETRE E X TR (CR)

B Web =& 412 KIMRA  (8w)
B CLI gl EsH (BlR)
JRERERAE

HRERIE
AEIHLRIE E LEIR (CR)

B Web 2 &SI AL

BT CLI AL

SFSIHAL

ERAE

FAGKSE (V7N

HAb IR

WA ERRSEC CPU IR EIR

FEERINR IPV6 EFRE IPv4 i
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Calico M%7 3F WireGuard fin%s
NE

FEEM

SoREK M

BRAEDIR

LERIUE

Kube-OVN Overlay M%7 3% IPsec %
A&

HEE

FoR&M

BAEDR

ALB 535
AE
1R

A IETERR
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1 ALB #=& = 7] A VIP

TR NS T AMFE— VIP, HRE VIP WAREFF,

Hx

7% 1 : {4 LoadBalancer ZERV N ER & FIZ (3t VIP

Tiik 2 (ERSNBRBIER &R 4L VIP

777% 1 : {75 LoadBalancer Z$FUfNERE& A2t VIP

ERE GBI |, B NEKERIER , R54B3EIE—1 LoadBalancer 28RV NERRE
AT ISR VIP, TEERZAT , EIHR U ATE ST LoadBalancer KRV PNEREEH,
#a] AE B ANE K LoadBalancer NEREESIT , EABCEES % External Address

Pool ; 2NR NEPISEEIHE A , NFEZAREAERECE VIR,

TTi% 2 ¢ {ERSNI B ER &t VIP

o BRERT , FEME LARIMAARBINEIRTH 1Ptk (AR 1P, RK 1P, VIP) Zusi4.
ARG B IS RSN E IR B E AR it , W R EIR AT SN i EE A
fiEtT. BN AL RBINERERM VIP ; RIZH , WATRMER 2k 8dE-+0 LB fi#
RAFR (Alpha) .

o WRIEWFHR , SNPABIERTEANAERRIROEERFRE , U ALB TR
FIEHLES ], EFRICERCET



RFRKNES
(3

Ui

X
ey iz 8 S

KE R

A2 RIEE

[0S

o XT2Fk&ER , HE : 11782,
o XMW K&ER |, IHE 1936,

RFRERINNEEE , BIXER TCP,
g R E N BT BRIEE) , ZIXECE R 2 7,
BN EARR , ZINECER 5 W,

hRE Jaiim AR ST 2 g R ISR MBS R O , NECE A
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Menu ALY >

AR OREE 3R (Alpha)

BT S E T AN REIE R TR RSN R B AR AR O REaEss (LB) | A%
> ALB 1R EMERESN , IR SIRIFNFERE. E3FFX IPv4, {X IPV6 BX IPv4 F IPv6
MAKHIBCE .

Hx

SRR
BAELIR
UE

FeRGtH

1. AR HEZ NN R/ER LB, BIXAE LB T s E%3 Ubuntu 22.04 EARS: , DB/
LB KM AZIRE Einn mratE),

2. FEFTASMNED LB LN R ETRREA TR (ARZERABANMNED LB AL s A1)
e ipvsadm

e Docker (20.10.7)

3. IR TN EVM Docker IREERN B , oJRMEARLT44 : sudo systemctl enable

docker.service ,
4. RGN ENT RN ERS.

5. #E% Keepalived (5% , T E315M0 LB RS ; 2 FACLBANGESR. Figtig

A <image repository address>/tkestack/keepalived:<version suffix> , %=
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IR EARERAERE A AR, EATUBE T ATUREGE & 6 BE-IE R A 4. A0y
PL build-harbor.alauda.cn/tkestack/keepalived:v3.16.0-beta.3.9598ce923 A
.,

o 7f global &8+ HIT kubectl get prdb base -o json | jq
.spec.registry.address #REX SR EMIE S5,

o EREMMMERFPHIT cat ./installer/res/artifacts.json |grep keepalived
-C 2|grep tag|awk '{print $2}'|awk -F '"' '{print $2}' IKER hRANE4R.

o

1. B TFECEEEARMNE|IX /etc/modules-load.d/alive. kmod.conf .

ip_vs

ip_vs_rr
ip_vs_wrr
ip_vs_sh
nf_conntrack_ipv4
nf_conntrack
ip6t_MASQUERADE
nf_nat_masquerade_ipv6
ip6table_nat
nf_conntrack_ipv6
nf_defrag_ipv6
nf_nat_ipv6
ip6_tables

2. B TECE(SERMEIN Y /etc/sysctl.d/alive.sysctl.conf .
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net.ipv4.ip_forward = 1
net.ipv4.conf.all.arp_accept = 1
net.ipv4.vs.conntrack = 1
net.ipv4.vs.conn_reuse_mode = 0
net.ipv4.vs.expire_nodest_conn = 1
net.ipv4.vs.expire_quiescent_template = 1

net.ipv6.conf.all.forwarding=1

3.{H reboot HLER.

4. B3 Keepalived Be& SAEHISIHEE,

mkdir -p /etc/keepalived
mkdir -p /etc/keepalived/kubecfg

5. IRIBAT HHRERMBRACEM , FHEHRELLE /etc/keepalived/ XHFEF | X
£°5 alive.yaml ,
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instances:
- vip: # ATRAECEZ A VIP
vip: 192.168.128.118 # VIP WiA[E
id: 20 # |4 VIP f§ ID QMAME—, 1EH
interface: "etho"
check_interval: 1 # @H, BA 1 PITRERA(EE
check_timeout: 3 # W&H, BRI\ 3 : KA MA@ ISAT(A]
name: "vip-1" # WRBIKARAT, (BEEEFEHRFFHMEFT, FEUEFFIK
peer: [ "192.168.128.116", "192.168.128.75" ] # Keepalived Tis IP, 3k
kube_Tlock:
kubecfgs: # kube-lock {#ff kube-config %3, Keepalived ¥ iRIAF=y
- "/live/cfg/kubecfg/kubecfgol.conf"
- "/live/cfg/kubecfg/kubecfgo2.conf"
- "/live/cfg/kubecfg/kubecfg03.conf"
ipvs: # &M IPVS HIACE
ips: [ "192.168.143.192", "192.168.138.100","192.168.129.100" ] # IP\
ports: # A VIP B MNEORERRNELZE
- port: 80 # REIUARSS2%_LAmH MRS EKRARS <5 Hin M ILAD
virtual_server_config: |
delay_loop 10 # MEXBRFHMITRERKRENENG
lb_algo rr
1b_kind NAT
protocol TCP
raw_check: |
TCP_CHECK {
connect_timeout 10

connect_port 1936

}
- vip:
vip: 2004::192:168:128:118
id: 102

interface: "etho"
peer: [ "2004::192:168:128:75","2004::192:168:128:116" ]
kube_Tlock:
kubecfgs: # kube-lock {#FK kube-config %13, Keepalived H¥RIAfFy
- "/live/cfg/kubecfg/kubecfgol.conf"
- "/live/cfg/kubecfg/kubecfgo2.conf"
- "/live/cfg/kubecfg/kubecfgo3.conf"
ipvs:
ips: [ "2004::192:168:143:192","2004::192:168:138:100", "2004: :192:16¢
ports:
- port: 80

virtual_server_config: |
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delay_loop 10
lb_algo rr
1b_kind NAT
protocol TCP
raw_check: |

TCP_CHECK {

connect_timeout 1

connect_port 1936
}

6. M FEBTHITU T SR ERCE XHFHIEPRIMB , MREBNAB R, IEHILH
Ja , LB IRER AR , FAFAEHE RITIEREA,

openssl x509 -in <(cat /etc/kubernetes/admin.conf | grep client-certificate

7. )\ Kubernetes £ F R =TT EH| /etc/kubernetes/admin.conf I&EZISMNER LB 7

B /etc/keepalived/kubecfg {4 |, PAZES| 454 , A4 kubecfgdl.conf , FF{E
X=ANXHFH apiserver T RMIHEH A Kubernetes S EEA0SCFRTY stk

EE FEEPENE  WSRFERPIT , BRI,
8. WEIEPHA R,
1. MV SR FETT R ES] /usr/bin/kubectl LB i,
2. }14T chmod +x /usr/bin/kubectl FFHITAR.
3. PUTA T an SWAEBRB M.
kubectl --kubeconfig=/etc/keepalived/kubecfg/kubecfgdl.conf get node

kubectl --kubeconfig=/etc/keepalived/kubecfg/kubecfgd2.conf get node
kubectl --kubeconfig=/etc/keepalived/kubecfg/kubecfgd3.conf get node

MRIREIPLUFEER |, NREBAEH.
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kubectl --kubeconfig=/etc/keepalived/kubecfg/kubecfgdl.conf get node

## Mt

NAME STATUS ROLES AGE VERSION
192.168.129.100 Ready <none> 7d22h v1.25.6
192.168.134.167 Ready control-plane, master 7d22h v1.25.6
192.168.138.100 Ready <none> 7d22h v1.25.6
192.168.143.116 Ready control-plane, master 7d22h v1.25.6
192.168.143.192 Ready <none> 7d22h v1.25.6

192.168.143.79 Ready control-plane, master 7d22h v1.25.6

kubectl --kubeconfig=/etc/keepalived/kubecfg/kubecfgd2.conf get node

## i

NAME STATUS ROLES AGE VERSION
192.168.129.100 Ready <none> 7d22h v1.25.6
192.168.134.167 Ready control-plane, master 7d22h v1.25.6
192.168.138.100 Ready <none> 7d22h v1.25.6
192.168.143.116 Ready control-plane, master 7d22h v1.25.6
192.168.143.192 Ready <none> 7d22h v1.25.6
192.168.143.79 Ready control-plane, master 7d22h v1.25.6

kubectl --kubeconfig=/etc/keepalived/kubecfg/kubecfg03.conf get node

## Mt

NAME STATUS ROLES AGE VERSION
192.168.129.100 Ready <none> 7d22h v1l.25.6
192.168.134.167 Ready control-plane, master 7d22h v1.25.6
192.168.138.100 Ready <none> 7d22h v1l.25.6
192.168.143.116 Ready control-plane, master 7d22h v1.25.6
192.168.143.192 Ready <none> 7d22h v1.25.6
192.168.143.79 Ready control-plane, master 7d22h v1.25.6

9. ¥ Keepalived §51% _H{£ZI4MEE LB T , 3H{F 8 Docker 1517 Keepalived,

docker run -dt --restart=always --privileged --network=host -v /etc/keepali

10. #F£177[) keepalived KT R _EB{TRAT®4S 1 sysctl -w

net.ipv4.conf.all.arp_accept=1 ,
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Eoalls

1.181T7@4 ipvsadm -1n EF IPVS JA , LR LBEEAT I FERE ALB B IPv4 A IPv6
A,

IP Virtual Server version 1.2.1 (size=4096)

Prot LocalAddress:Port Scheduler Flags

-> RemoteAddress:Port Forward Weight ActiveConn InActCor
TCP 192.168.128.118:80 rr

-> 192.168.129.100:80 Masq 1

-> 192.168.138.100:80 Masq 1

-> 192.168.143.192:80 Masq 1
TCP [2004::192:168:128:118]:80 rr

-> [2004::192:168:129:100] :80 Masq 1 (C] 0]

-> [2004::192:168:138:100]:80 Masq 1 0 0

-> [2004::192:168:143:192]:80 Masq 1 (C] 0]

2. XM VIP FifEf8 LB e , MR IPv4 F0 1PV6 () VIP BEBRENERE| H— M , BETE
20 B,

3. LB TR EEM curl m@iliiS VIP NIBEEEIER.
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curl 192.168.128.118

<!DOCTYPE html>

<htm1>

<head>

<title>Welcome to nginx!</title>
<style>

html { color-scheme: light dark; }
body { width: 35em; margin: 0 auto;
font-family: Tahoma, Verdana, Arial, sans-serif; }
</style>

</head>

<body>

<hi>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully installed anc

<p>For online documentation and support please refer to <a href="http://ngi

Commercial support is available at <a href="http://nginx.com/">nginx.com</&

<p><em>Thank you for using nginx.</em></p>
</body>
</html>
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curl -6 [2004::192:168:128:118]:80 -g

<!DOCTYPE html>

<htm1>

<head>

<title>Welcome to nginx!</title>
<style>

html { color-scheme: light dark; }
body { width: 35em; margin: 0 auto;
font-family: Tahoma, Verdana, Arial, sans-serif; }
</style>

</head>

<body>

<hi>Welcome to nginx!</h1>

<p>If you see this page, the nginx web server is successfully installed anc

<p>For online documentation and support please refer to <a href="http://ngi

Commercial support is available at<a href="http://nginx.com/">nginx.com</a>

<p><em>Thank you for using nginx.</em></p>
</body>
</html>
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= Menu ALY >

HEE Kube-OVN Underlay #1358 /X2

Kube-OVN Underlay {&#itE TR 25 B R T UPEMLE S F:F. E5PE Kube-OVN Underlay
W& Z B, EEMEEIE RYME | 1R RTALRIFFTT AR & AR RECE |, AR LK M.

B

2 FAA
ANERER
MRESK
W=l
AHHECE
KEMSEEEN
FalicE

{& A EH
Kube-OVN Underlay F5ZEZ W& (NIC) BEZfZ , Underlay +M & FH—1 NIC, i% NIC -
REFHMIERE |, o0 SSH ; HbREN{F AEAM NIC,

EFERZHT , EHETD SRS REDAR WNIC FHE |, 3 NIC HE Z/34 10 Gbps 5(E
= (5140 , 10 Gbps. 25 Gbps, 40 Gbps) .

o NIC—: EBAZNAKEBER NIC , BLEF IP it , SN HAEOLIE |, RE RIS
=

e NIC = : R EIAKBABXREE IP #HHH NIC , SN RN EOEIE , BB AT EE
.. Underlay FM%&HMH NIC —,
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Access

Switch

NIC | NIC II

L

Service Subnet: XXX XXX XXX XXX/ XX
Gateway: XXX.XXX.XXX.XXX

ANEER

VLAN (RZHURIEN) B—MRA , €28 DB RmMRIa A2 (BECIMG LAN) -, BUE
FREFA T AEZH R AT e

VLAN AR BLE B RAEBARIESIRY A FRK | 28 R R —4E Fig e g F ALY
DARRERS . 1 VLAN B—ARARUTRINTEN LA , FFRESYIER A
[ LAN MR, BT VLAN 2210 MIEMEERSY , FE— VLAN TSI
BRTARKMIERSE, ; eI UFETARRYE LAN B,

VLAN BEEMS SAFE

o ¥ SYER. BMELER—3c#HALLE , RE VLAN Rin A2 BIHITEMEIES, YEZHaE
RS NEETHANLAE, XIBEHE A THEHIARRER 1A%, = 2 B E R,
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o MEZLE, REK VLAN ZBTUEEREE , HR T HBEENR2MEE. VLAN R
MBBFRERCRKREIEM VLAN , BITIEHIRE. BORERE. WUMREEIRS
KRR,

o RIEEH, YEHMIANMNERBRAN , TFEMRIEHIEL ; AFH TR EER,

MMRESK

1E Underlay #3XF , Kube-OVN 458 NIC #£31] OVS |, 3B ZE NIC A EMEER
ESNER, L2/L3 HEABENKB T IRKEME R R, HNMAKMK, VLAN MRk FEEIREMLE
wE HiRARLE.

o MERECEEK

Kube-OVN FE[GE A5 IETT ICMP G E M XAZEEN ; IKEMXLAlEL ICMP 1§
K.

XHFARSVIRIAE | Pods 38 Stm M XA XBUER , MR MR &R EIEaE KR At
FRIEIBES.

LA HEMTFEZ AT Hairpin THEERS , MRZE R Hairpin, 20R{EA VMware EHMIIA
i, ¥ VMware 4] L Net.ReversePathFwdCheckPromisc & &4 1 , Hairpin &

ik NIC g £ Linux 47,

NIC S I51E5L 0 (balance-rr) . 83 1 (active-backup) . 1= 4
(802.3ad) . #23( 6 (balance-alb) , #&FF M 08k 1. HMHPEHEARLTN | 15
VEIE(ER.

e laaS (EfUtk) EECEEK

X OpenStack EBHMIFFE |, MR M4m0 ) PortSecurity 52 22H,

X+F VMware f] vSwitch f4% , MAC MBIt . (hIER XM IRFAERIEWINEHIRE
HER,

YT AWS, GCE MfE=FAE R , HTHRZ AFE XM MAC #3IEEES) , ToIAXHF
Underlay #8244 ,
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=N

ARG R NIC #F84128. NIC —R ABEHAKAR NIC ; NIC Z2IREFEAKEBE
KRECE IP #3bE NIC , £FT Underlay F®. NIC Z54MNEBAcA B IZE.,

BN | EEE NIC Z fiEONEE hTEER , LAKFMHENER VLAN @id,

AN A vian-interface 30 _EACE SR L, INREFEN L , BT ARRACE
IPv6 X i,

WRM LTRSS , NIRRT RE) cluster-cidr FIZEETR],

R%25 NIC ANFERLE.

AR
BCE VLAN 30 :

#

interface Vlan-interface74
ip address 192.168.74.254 255.255.255.0 //IPva Rt
ipv6é address 2074::192:168:74:254/64 //IPv6 it

#

BOEEHEE NIC — 30 -

#

interface Ten-GigabitEthernet1/0/19
port link mode bridge
port link-type trunk // ECEFEOATEAER
undo port trunk permit vlan 1

port trunk permit vlan 74 // #i54K VLAN @i

REMLGEIEME
RS P S B -

/

M NIC — 2 &



HER Kube-OVN Underlay #1¥EM%& - Alauda Container Platform

ip link add ens224.74 link ens224 type vlan id 74 // NIC &#®RA ens224, VLAN
ip link set ens224.74 up

ip addr add 192.168.74.200/24 dev ens224.74 // F£ Underlay FMPRNIEF—NAAHEE
ping 192.168.74.254 // MRBEH ping BRX, WHAYBERRRFEEEER

ip addr del 192.168.74.200/24 dev ens224.74 // WR/EMiknhsit

ip link del ens224.74 // WEEME&FEQ

FaicE

FEEMSIAEF , R EREE > &8 AR Q%M. AXRAKEEDSRE B €
BRERRE Y, RAAMKECE N TRIFTR.

EE : IMAFMTE Underlay BMEFIZBRIRE X , TERAT/ELAIZE Overlay M , 12T R
MAESA [EBEEHT RN 1P HUTHE.

| Container Networking

IPv4 [ IPv6 Dual ,
Stack” «©

hat all nodes are correctly configured with IPv6 network addresses when enabling IPv4/IPv6 dual stack, as the cluster will not re

Network Type: Kube—OVN Calico Custom (@

Default Subnet:

*IPv4: 192 v . . T4 . | 24 v F—— IPv4 subnet address of NIC II
*|Pv6: 2074:/64 —— IPv6 subnet address of NIC Il
Transmit Mode: Overlay @
Gateway: *IPv4 192.168.74.254 F—— IPv4 gateway address “|Pve 2074:192.168.74.254 —— IPv6 gateway address

The default gateway IPv4/IPv6 value must be within the cluster CIDR address range

*VLANID: 74 F—— VLAN ID that the switch allows to pass through

Preserved IP:  protocol stack IP Format * IP Address

D) If the IP in the subnet is occupied by the physical network, the cluster cannot be created successfully. Please set it as
reserved IP

®Add

After the cluster is created, new subnets are supported.

* Service CIDR:

*1Pva: K0 v || T : ! I8 v Custom SVC, must not duplicate

with the internal network
*|Pv6: fd00:10:96::/112

* Join CIDR:

¥ IPvd: (Rt 100600410 Address segment of the NIC used

F—— for communication on the Overlay
*IPv6: fd00:100:64::/64 network


http://localhost:4173/container_platform/zh.html
http://localhost:4173/container_platform/zh.html

B EEHE Underlay FR-5 Overlay F® - Alauda Container Platform

Menu ARTUHESE >

B3EHE Underlay M5 Overlay

WNREEFF A% Underlay 1 Overlay FR , RIZKAELT , Overlay FM T Pods 7] LB
TR 3{# F NAT 3j7(8) Underlay FM= ¥ Pods IP, 4XTM , Underlay FM ] Pods EEfiLE
T R A 8EA[A) Overlay FM= ] Pods,

LI Underlay #1 Overlay +M z [BII B 3hiERE , AT LFshE R Underlay M) YAML 32
#, —BECETTHR , Kube-OVN ¥1$ A%SMK Underlay IP 3% Underlay FRF1 ovn-cluster
ZHEKBZ , FREANREBILNEAELE.

BRAEDIR

1. N FEEHE,

2. EEMSIAAEF , oy KREE > BIREHE,

3. WA M RTIERIRIT R,

4. |\ > BREEB KA Underlay FMEAH BH.

5. 6% YAML XXff , £ Spec HRINFEL u2oInterconnection: true .
6. Ry EH.

7EE 1 Underlay FMHIARIHEAAG T EENMOIEAREEEREHA.
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= Menu ZARTUMEYE >

1£ ALB 7 {# 5 OAuth {1

B

R
BAEDIR

SR

RS

AN AER T 2NMAI7E ALB H 1§ OAuth RIERSINIMNT S E0E .

BAELIR

FRBRIL T U FRThAE

1. #FZ& kind

kind create cluster --name alb-auth --image=kindest/node:v1.28.0
kind get kubeconfig --name=alb-auth > ~/.kube/config

1. ZE alb
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helm repo add alb https://alauda.github.io/alb/;helm repo update;helm search
helm install alb-operator alb/alauda-alb2
alb_ip=%$(docker inspect -f '{{range.NetworkSettings.Networks}}{{.IPAddress}}{
echo $alb_ip
cat <<EOF | kubectl apply -f -
apiVersion: crd.alauda.io/v2
kind: ALB2
metadata:
name: alb-auth
spec:
address: "$alb_ip"
type: "nginx"
config:
networkMode: host
loadbalancerName: alb-demo
projects:
- ALL_ALL
replicas: 1
EOF

1. FRE M A
4132 github oauth A ~

~

EE TR %45 $GITHUB_CLIENT_ID Al $GITHUB_CLIENT_SECRET , EENH
BREAGLE

BtE DNS
o IKAbFRAI1{E A echo.com {EAR AE4 , auth.alb.echo.com #1 alb.echo.com

13 oauth-proxy

LY

oauth2-proxy /(8] github , XAJEEFERE HTTPS_PROXY MMRAE


https://docs.github.com/en/apps/oauth-apps/building-oauth-apps/creating-an-oauth-app
https://docs.github.com/en/apps/oauth-apps/building-oauth-apps/creating-an-oauth-app
https://docs.github.com/en/apps/oauth-apps/building-oauth-apps/creating-an-oauth-app
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COOKIE_SECRET=$(python -c 'import os,base64; print(base64.urlsafe_b64encode(o
OAUTH2_PROXY_IMAGE="quay.io/o0auth2-proxy/oauth2-proxy:v7.7.1"
kind load docker-image $0AUTH2_PROXY_IMAGE --name alb-auth
cat <<EOF | kubectl apply -f -
apiVersion: apps/vi
kind: Deployment
metadata:
labels:
k8s-app: oauth2-proxy
name: oauth2-proxy
spec:
replicas: 1
selector:
matchLabels:

k8s-app: oauth2-proxy

template:
metadata:
labels:
k8s-app: oauth2-proxy
spec:
containers:
- args:
- --http-address=0.0.0.0:4180
- --redirect-url=http://auth.alb.echo.com/oauth2/callback
- --provider=github
- --whitelist-domain=.alb.echo.com
- --email-domain=*
- --upstream=file:///dev/null
- --cookie-domain=.alb.echo.com
- --cookie-secure=false
- --reverse-proxy=true
env:

- name: OAUTH2_PROXY_CLIENT_ID
value: $GITHUB_CLIENT_ID
- name: OAUTH2_PROXY_CLIENT_SECRET
value: $GITHUB_CLIENT_SECRET
- name: OAUTH2_PROXY_COOKIE_SECRET
value: $COOKIE_SECRET
image: $O0AUTH2_PROXY_IMAGE
imagePullPolicy: IfNotPresent
name: oauth2-proxy
ports:
- containerPort: 4180
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name: http
protocol: TCP
- containerPort: 44180
name: metrics
protocol: TCP
apiVersion: vi
kind: Service
metadata:
labels:
k8s-app: oauth2-proxy
name: oauth2-proxy
spec:
ports:
- appProtocol: http
name: http
port: 80
protocol: TCP
targetPort: http
- appProtocol: http
name: metrics
port: 44180
protocol: TCP
targetPort: metrics
selector:
k8s-app: oauth2-proxy
EOF

1. B & Ingress

o FKATKBCEPIA Ingress , auth.alb.echo.com #1 alb.echo.com
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cat <<EOF | kubectl apply -f -
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
annotations:
nginx.ingress.kubernetes.io/auth-url: "https://auth.alb.echo.com/oauth2/a
nginx.ingress.kubernetes.io/auth-signin: "https://auth.alb.echo.com/oauth
name: echo-resty
spec:
ingressClassName: alb-auth
rules:
- host: alb.echo.com

http:
paths:

- path: /
pathType: Prefix
backend:

service:

name: echo-resty
port:
number: 80
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: oauth2-proxy
spec:
ingressClassName: alb-auth
rules:
- host: auth.alb.echo.com

http:
paths:

- path: /
pathType: Prefix
backend:

service:

name: oauth2-proxy
port:
number: 80
EOF
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ZER

o RMETRUT , ¥EBE— alb, oauth-proxy FUMREE .

« ijiA] alb.echo.com f5 , ¥ EEME github BHARIETRE , L33 KF G AEEINV A
i,
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Menu ALY >

£13Z GatewayAPI Gateway

GatewayAP| & Kubernetes fI—/N#T API , BI-HET —FE R AT REOAKREEAQ R
2, EAFEULERPARKARENEEAN, MERBIMEMACE., AT 7 Alauda
Container Platform Kubernetes £+ 413 GatewayAP| Gateway 4y 4+5F .

I &5 25K

Hx

EFZE MetalLB

®E Pod R R ARFAUER

212 MetalLB

GatewayAP| Gateway 2 {# ] MetalLB kA HC IP Hitlk, 55% 42 MetalLB kEBE
MetalLB,

RE Pod & HRIE AFAUE

MREFHEEE Gateway & TELZIET Ul 2K , NIFERH Pod 25Kk (PSP) &
AR,
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0 Project Management|::: & Project: kodao ¥ @ouofsenice < @ 2 admin@cpaas.io

CPU Limits (Cores) 12 unlimited unlimited

I Overview
Memory Requests (Gi) 113 unlimited unlimited

& Details

- Memory Limits (Gi) 6.75 unlimited unlimited

¢ DevOps Toolcha

LI UmEED Number of Pods 4 1000 ° 0.40%

E Pipelines

® Noiications Container LimitRange Update Container LimitRange
Indicator Default Request Limit Max

Pod Security Policies

Security Mode Securwandard
I Enforce Privileged| I

Audit Baseline

W Baseline

LN FEEHE.
2. EEMIAAEF , Ry MEREE > AAMX,
3. _ilr BIEAAMXK.

4. RBRL TR AR BCE

28 ik
2R Gateway FZ#R.

Alauda Container Platform 12N E exclusive-gateway , FH

GatewayClass  ALB X#f. EXAIE— B HAMEIERK ALB , IAKIL
GatewayAPI Gateway HKIFISE.

RIS R SERENAE. BRATSE A aiEall CPU

AAE s =
MANFRIR 217565

5. milr B, RIEIFERIRER R LA | B OFF.




0 Container Platform

Namespace Scoped
it Overview
8% Applications

i Workloads

#

Configuration

@ Networking
Services
Ingresses
Inbound Gateways
Route Rules
Load Balancers
Network Policies

£ Storage

© Observe

47 GatewayAP| Gateway - Alauda Container Platform

@ Networking / Inbound Gateways / Create

Create Inbound Gateway

>
* Name:
>
Display Name:
>
v * yClass: exclusive-gats y
. Small scale
* Specification :
Cluster less than 5 nodes
Resource Limits: CPU
Access URL: Automatic acquisition
5 Service Annotations ¥
>

B3 Project: kkxiao [N Namespace: kkxiao-1 (Cluster: g2-cl-abcd... ¥

v
Medium scale Large scale
Cluster less than 30 nodes Cluster more than 30 nodes

m  Memory

Custom

For professional use

Mi
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Menu ZARTUMEYE >

A & T ey

REINEHZ—FRHRENIZIRHFREINRS. BEFBRBINETRE , e BN R
HARAERKERE , FREHEAZXLA GRS e RESTRAMNEHAE
N, ¥ RXEARLHSNIIARSTRET] | ISR FRAE AR ] At

FAEH R RUAF S LRETROIZ A QEiE A At REas | o —BEM Rk
PR BER. BN, EE AT AN BCATE | MR AE A RSB PIRKA A 8EEM A
I,

BEE TRURBRAT RS HME.

2 TS

TEH —F VK BRI R ] T AR IE R & . FAERNTRE
LIRS s B— N E CER GBS,
REFAIPHIAE (Virtual IP Address) 2 —MNAXT N THFE 1T BT E MO

VIP
RRIPHENE, HHRBINER NS AR | JIRBIE AVIP,

Hx

k=-S5

) ALB2 BE X RIR (CR)
BT Web 156 & Sl i 25
BT CLI Bl EInE s

BT Web 156 & BRI
BT Web 156 & Bk taddai 25
BT CLI B taEai s

FLE WImmE  (BTss)

k=-S5
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BT B E XL IR (CR)

BId Web #=H| 8 412 EMsH  (Blvg)

Bt CLI I airisd (Fim)
JasigE
MR

BB E L FIR (CR)
dsix

BIT Web 1% & B2 KLU

BT CLI AYEEA N

ARG

BERE

I ETERR

HAth BEIR

RIS

REINEHRNSTAEFTE—IVIP, BSHEECEVIP,

7~ ALB2 BE X &R (CR)
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apiVersion: crd.alauda.io/v2betal
kind: ALB2
metadata:
name: alb-demo
namespace: cpaas-system
annotations:
cpaas.io/display-name: ""
spec:
address: 192.168.66.215

enableLbSvc: false
lbSvcAnnotations: {}
networkMode: host @
enablePortProject: falsee
nodeSelector:
cpu-model.node.kubevirt.io/Nehalem: "true"
projects: @
- ALL_ALL
replicas: 1
resources: @
limits:
cpu: 200m
memory: 256Mi
requests:
cpu: 200m
memory: 256Mi
type: nginx

@ 34 enableLbsve A true B, KA tazk g 28 A3 Rkt A5 —FHPIER LoadBalancer 3¢
BUARS:. lbSvcAnnotations ECE S LoadBalancer 258U AR ST,

BEA NHKMSIENECE.
BEE NANTESEAIE.
BEA FENNECRE.
HEAR FERALE.
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TS Web 1557 & 152 S0 4135

1. SHE FaEH,

2. FEAMAAEF | B MEEE > REkai-s.

3. Bl AU IR,

4. R T INRERTE R BCE .

2

PZE AR

AR S5- AN/ fE
(Alpha)

VIRl

*

FHREHER  (XAFEENT R EHE— RSN EREA , £
MRFEZ— ALB , W SRELE I MLEMHERE.

REMERI - AR T R EBEZ N EE a4 , DU
BRI AMIL ALB TR , PIZRMHERERIR.

&% RN, B ATBIME S a8 —Fh PN ED
LoadBalancer 288Uk %5, 1E(FAZ AT , EHR AR SCIF
LoadBalancer ZERY RS-, 0] PASCINSES N E K LoadBalancer
KARS ; HYEAN , BKFZARBINERECE — MRS,
7% : AT FAER LoadBalancer 2BV px RAKBCE B INRE ; AKX
BAWNA , 82 WNEB LoadBalancer 28R i EA i,

TRBISERIRMAE , RIS SRBIKAR S, TaBSE 254!
B, ATRUE S e,

EEAMEIEIT | BRIEXFEIUAES ; o] AZE Ak IP itk
(NEB 1P, 4MNER IP, VIP)

ERSMERENT |, R E3RER.

5. 1B T3 RRIRACE.
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[P

FIRIRL S BRATTREMSE, COTUSEMTAIRSR CPU HINAR
TS,

i/

AR RBNERNESREAMEARNT R L, RVFRELE , 7TRE
T i TR BRI 25 A AT AR XU
m—fﬂ%& RBERNZ N BREANHERNHENTR L, B A

o KR T REWFRENATHEER , FERHRHNE %}d’ﬁf AE
jio

B E AR B R A BAKE.
R RSB R ST RN BWEARERAT 3,

5 FAFREIT ST R AR 2B T 828
IR -

HINHREKRNT RBE X T AR AN E.

HAMREGRMIFERBEERE— (REESAD , B LA T
R) .

S - ATRUCATH B {8 A 53k 25 3o 5 TS B I AE 1-65535 Z [BJEE
imH .

¥ (Alpha) : XATRUATE EBIEETORIMNMIRH . A ERA %
IREPRES , VR T EARRL A BT IRIZH.

Y WESEA RER K6 B, SF9E25 7] A Eis HRTE R IR
FrEmBESFEEME . EHNEHIMET , i Pods EFTERATA T
HB AT AR R T B 1 <5 S Boa Sk

o FTATA : BoaINEsoEcn SRERNTEME .

o 1WA (Alpha) : Bd FEEME TR THAE , A/ EHE &ZHR
EMRRIEAELLERE—P S MRE |, KRB EE DB X ETEER
H.
ferR - AR RUEE 72 FHAE i AR B &R sm e .
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« FHM (Alpha) : THFARALMARE, MESHRURE , £
R EHE BB AR B SN ATIRE S 2.

o 4 WRNEAHN RERN IwH B , WRTHEE. BEREREN SRR
Fehn i AEE.

6. By B2, QIERTRRKFTRE LA , B OER,

BT CLI U2 Tz @z

kubectl apply -f test-alb.yaml -n cpaas-system

BT Web 1= & AT TRE @45

NOTE

EAEINERE T 3 B 5 MRS TRT. E1EE LA R TIRE !

1N FEEHE.
2. EEMSAAF |, By MEXEHE > oS,
3. By i > A
4. IRIEFEEHMEF TIRACE.
o BRIELS TREGERENE ., EWATUSEMRRNITEETE CPU MRNFRIFEHT

BT
o PERIKEE (TR 2EH REEHZ BA KE.

5. B HH,
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BT Web 2l & e

NOTE

sk tagksAERsfE , MR A AR RS |, TTARE.

1.2 FaEE,
2. EEMSAEF |, By MXEE > AR,

3. B 1> iR, FFRA.

18T CLI Bk tazdsdgs

kubectl delete alb2 test-alb -n cpaas-system

Ao mlmmA (BE)

B SFET mWrin O AN PRI R PimiEEassk , &% HTTPS, HTTP,
gRPC, TCP 1 UDP,

AR5

RFEARM HTTPS HlimO , BEN AR EE SO S HIR A 2 fC TLS IEBRAH TN,
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BIERE E XL KR (CR)

apiVersion: crd.alauda.io/v1l
kind: Frontend
metadata:
labels:
alb2.cpaas.io/name: alb—demoa
name: alb-demo-00080 @
namespace: cpaas-system
spec:
backendProtocol: "http"
certificate_name: "" @
port: 80

protocol: httpa
serviceGroup: e

services:

- name: hello-world
namespace: default
port: 80
weight: 100 e

@ VT, f5RIL Frontend FT/EH ALB 34,
0 A $alb_name-S$port .
(’ #%3XA $secret_ns/$secret_name .

@ Ut Frontend AZHIHNL,

e http|https|grpc|grpcs HT 7 {KIH,
e tcpludp AT 14 CH,
0 T 14 38 |, serviceGroup BLEM., T 17 38 |, serviceGroup ZRJEM. UiF

SKREART |, ALB B 5 H 51t Frontend FEXMFINSATICAES., RA YIS KAILEEfT
FNES | ALB AR HEEAZ] Frontend ECEFFEEHIBIA serviceGroup

@ veight MEGEATHMAMAULEAREIE.

NOTE
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ALB If N[O E316/32 Frontend ZXHLNI, source FEXENAITF :

1. spec.source.type Y4H{YEFF ingress .

2. spec.source.name EAO%LFR.

3. spec.source.namespace =AML ZTIAE.

1813 Web #4

THlaflE Rlnal (Fivm)

1. #N BEFE.

2. EEMSAAEF |, By ML% > TaEiaiE.,

3. BB AR A PR NS SN,

4. By R0 ETs O

5. iRIBA TR AR AR RS

28

1

PR
A
2H

ik

SIFPMNEIE HTTPS, HTTP, gRPC, TCP #1 UDP, ¥&#% HTTPS i ,
SRR IED ; XFF gRPC WMWY , IRIDMEH 2 81560,

EE
o 1%3¥ gRPC HMXES , RIGIMNERIAK gRPC , ANFFLVERTF.

o WNRA gRPC MR E TUED , TAEIE PR EIR gRPC uEFRFE RN
M) gRPC mEH A2 GRS .

o MR{EM Google GKE &5 , NFE— AWML LR KRz @A 8ER
B4 TCP #1 UDP WANF#MY,

- BYREMEEIARE N 0 (RR) B, IRERHRIIEDRBRARNRF 2
BINERFE IR .
- BIRBGHGRIFRE S MAULHE (WRR) B, ANE(ERSHIPIEDH 0L
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28 Y

FHIEEE S ; REFRIEECEK weight S ECEINERK AR .
RN R E LRI EESMENEEZ ML,

PRI EVE KR 2 S R BRIk FRAE S W K JEim AR 55

FEEKREE (EFE—1)
o BHBIIES : SRER— IP MU TEEK.

e HE  EABEMES , FHEDER ARETW , XTESBRAR—F
BRI PRSI FRHELE A AR 1P # , AT S BURMhE R BA
SREEATITHIMR.

e Cookie 5 : ¥#EHFEE Cookie HiEFK.
o KB : EHTEE KHKIEK,

Jaim ATFR¥RER AR RSN, #20 , IR A2 /i Kubernetes g%
170 dex fR% , MAZMGESE HTTPS #MX.

6. B .

I CLI gl s mH (Bivm)

kubectl apply -f alb-frontend-demo.yaml -n cpaas-system

JRERIRAE

SFFRE HTTP, gRPC M HTTPS igAMIIRE |, FR7T BHAKNEIEERAS , BT UEEEZ AR
BRI EYm RS ILECAL N, a1 28 AR IR R B AL A5 LU BCAR Y A R vm AR S ; anSRAL L
Aok , WP ILEC S IR pNER & B2 Xt R i R im AR S5



B & tazkt182s - Alauda Container Platform

FARARAE

AR AR T AN : Bbrsk AT MEE RNEA _ AR RE RIREFTE EMEOAREH
R e A

NOTE

WRGABIH G RO TIRN AN IwH , WARAFEHE ZATUFE FAEHE AR RERAE R EIGA.

Ta=w WU

A HTTPS, HTTP 1 gRPC WX A Idm iR ANAE AN, B AR IS Lo DL AL fa
Ui AR5 .

NOTE

TCP #1 UDP #MXTTiE ARG & FLN,

ABIFLNE E X IR (CR)
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apiVersion: crd.alauda.io/v1l
kind: Rule
metadata:
labels:
alb2.cpaas.io/frontend: alb-demo-GOOSOQ
alb2.cpaas.io/name: alb-demoe
name: alb-demo-00080-test
namespace: cpaas-system

spec:
backendProtocol: ""e
certificate_name: "" e
dslx:
- type: METHOD
values:
o0 o EQ
- POST
- type: URL
values:
- - STARTS_WITH
- /app-a
- - STARTS_WITH
- /app-b
- type: PARAM
key: group
values:
- - EQ
- vip
- type: HOST
values:
- - ENDS_WITH
- .app.com

- type: HEADER
key: LOCATION
values:

- - IN
- east-1
- east-2

- type: COOKIE
key: uid
values:

- - EXIST

- type: SRC_IP
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values:
- - RANGE

- "1.1.2.1"

- "1.1.1.100"
enableCORS: false
priority: 4@
serviceGroup: @

services:

- name: hello-world
namespace: default
port: 80
weight: 100

N TERIALNIFT B Frontend .
T TEZRIEALIIFT /R ALB.

5 Frontend [,

5 Frontend 8.

N LR,

5 Frontend #8[E.

dslx
dslx B2 —FMIB34SFEE8 s , B THIAITACARE.
Fan , PUFRLILECH 2 LN B SR HHEK -

e URL A /app-a 8% /app-b 73k

o FiEK POST

« URL %X/ group 4 vip

o FH4 *.app.com

o ki location A4 east-1 8% east-2
o 1F1E4 74 uid 4 Cookie

e JRIP3kHE 1.1.1.1-1.1.1.100
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dslx:
- type: METHOD
values:
- - EQ
- POST
- type: URL
values:
- - STARTS_WITH
- /app-a
- - STARTS_WITH
- /app-b
- type: PARAM
key: group
values:
- - EQ
- vip
- type: HOST
values:
- - ENDS_WITH
- .app.com

- type: HEADER
key: LOCATION
values:

- - IN
- east-1
- east-2

- type: COOKIE
key: uid
values:

- - EXIST

- type: SRC_IP
values:

- - RANGE
"1.1.1.1"
"1.1.1.100"

BT Web =) & 62 AN

1L #HN BaFaE.
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2. BN SAAF K ML > Ao,

3. B EINEAR B R,

4. B in s O K& R,

5. By AR,

6. IRIEA TR ECEME RS,

g

EiEd=s
H

AL

i

®

- BRPIGRIFERR 18 (RR) B, VilRIRERRAED SR RIGFF
S BCEINER IR R

- VREINEEIAEE AR (WRR) B, NEIESEHMANEEMS |
PEASHRIIR S |, TIRIRERARIBIRIEIC AN weight TTHHIR S
Bc2INEREE AR .

R BRI E IR ALIINEESIANEEZ MR,

TR BN ILAC/Rim AR SRR AE |, BIENINFEAR R HME. ARIMNITE
PRZ AR RN S,

w4 o SRR 12384 M RERE g . TR — LU SCER AR F RIS L
T, iNRENFEZIBL SRR AMUECE , N E A HN
RAHEIL.

URL : RegEx XL 7/ FFkM URL IENFRXT, ; StartsWith Xtz
A 7 FFRM URL RTZR.

IP : Equal XtAZ45E IP #idik ; Range XLV IP HidibStEl.

KRR T HICKEERSN |, VIR ETLERIN, Equal SR ki€
{f ; Range XN KEASEE ; RegEx XA KHIIERIFRIXR.,

Cookie : &7 #i \ Cookie F4E4) , TR EILACHLN, Equal ¥
I/ Cookie H45E(E.

URL %4 : ZEULECHLNF |, Equal XTR4FRE URL %4 ; Range X
URL 2%GTEH.

RE 2K : RS BFFEER gRPC MMXHIARS L2 #R. 1A gRPC 1
WA, A RARCE IR |, {FIREARIBIR AR S B FREE A 2N A AR
%, 540 : /helloworld.Greeter .
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_H_ s_Is
ST

SREAFEVIONE SR R B 5 _E IR BRI AT Y () fFRvm AR S
FREVIFNERTE (EF—1)

o GBS ¢ FTERER— IP HtEHIARIESK .,
o Cookie 4 : ¥#EHFEE Cookie BiRIEK.
o KB BHteE KHKIAREK,

FRRMIEE AT A FinR S it HHDhREZESKACE URL K
StartsWith FLUFEAR , FFHESHIE (rewrite-target) WAL 7 FF

Fian : REIF 4L A bar.example.com , URL l#2iai&12hR 7/ , B
URL EE DS EEHINEE R */test* . jjla) bar.example.com
¥ EE URL & bar.example.com/test,

AFBnRinEE A2 Eimik S MEmY. Fia0 @ anREAE] fFimkK
Kubernetes 3% dex RS , W%+ HTTPS MY,

BRRERAZIFNEE MM , AR SPEEBAN MR &R
5.

BIAN @ 2 R T FHRECEFTRS |, AT 8 S PR 404 2K
503 FERTUE , A UET ACERIREE T @ RIFTHAL

o HTTPIRZEHD : FEEE M BRI 7 , W28 m A A EWMERE
B,

o EFEMMHL - HEMAAXSHIAE (B8N, /index.html ) BY , $AIR
ENERHEE fEsERbit/index. html ; M ALEXTHILE (1
A, [https://www.example.com](https://www.example.com) )

B, SRS S R\ L

ARIILECEIESE2R - 58 10 MEAI, M 12 10, 1 ARESMEE , B
WIWEHA 5.

Y EEHBEE PSS ML | SRR E SN TR A ; 2R
RSERMR , REERBOALECHLL,
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2 Hik
sy | CORS (BSUAIRIE) BB RIBASNN HTTP SRR
=g J\7 N — L S o
i S AVEZE— AR () _EIEATH) Web 52 FIRE R 15 & R EIE AR &2
E;;S FEERE., YREESRA—NRR , ZREkRESEESRERE.
NEEEOMRE 20 | A KRS HTTP 55K,
FITH5E YRR,
;ﬁm* . % RVERELTICEER,
R
. B4 AR SETIREIER.
FIFF5E CORS (BSIARIBEEE) chavirf HTTP 38Rk | USSR i
BT SR SE SRR, REIKBT :
S HALE S E BRI R AB—F | BB A
o Origin : R/NIESKHIKIR , BIA X ESKIKIE.
fﬁ%* « Authorization : RTSEERIEAVEE | BEBTSHRIE , Hin

3 EASHRULESHE.,

« Content-Type : FATIEEERMINKNEZEER | 70
application/json. application/x-www-form-urlencoded %,

o Accept : HTIEER Fin il RSN AERE , BFER Find B
Wt e 2R A i R B (56 A

7. B N0,

JBE CLI AIzEHLN

kubectl apply -f alb-rule-demo.yaml -n cpaas-system
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/L»%u”kT

WA BEMEEEEE , AT RUREIR AR IR SB35 5 00 Rl Bl ek .

BEHE

13N FaEE,
2. EEMSAEF |, By MXEE > AR,
3. B WEI S E L

4.1 BE EHRF , NFSNAEERRBNERsTNNRE

Wi

NOTE

BN S FTERSR BE R BTE RS

1N FEEHE.

2. EAMSAAEF |, sy MEEH > s,

3. B WE 7S E L

4.1 W EWRF , AT RNAEEEREIESKTEREEEER.
o fERR  BINERELHT RL CPU MRNFHSKE(E BN,

o BITE : SEINERRBINEETHIRE.
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HAT IR

o ALB Wiz
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Menu ALY >

AN{ATIEAREC CPU MR RIR

FEXFA4RHA N, Tl KEY R ) A FPMRRIAAE |, PUR 36 A 3RA MRIRBCH
3, NTFRZNATBEERE S5,

INELAE PRI

XPTFRNNL SIS |, BN RABRE 54, UBTEITAENAE , BN REES
BPEliiR BK. B SRt BRER , 2MRE 2 MaE , IBRIMENTEEM.

ATRUE v fRES SRR S ks , RFZ M IE X F A4S,

SKE MR X AAAR VS HIEE QPS LA 300 KiFK.,

Create Load Balancer

* Name: l|oadbalancer

Display Name:

Small scale Medium scale Large scale Custom

’ Speciﬁcation: Cluster less than 5 nn.’Jnr—A Cluster less than 30 nodes Cluster more than 30 nodes For professional use (9)
Resource Limit: CPU m  Memory Mi
Type: Standalone High availability ’
* Access URL: 192.168.1.10
* Replicas: 2 +
* Node Labels: kubernetes iofarch:arméa x -
3 nodes meet the conditions
Allocated By:  Instance Port 4 @

P PRI

BV ERE— AR | Bl RAEBE 30 1, HFAFELESHRIWFEEHEITHR
BN, AN RBINERMAE®. BINKA SR #30, Z2MRE 3 EIA , DR
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AIFRTEE.

ATRAEA v BRESER SeBl D ECAEZ N E 2RI F Rk, 44 SO
T E AT B ST .

KIS STAAAR A AIEE QPS 504 #) 10,000 )KIESK.

Create Load Balancer

* Name: loadbalancer

Display Name:

— Small scale Medium scale Large scale Custom
* Specification: e @
Cluster less than 5 nodes Cluster less than 30 nodes Cluster more than 30 nodes For professional use
Resource Limit: CPU Core  Memory Gi

Type:  Standalone High availability ’

* Access URL: 192.168.1.20

* Replicas: | = 3 + ‘

* Node Labels: | kubernetes.iofarch:armé4 x -

3 nodes meet the conditions

Allocated By:  Instance Port 4 (@

REVA F=IAER

ST EARMSE , BIaNERTT BT 30 4, FENFELESIHF AW S EHEEAER
&, BER 200G SN RBUNERXA S Rtt X8, Z20RE8 3 1alE, DL
IRIETEEN.

ATEE 50 REE 3K6) AECATUES NTBE K F 0B, BT U DI E Sl
K& RRBINEER.

KIS STAAAR M HIEE QPS 504 #) 20,000 )KIESK.
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Create Load Balancer

* Name: loadbalancer

Display Name:
+ Specification: Small scale Medium scale Large scale Custom ®
Cluster less than 5 nodes Cluster less than 30 nodes Cluster more than 30 nodes For professional use i
Resource Limit: CPU Core  Memory Gi
Type: Standalone High availability ’
* Access URL: 192.168.1.30
* Replicas: — 3 +
* Node Labels: kubernetes.iofarch:armgéd = -
2 nodes meet the conditions

Allocated By:  Instance Port 4 (@

KR R AR E N

=
Zhaeml
!
N5 EIN

1%

(AN
H
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WiRE

i)

HEZNX

BERE A MRRBNEER.

RN & £ /N 5 PR EN , A B R BE@-5R0 e
K. BN K6 T 2B ZAIEE,

BV DI FR(E A% M Rasamss.

T RS AT E RN ERET A, BIMERE KB Al , LRFER
B 2Gi Nfr, BE , RIS FTREMAAREE | SBAFHEEE
i, R AR R AN B 2R N T B

BINFE EH AR E ST RABHESRNNT , BYEARNGFERE
0, ERAAE GIEE AR TR AR NF AN,

TREIN R AR
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S

o SNSRI,

- HPHEMBBECHR
I MRS
BNRRNE , A
BTk,

EIRMEXTREE,

TE Z BRANIEEE ,
RAMETI,

EENMBEAT , ERLREER
ZAHATRBNEENT R , NS
BRIRHFRERES.

T ATE 2 ECH™ B X B3 as 5k
BB TR , YENMBECER
BIE AR HAARNE |, AJaES
BRLEM :

o BTIEBCERAN A BES RN
HAmE .

o TBINESRCET T RIREME
AJRER B AT E W E.

o ENWFHREFRATRER DR
BN AR KB BAAR] FRE,

o FIRERERM, FAEEL
IREBAKIFF AT E 73 B A 3
ACESMAPARST IR S

o ETigHRNECARERK. B
RIEANE PR, BRRHE—
HARHINRE,

o WINHR, FrAERMARREA
=5 AR ST FT BES IR AR ST
A IS
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Menu ZARTUMEYE >

SRR IPV6 EF R IPvA Mt

By

BT AR ESMNBREINEES | FRITTRLK IPv6 IREHAZIERANE IPv4 ik, X{EFKA]
REMBFEILA K 1Pv4 PILE LS| IPV6 Thik , TR ARSI MR (S R R BRI AT Y R |
FFELFIHIAE Z IR TSR

User

External LoadBalancer

—-IPv6

Internal LoadBalancer Internal LoadBalancer Internal LoadBalancer

BCE A
L. RSB 2S BTEH AL 1PV6 Mo,

2. WIRSNER B RS B IPv6 it , FABR IR BN 234 IPv6 IR EREB R EY
TR FTFET R 1PV6 ik,

—H ERECE TR , FHEERFEINGR LK 1Pv4 JRS5p AT DUB T B =8 (15N 1PV6 11
[R]REST.

SERIIE
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FcETemUR , VIRISMNER R B 251 1PV6 Hulik iV RERB1E % R N AR FF.

A Sy

| [2004::192:168:128:156]

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to nginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.
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Menu ALY >

Calico P& 7 3F WireGuard /i

Calico XFFXF IPv4 F1 IPv6 &3 T WireGuard n% , aJPUEIS FelixConfiguration & JRH )
SEML SR,

AR
JERRAZ S
AE
P
SRt
IR E TR
LERIE

IPv4 i E%IE

BOAT

BRIERS NAZhR A
Linux 5.6 XA ERRAEA LI

Ubuntu 20.04 5.4.0-135-generic
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BRIERLS PAZHRAS

Kylin Linux Advanced Server V10 - SP3 4.19.90-52.22.v2207.ky10.x86_64

. ——
FBOAR R
BRIERS PAZARA

4.18.0-

openEuler
147.5.2.13.h996.eulerosv2r10.x86 64

CentOS 7 3.10.0-1160.el7.x86_64

Redhat 8.7 4.18.0-425.3.1.el8.x86_64

Kylin Linux Advanced Server V10 -

4.19.90-24.4.v2101.ky10.x86_64
SP2

Kylin Linux Advanced Server V10 -

4.19.90-23.8.v2101.ky10.x86_64
SP1

Kylin Linux Advanced Server V10 4.19.90-11.ky10.x86_64

7N

ANE WtER
wireguardEnabled J2 A IPV4 iRETE IPv4 T EMLE BTN,

wireguardEnabledVé 28 IPv6 JRE1E IPv6 T =ML _EH{TNE,
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1. {# / Calico PL&IGHHERT |, iEMAIR natOoutgoing BFUKER true , PASZIF WireGuard jin

w, AMBIT , QRERINASHEEMACE , THIINCE.

WireGuard ZHEXT IPv4 A1 IPv6 JRE B TINE ; IR SEXAFERHIREIITING |, NP

MNAHITRE. BXRFEANSHECE |, 5 F Felix BECEXAY 7, BicE
wireguardeEnabled #1 wireguardEnabledve FI/|NS¥K.
3. #NR WireGuard SRENARE , ES M WireGuard Zifarg ~ #HTFHRE , REEFELE

DL ATBEA I WireGuard I F IR IR,
4. BETRHSSERERENE , BREA—NENZF—DENNMERE ; B2 , EF—
RH Pods Z A% Pod SEBET AL ERIBERASHMNE.

FoRGAF

o WNEHAEERTHIAET R LRI WireGuard, BxIFF |
. F&I WireGuard BT R A ZIFINER,

Y5557 WireGuard 330y 7

HRIEDSIR
1. ISFEsZE R IPv4 11 IPV6 JIN%,

AR AT S WIFET mUATEER) Master 1 il CLI AR 4T

o {NEH IPv4 %

kubectl patch felixconfiguration default --type='merge' -p '{"spec":{"wi

o {NEH IPv6 &

kubectl patch felixconfiguration default --type='merge' -p '{"spec":{"wi

o J2F IPv4 F0 IPV6 %R


https://docs.tigera.io/calico/latest/reference/resources/felixconfig#felix-configuration-definition
https://docs.tigera.io/calico/latest/reference/resources/felixconfig#felix-configuration-definition
https://docs.tigera.io/calico/latest/reference/resources/felixconfig#felix-configuration-definition
https://www.wireguard.com/install/
https://www.wireguard.com/install/
https://www.wireguard.com/install/
https://www.wireguard.com/install/
https://www.wireguard.com/install/
https://www.wireguard.com/install/
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kubectl patch felixconfiguration default --type='merge' -p '{"spec":{"wi

o [FEINIZXF IPv4 F1 IPV6 IZR

o 737A1: 7E CLI TRFPITaSLUIARME,

kubectl patch felixconfiguration default --type='merge' -p '{"spec":{"

o ik 2 : {8 felixconfiguration BZE LA FNER,

1. PATAT 64 BUFTTF felixconfiguration BLE 4.

kubectl get felixconfiguration -o yaml default

2. %% wireguardeEnabled F1 wireguardEnabledve Z¥&KE A false AZH
WireGuard %%,

apiVersion: crd.projectcalico.org/vl
kind: FelixConfiguration
metadata:
annotations:
projectcalico.org/metadata: '{"uid":"f5facabd-8304-46d6-81c1-f1¢
generation: 2
name: default
resourceVersion: "890216"
spec:
bpfLogLevel: ""
floatingIPs: Disabled
logSeverityScreen: Info
reportingInterval: 0Os
wireguardEnabled: false
wireguardEnabledVv6: false

2. SERY Calico WireGuard IZALE f5 , BITRA T S HA WireGuard INZEMRA. 20R 1Pv4 #
IPv6 NS BA , Status FEXF{EFE wireguardPublicKey &
wireguardPublicKeyVe ZFRINAINEUE ; 20E IPv4 F1 IPve N2 |, NIXLEFEEAR
2417 wireguardPublicKey Y wireguardPublicKeyVé , FRNAZHEMH.
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calicoctl get node <NODE-NAME> -0 yaml # ¥4 <NODE-NAME> & AT mZ#Ho

Hyd

Status:

wireguardPublicKey: L/MUP9+YXX/XXXXXXXXXXXX/XXXXXXXXXX =

SEARIIE

ASEA IPvA TRERIEEARG] ; IPV6 RERUES IPv4 KL, WA EBEER.

IPv4 i E%UE

1. BLE WireGuard %% fG , KEKAEE , T RZBIKREMSE R wireguard.cali #1317

HE¥AR.
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root@test:~# ip rule # BEYBIEEIN
0: from all lookup local
99: not from all fwmark 0x100000/0x100000 lookup 1 # XTTAA XL
32766: from all lookup main
32767 : from all lookup default

root@test:~# ip route show table 1 # Bk 1 N%HBEEKB.
10.3.138.0 dev wireguard.cali scope link
10.3.138.0/26 dev wireguard.cali scope link
throw 10.3.231.192
10.3.236.128 dev wireguard.cali scope link # FlX IP it 10.3.236.1
10.3.236.128/26 dev wireguard.cali scope link
throw 10.10.10.124/30
10.10.10.200/30 dev wireguard.cali scope link
throw 10.10.20.124/30
10.10.20.200/30 dev wireguard.cali scope link
throw
10.13.138.0 dev wireguard.cali scope link
10.13.138.0/26 dev wireguard.cali scope link
throw 10.13.231.192/26
10.13.236.128 dev wireguard.cali scope link
10.13.236.128/26 dev wireguard.cali scope link

root@test:~# ip r get 10.10.10.202 # WHFTSAZIEA IP Mk 10.10.10.202 f
10.10.10.202 dev wireguard.cali table 1 src 10.10.10.127 uid @ cache

root@test:~# ip route # BRFIKAZEK
default via 192.168.128.1 dev eth® proto static
10.3.138.0/26 via 10.3.138.0 dev vxlan.
blackhole 10.3.231.193
10.3.231.194
10.3.231.195
10.3.231.196
0 8o 281l . 197
3.231.192/26 proto 80
dev cali8dcd31cId00 scope link
dev cali3012b5b29b scope link
dev calibeefea2ff87 scope 1link
dev cali2b27d5e4053 scope 1link
dev calila35dbdd639 scope 1link

calico on link
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2. £ R R IR BLIRE T R E.

root@test:~# ip a s wireguard.cali # &BF wireguard.cali MEEORFMREE
30: wireguard.cali: <POINTOPOINT, NOARP,UP,LOWER_UP> mtu 1440 gdisc noqt
link/none
inet 10.10.10.127/32 scope global wireguard.cali # wireguard.cali [

valid_1ft forever preferred_1ft forever

root@test:~# tcpdump -i wireguard.cali -nnve icmp # % FE/RIEN wireguar
tcpdump: listening on wireguard.cali, link-type RAW (Raw IP), capture ¢
08:58:36.987559 ip: (tos OxO, ttl 63, id 29731, offset 0, flags [DF], ¢
10.10.10.125 > 10.10.10.202: ICMP echo request, id 1110, seq 0, length
08:58:36.988683 ip: (tos 0Ox0, ttl 63, id 1800, offset 0, flags [none],
10.10.10.202 > 10.10.10.125: ICMP echo reply, id 1110, seq 0, length 6
2 packets captured
2 packets received by filter

0 packets dropped by kernel

3. MK FREA IPv4 KAV E181T wireguard.cali 3O A .
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Menu ALY >

Kube-OVN Overlay P& 355 IPsec %

AR T 7£ Kube-OVN Overlay W& [ FAIZE A IPsec &R EREMIEMTERS. BT
OVN [%iE R 2B I IR ML AR s AT HAIEH | X LR & AT BERL T AR /A L MLE sk m il
WEHENE , B SR IPsec M AB S LR EFES MiTasE i,

Hx

pNT
EEEM
SR
BRIEDIR

Ja A IPsec

*#H |Psec

7N

NiE fiER

IPsec  —FATRIPMBIEIET EEXPERKEBIRNINNFIRAR, BE P FZRftke
Bf5 , EERTRREMBAMLE (VPN) DEMRIF IP BIERR1EH . IPsec
FEEIUATAEBREER L

o PURENE : BEMERA | IPsec Al DUHREUIEEEME 2T N RHTIEE
¥, FNRINEEIAESE AES, 3DES .,

o BUETTEMAE : IPsec {FHAKBAEREL (HI20 SHA-1, SHA-256) RF%iE
IR | RSB M TP R BB R,
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A& ek
o SHARIE : IPsec JMERZ AL (BIINTEZEE. WFIEH) Kib@
ERFHEH , DA LERERAA (5],

o WHEHE : IPsec EMEBXMEHAITHR (IKE) PHGETMEEANNESE
H,

o J2H IPsec ATRES SEIMER T JLIbEH,

o MNRMNIZARASA 3.10.0-1160.el7.x86_64 , [2F Kube-OVN [ IPsec THAET RELIBE 3D M

(AL

FoREAF

BHITU T 4K E UEHRIERGENIZE BT IPsec #RAERR, NR#GH B/RFTES XFRM
MRS y 3 m, RFRIRZFF IPsec,

cat /boot/config-$(uname -r) | grep CONFIG_XFRM

i -

CONFIG_XFRM_ALGO=y
CONFIG_XFRM_USER=y
CONFIG_XFRM_SUB_POLICY=y
CONFIG_XFRM_MIGRATE=y
CONFIG_XFRM_STATISTICS=y
CONFIG_XFRM_IPCOMP=m
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BAELIR

R BRAEFER TS WRESHET /i CLI TAFHNIT,

B IPsec

1. 1&2 kube-ovn-controller FRIECE ST,

1. PUTA T 4524w %E kube-ovn-controller i YAML BC&E {4,

kubectl edit deploy kube-ovn-controller -n kube-system

2. B TR B BIERE T EL

spec:
template:
spec:
containers:
- args:
- --enable-ovn-ipsec=true
securityContext:

runAsUser: 0

FEEA

« spec.template.spec.containers[0].args : 7EHLFEE TR - --enable-ovn-

ipsec=true ,

» spec.template.spec.containers[0].securityContext.runAsUser : ¥ FEHIEE
A 0.,

3. REEH.
2. &% kube-ovn-cni BIBCE 4.

1. BITA T 654 Y%48 kube-ovn-cni i YAML BCE ST,
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kubectl edit ds kube-ovn-cni -n kube-system

2. B TR BB BIEE T L

spec:
template:
spec:
containers:
- args:
- --enable-ovn-ipsec=true
volumeMounts:
- mountPath: /etc/ovs_ipsec_keys
name: ovs-ipsec-keys
volumes:
- name: ovs-ipsec-keys
hostPath:

path: /etc/origin/ovs_ipsec_keys

FEUEA

 spec.template.spec.containers[0].args : 7EtFEE TR - --enable-ovn-

ipsec=true ,

« spec.template.spec.containers[0].volumeMounts : R{INFEE &I , I 4 A ovs-
ipsec-keys HIEIEBEIB .

« spec.template.spec.volumes : fEHFE FRMNZEAL, hostPath i4 4 ovs-ipsec-
keys % .

3. RIFEMH.
3. WIFThEER BN,

1. PITA T 4543 A\ kube-ovn-cni Pod,

kubectl exec -it -n kube-system $(kubectl get pods -n kube-system -1 app:

2. PITA T S SR EREXRIERNIE., WRE (TRUE - 1) MERLETEIRE
R BRI,
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ipsec status | grep "Security"

i

Security Associations (2 up, O connecting): # HTZ&EEYFHE 3 IR, A

2 H IPsec
1. &2 kube-ovn-controller fRIECE ST,

1. BUTRA T 654448 kube-ovn-controller B YAML BC&E T4,

kubectl edit deploy kube-ovn-controller -n kube-system

2. B TR B BIEE T EL.

spec:
template:
spec:
containers:
- args:
- --enable-ovn-ipsec=false
securityContext:

runAsUser: 65534

FEEA

« spec.template.spec.containers[0].args : ¥t FE& enable-ovn-ipsec HIEERA

false,

« spec.template.spec.containers[0].securityContext.runAsUser : J§ Il FERHIEE
k) 65534,

3. RIFEH.
2. /&3 kube-ovn-cni ECE ST

1. PITRA T dn4-4mtiE kube-ovn-cni f] YAML A& 4.
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kubectl edit ds kube-ovn-cni -n kube-system

2. B TR BB BIEE T L

o BURETNECE

spec:
template:
spec:
containers:
- args:
- --enable-ovn-ipsec=true
volumeMounts:
- mountPath: /etc/ovs_ipsec_keys
name: ovs-ipsec-keys
volumes:
- name: ovs-ipsec-keys
hostPath:
path: /etc/origin/ovs_ipsec_keys
FERRAR

» spec.template.spec.containers[0].args : ¥t FEX enable-ovn-ipsec H{EE
M A false,

» spec.template.spec.containers[0].volumeMounts : F&&IFE T 4 4 ovs-
ipsec-keys HIFEZIHEIZ.

» spec.template.spec.volumes : FZ[&IVFEL T 4 A ovs-ipsec-keys 1% , 284
hostPath,

o BRENEE
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spec:
template:
spec:
containers:
- args:
- --enable-ovn-ipsec=false
volumeMounts:

volumes:

3. REEH.
3. WIFRER B RINER.

1. BITRA T 65433t )\ kube-ovn-cni Pod,

kubectl exec -it -n kube-system $(kubectl get pods -n kube-system -1 app:

2. PITA T e e EERRE. MRIEFRL | FRERRT,

ipsec status
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B
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BRAIELR
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ALB jRE ST
ALB BIR{E RIEN

Ingress, HTTPRoute, Rule ji&E4iE

A&

A& LS
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BRAEDIR

1. v FaEHE.

2. EEMIAAEF , Ry BAEFO > BT > ER0GERE.
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4. RITREA_LAK Yk,
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AT UES AT RFA RN ALB R IR (GERE

7%k 1 mif container-platform R HPAURFFISITE R , Rfamidi ALB RS BFRLAFEN
W ERE., MRFE , BB SRR ERE AN E R,

Tk 2 FERFAETWMA KT (B0, alb) TR , AlRRd ALB KRS ZFRAEN
BEOERE., MRFE , SRR EREREAEERR.

6. B {ERBER R IRITIEIR.

PRERENGETE  RETEIEK 64 76 EFERiEna L TE , AL
i, BN A A,

VAR EEIEN ALB © i TUETRERH) & FR oS F R T ALB |, BUAALER , BI KT
F ALB,

Wi

BIRRME ALB 72 FIL 5 736 WERE, RIRMERBEDL. Ingress (A¥EALA) . HTTPRoute
Rule (

(A% HTTPRoute HIE&EIFLN)) F0

REAE Ingress thAAZ HTTPRoute fIFLI))

IETERR.

AR -

FTAE¥IRER R &I 5 4 WIS IR,

ALB RE 1T

HEASTERR R
TEEREREL Tk ALB _ERTERBRIEREA.
FINEREL BTk ALB SRWEIRESR 22K,
FERE FTIE ALB BRDA A 4XX (40 404) F1 5XX SRRESKAIELA.
FER BTigE ALB 1&SKEOFISREIR

ALB Zs{EFTEIA,
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CPU f % %k ALB 4 CPU K,

NFERAR Fii% ALB WINTFERE,

PR HRWIARTE BT ALB FIRNZK 1/0 BT E,

HWEIRIEER ik ALB WEE 110 RILE.

Ingress. HTTPRoute. Rule jfiZ!4is

WA FERR %
QPS (&% firide ALB _E Ingress/HTTPRoute/Rule UL EIKIEKIE |, BRARN
BN 1 reg/s.

Bk BPS
(FRFT FF% ALB _E Ingress/HTTPRoute/Rule GFMAZEIHIESK 2 AN,
)

iy BPS
(BT 1% ALB _E Ingress/HTTPRoute/Rule GR)A& % HINm AL E AN,
)

FERER fTi% ALB _E Ingress/HTTPRoute/Rule {MEESKRET A4 RERZ A A L.

Fri%e ALB &K B8] , BAChh{lm B g, XERKE 50%.
90% #01 99% HESKIKINE R B [B)/NF ek E T 1E.

P50. P90.
P99 1EH 1 P50, P90 F1 P99 F JF ) 2 K W S BB I/ INBI KHER |, FH1E
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AT IR ARM PREEAR KT R B]IR (S(A)E 2

TE(E AR ARNIZA L E NN -RES |, AJgEa ISR 7E B AR ENE 1T B RS A
RIEME R, XA[8ESE Kube-OVN Overlay P48 S BB {S kK. BRI T RAN
o

o MERATR1: FHERNZBRA., BICENZRATHERE) 4.19.90-25.16.v2101 B E SARAS.
o fRRAR 2 : ZARKMNEE, NRITIELEVFHRANAZIRAFF B HINT [EEEE# , 7T
LT 65 S 25 FIE M-S R AN ENZK.

ethtool -K eth® tx off
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InvalidBalancer : F¥EIxxtazkhE%
BackendError : MJFimiEEixxxFhidE
InvalidUpstream : JXBG#LILES
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